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00. BeepeHue B Kali Linux

Maponb no ymonuaHuuio B Kali Linux

Mo ymonuyaHuio root-naponsb Kali Linux - toor
Root-naposnb no ymonvyaHuio

Bo Bpemsa ycTaHoBkK, Kali Linux nmo3BonseT noJsib30BaTesIIM HAaCTPOUTb Mapoib AN root monb3oBaTens.
OpHako, ecnn Bbl pewnanm BMEeCTO 3Toro 3arpysuTb live obpa3s, i386, amd64, VMWare n ARM o6pa3sbl

HaCTpanBaloTCH € maposneM cynepnosb3oBaTens (root) no ymonyaumio - “toor*, 6e3 KaBblyek.
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DonxeH nu A Ucnonb3oBaTtb Kali Linux?

Pasnnuna Mexay Kali Linux n Debian

Kali Linux opueHTMpoBaHa Ha NMpod)eccnoHaNoB B TECTUPOBAHNN Ha NPOHUKHOBEHNE N ayanTe 6e3onacHocCTN.

Taknm obpasom, B agpe Kali Linux 6bin1 peannsoBaH psg NU3MeEHEHWN, KOTOpPble OTpakatoT 3TK noTpebHocTu:

1. Om3anH single user, root access: B CBfA3M C XapakTepoMm ayauTa 6esonacHocTu, Kali Linux

npegHasHa4vyeH 4SS UCMOJIb30BaHMA B cLeHapum “single, root user”.

2. CeTeBble cepBUCblI OTKJIIOYEHbl Mo yMmon4daHuio: Kali Linux comepxuTt sysvinit hooks, koTopeble

OTKJII0YAIOT CeTeBble CEepPBUCHI MO YMOJIHAHUIO. DTU hooks no3BonswoT YCTaHaBJZInBaTb pPa3J/inyHble

cepBuCbl Ha Kanu Linux, obecrneymBasi Npu 3TOM TO, YTO Hall AUCTPMOYTMB ocTaeTcs 6e30MacHbIM Mo
YMOJI4aHWIO, HE3aBMUCKMO OT TOr0, Kakme NakeTbl YCTAaHOBJIEHbI. JJONO/HUTENIbHbIE CEPBUCKI, TAaKNE Kak

Bluetooth, Tak)xe B 4epHOM CMUCKE MO YMOJIHYaHUIO.

3. Nonb3oBaTtennckoe Linux appo: Kali Linux ucnonb3syet aapo, nponatyeHoe ans 6ecnpoBoaHOM

NHBEKLUI.

MopaxopauTt nu Kali Linux AMeHHO Bam?

OT Hac Kak oT pa3paboT4nKoB, CKopee BCEro, 0XKMAOAT, 4TO Mbl OyieM pekoMeHAOoBaTb BCEM MUCMNOJIb30BaTb
Kali Linux. OpHako, Kali aucTtpmbyTme Linux cneunanbHo pa3paboTaHHbIA Ana npodPeccCuoHaibHOro
TeCTUPOBaHNSA Ha NPOHUKHOBEHME U ayanTa 6e3onacHoCcTn u, Taknum obpa3om HE pekoMmeHayeTCa ANnsa Tex, KTO

He3HakKoM ¢ Linux.

Kpome TOro, HemnpaBu/ibHOE WCMNONb30BaHME cpeacTB 6e30MacHOCTUM B Ballel ceTu, B YacTHoOCTW, 6e3

pa3peweHnda, MOXXeT HaHeCTn HeI'IOI'IpaBI/IMbIIZ yu.l,ep6 n npmBecCcTn K 3Ha4nTEJZIbHbIM MNMocNnenCTBUAM.

Ecnu Bbl nwiete Linux anctpmbyTms, 4TOObI N3y4MTb OCHOBLI Linux 1 Hy>KaaeTecb B XOPOLLUENn OTNPaBHON
Touke, Kali Linux He aBnseTca naeasbHbIM oUCTPUBYTUBOM A5 Bac. Bl MoXxeTe HavaTb ¢ Ubuntu nan

Debian BmecTo 3TOrO.
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Y10 Takoe Kali Linux?

Kali Linux siBnseTcst nepenosBbiM Linux ANcTpubyTMBOM ONa NpoBefeHUs TECTUPOBAHUSA Ha MPOHUKHOBEHME U

aydunTa 6e3zonacHocTw.

Ocob6eHHocTM Kali Linux

Kali ssnsetca nonHonm noBTopHom cbopkom BackTrack Linux, MOAHOCTbIO MNpuUAepXuBasiCb CTaHOapTOB

paspaboTkm Debian. BcA HoBas WHdpacTpykTypa Oblna nepecMoTpeHa, BCE€ WHCTPYMEHTbl 6bian

npoaHa/IM3MPOBaHbl U YyNakKoBaHbl, 1 Mbl Nepewnun Ha Git ansa Hawmnx VCS.

e bonee 300 MWHCTPYMEHTOB AJiI1 NpoBeAeHUs TeCTUPOBaHUA Ha TMNPOHUKHOBeHue: [locne
PaCCMOTPEHUSA KaKA0ro MHCTPYMEHTA, KOTopbIn 6bin BKAoYeH B BackTrack, Mbl ycTpaHunm 6onbLuoe
KOJINYECTBO MHCTPYMEHTOB, KOTopble nnbo He paboTatoT unm aybnnpyoT Opyrve UHCTPYMEHTHI, C
noxoxxem PyHKLNOHaIbHOCTbIO.

 BecnnaTtHbii U Bcerpa bypet 6ecnnaTtHbIM: Kali Linux, Kak 1 ero npenlecTBeHHUK, SIBASIeTCS
nonHocTbio 6ecnnaTHbIM 1 BCcerga byaeTt TakuMm. Bam HuKoraa, He npuaeTcs naaTtuTb 3a Kali Linux.

e Git pepeBO C OTKpPbITBIM UCTOYHUKOM Kopa: Mbl spble CTOPOHHUKN NpPOrpamMMHOro obecneyeHus c

OTKPbITbIM UCTOYHUKOM KOOa W Halle OePeBO pa3paboTkun OOCTYNMHO AOnA BCeX, U BCE€ NCTOYHUKN

OOCTYMNHbI ANAa TeX, KTO XXeJNIae€T HAaCTPOUTb NN NeEPECTPOUTb MNMaKeETHI.

e FHS coBmectumMbin: Kali 6611 paspaboTaH, 4Tobbl npuaepxunsaTtbca Filesystem Hierarchy Standard,
YTO MO3BOJIAET BCEM MOJIb30BaTeNAM Linux Nerko HamTm ncnosiHgemMble dannbl, hansibl MOAOEPKKU,
bnbnmoTtekn n T.4.

e O6MpHan noppep>xkKa 6ecnpoBoAHbIX YCTPOUCTB: Mbl nocTponnm Kali Linux gna nogaep»xkKm Kak
MOXXHO 60JibLIEro Konm4yecTBa 6eCrnpoBOAHbLIX YCTPOWCTB, YTO MO3BOJISIET €My NpaBubHO paboTaThb C
LWMPOKNUM CNEKTPOM annapaTHbIX YCTPOWUCTB N AeflaeT ero COBMeCTUMbIM C MHOFoYuncaeHHbiMn USB 1
apyrnmmn 6ecnpoBoHbIMU YCTPOWMCTBAMM.

e CneumanbHoe AAPO NponaT4eHO OT MHbeKUMHU: Kak neHTecTepaM, paspaboTyMkaMm 4YacTo
Heobxoanumo NpoBoAUTb ayanT 6ecnpoBOOHbLIX CETEN, MOSTOMY B Halle s4pO0 BKJOYEHbl NociaegHune
naTyu.

 Bbe3sonacHan cpepa pa3paboTku: KomaHga pa3paboTymnkos Kali Linux cocTtouT n3 HebosbLLOW rpynnbi
OOBEPEHHDbIX JINL, KOTOpble MOryT 3anucaTb MNakKeTbl U B3aUMOLENCTBOBATb C XPaHWANLWAMN TOJIbKO
MNPV UCNOJIb30BaHMN HECKONbKNX 3alMNLLEHHbIX MPOTOKOJ/OB.

e GPG noanucaHHble NaKeTbl U peno3utopun: Bce nakeTtsl Kali nognmnceiBaloTCa Ka)KablM OTAEe/IbHbIM
pa3paboTyMKOM, KOrga OHM CO34alTCA N 3aMnCbiBalOTCS U PENO3MTOPUN BNOCAEACTBMN NOAMUCHIBAOT
nakeThl.

¢ MHOrosi3bl4HOCTb: XOTH UHCTPYMEHTbI A1 NeHTeCTa, Kak NpaBuso, HanucaHbl Ha aHIIMACKOM A3blKe,
Mbl ,D,06VIJ'II/ICI:> TOro, 41O Yy Kali ecTb HacToAWwaa MHOroda3blHHaa nogaep>XXkKa, 4YTO MO3BONAET
6oNbLWINHCTBY Nosib30oBaTenen paboTaTb Ha POAHOM S3blKe M HAaXOAUTb UHCTPYMEHTbI, HeobxoanMeble
nnsa paboTobl.

e NMonHOCTLIO HaCTpaMBaeMblﬁ: Mbl MONHOCTbLIO MOHMMaeM, 4YTO He BCe 6y,D,yT cornacCHbl C HawWnmMn
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peweHnamMmmn On3aiHa, MO3TOMY Mbl AaJiIn BO3MOXHOCTb HalWMM MOJIb30BaTENIAM KaK MO>XXHO MpotLle

HacTpamBaTb Kali Linux Ha cBOM BKYC, BMOTb 40 s4pa.

e MNopnep>xka ARMEL u ARMHF: ARM-cuctembl cTaHoBATCA BCe 6onee n bonee pacnpocTpaHeHHbIM U

HeLoOpPOrMMm, N Mbl 3HaNW, 4To Heobxoammo caenaTh noanepxky Kali gna ARM-cuctem B pesynbTaTte

yero co3gaHbl paboyne nHctannsumm onsg ARMEL u ARMHF cuctem. Kali Linux nmeet ARM peno3nTtopun

WHTErpupoBaHHble C OCHOBHbLIM AUCTPUOYTMBOM, TaK MHCTPYMeHTbl Ansa ARM 6yayT ob6HOBNSATbLCSH
BMeCTe C OCTasJibHbIMU AUCTpubyTnBamun. Kanm B HacTosiLlee BpeMs OOCTyNHa Ansa creayowmnx ARM-
YCTPONCTB:

o rk3306 mk/ss808

o Raspberry Pi

o ODROID U2/X2

o Samsung Chromebook

Kali cneunanbHo cospaHa onsd TECTNPOBaHNA Ha MNMPOHMKHOBEHUE KN, CJZlIeaoBaTeJIbHO, BCA AOKYMEHTaUUA Ha

3TOM calTe, NpearnofiaraeT NpeABapuTesibHOe 3HaHWE onepaLnoHHON cucTemsl Linux.
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01. 3arpy3ka Kali Linux

CkavyaTtb OcdbmumanbHbie O6pasbl Kali

BHumMmaHue! Bcerpga ybexpanmrtecb, 4TO Bbl 3arpy>kaete Kali Linux n3 odpuumanbHbIX UCTOYHUKOB U HE
3abynbTe CPaBHUTb KOHTPOJIbHbIE CyMMbl MD5 ¢ HawmM oduLManbHbIM 3Ha4YeHneM. bblno 6bl NMpocTo AN
3JI0yMbILUSIEHHMKA, A06aBUTb B MHCTanaumo Kali BpeAOHOCHbIN KOA U pa3MeCcTUTb ero HeouLnasbHO.

OcdmumanbHbie Obpasbl Kali Linux
ISO dPaunsbi

Kali Linux gpoctyneH B Buae 3arpy3o4Horo ISO B 32 1 64-6uTHbIX (hopMaTax.

e CkavaTb Obpa3sbl Kali

VMware Ob6pa3sbl

Kali mocTtyneH B BMAe rotoBOW BUPTYyasibHOW MalwuHbl VMware c ycTaHoBsieHHbIMKM VMware Tools. O6pa3bl

VMware gocTynHbl B 32-6uTHOM 1 64-6uTHOM chopmaTe.

e CkayaTtb VMware obpa3sbl Kali

ARM OGpa3sbl

B cBsA3n c ocobeHHocTAMU ARM-apXMUTeKTypbl, HE BO3MOXXHO, 4TObbl oAunH obpa3, paboTan Ha Bcex ARM

ycTponcTBax. Y Hac ecTb Kali Linux ARM o06pa3bl [OCTYMHbIE 0N CeayoWwnx YyCTPONCTB:

rk3306 mk/ss808
Raspberry Pi
ODROID-U2/X2
MK802/MK802 Il
Samsung Chromebook

MpoBepka KoHTponbHbix CyMmMm MD5 3arpy>xeHHbix O6pa3oB

YpesBbl4aliHO Ba)KHO CBepPsiTb KOHTPOJIbHble CyMMbl MD5 3arpy)xeHHoro obpasa C oduuManbHON CyMMOWN

npegocTasneHHon Kali Linux.
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MpoBepka KoHTponbHbix CyMmMm MD5 Ha Linux

md5sum kali-i386.iso
2455da608852a7308eld3a4dad34d3ce kali-i386.iso

Mpoeepka KoHTponbHbiXx CyMmMm MD5 Ha OSX

md5 kali-i386.iso
MD5 (kali-i386.is0) = 2455da608852a7308eld3ad4dad34d3ce

MpoBepka KoHTposbHbix Cymm MD5 Ha Windows

Windows He nmeeT BCTPOEHHbLIX BO3MOXHOCTEN pacyeTa KOHTPOJIbHbIX cyMM MD5 Tak 4To BaM noHapobaTcs
YyTUNUTLI, Takne kak Microsoft File Checksum Integrity Verifier/Hashtab ons npoBepkun KOHTPOJIbHOWN CyMMbl

BalLIEN 3arpys3Ku.
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02. Co3paHue nosnb3oBaTeNbCKux obpasos Kali

Co3pnaHue ObHoBneHoro Kali ISO

Kali Linux no3sonseT co3faBaTb 06HOBNeHHble 1ISO-06pa3bl Kali ucnons3sya Debian live-build ckpunTbl Ha neTy.

Cambin npocTon crnocob co3zgaHmnsa aTux obpasos Haxonsach B cpene Kali Linux cnegyowmi,

CHayvana BaM Hy>XHO byneT ycTaHoBUTL live-build n cdebootstrap nakeTbi:

apt-get install git live-build cdebootstrap

Hanee, mbl knoHupyem Kali cdimage Git penosnTtopuin cnegytoumm obpasom:

git clone git://git.kali.org/live-build-config.git

Tenepb Bbl MOXETe nepenTun B live gupektoputo noa cdimage.kali.org n noctponTb ceon ISO.

cd live-build-config
Ib clean --purge

Ib config

Ib build

Live build ckpunTbl N03BOAAIOT NOJIHYIO KacToMu3auuio obpasos Kali Linux. lnsa nony4yeHus
aononHutenbHou nHdopmauum o Kali live build ckpuntax, nposepbTe Hallu CTPaHWULLbI HACTPONKMK
Kali.
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03. YcTtaHoBKa Kali Linux

YctaHoBKa Kali Linux Ha AMCK ncnosb3oBaHueM LWLincgpoBaHUs

BpeMms oT BpemMeHu, y Hac NoABSAITCA YyBCTBUTE/IbHbIE AaHHbIE, KOTOpble Mbl Obl NpeAnoYan 3awmngpoBaThb C
NCMoJIb30BaHMEM MOJIHOrO wWwudpoBaHma gucka. C nHctanatopoMm Kali MOXKHO 3anyCcTuTb yCTaHoBKY LVM c
ncnonb3oBaHnem wundposaHnua (LVM encrypted install) Ha Baw »xecTtkun aunck wmnm USB-HakonuTens.
Mpouenypa YCTaHOBKM O4YeHb MOX0Xa Ha “0b6blyHYl0 ycTaHoBKY Kanum Linux Kali Linux”, 3a nckniodeHuem

Bblibopa Encrypted LVM pa3gena B npouecce yCTaHOBKMU.

TpeboBaHusa K YcTtaHoBKa Kali Linux Ha AUCK UCnosib30BaHueM

wudpoBaHuna

YcTtaHoBka Kali Linux Ha Ball KOMMNblOTEp OO0BOJILHO HE CJ/IOXKHbLIAN npouecc. Ons Hadvana BaM Heobxogumo
coBMmecTnmMmoe 060py,u,03aHv|e. KaK Bbl MOXeTe yBUAETb HUNXKeE, alnapaTHble Tp€60BaHVIF| MWHWNMaJIbHbI, XOTHA
ncnosb3ya nyywee obopyaoBaHMe Bbl, ECTECTBEHHO, NoNy4YnTe 60s1ee BbICOKYO MPOn3BOANTENLHOCTL. Obpa3bl

1386 no yMon4yaHuio nmetoT PAE - A0po, Tak 4YTO Bbl MOXKeTe 3aMyCcKaTb UX Ha CUCTeMax, UMetoLnx bonee yem

4 I'6 onepaTtuBHOM NamMaTK. CkavaTb Kali Linux nnbo 3anuncate ISO Ha DVD, nnn_noarotosuntsb USB-dasw c Kali

Linux Live B Ka4eCTBe NCTOYHUKA YCTAHOBKMN.
TpeboBaHusA K yCTaHOBKe
e MnHumym 8 ' ANMCKOBOro NpocTpaHCcTBa Ans yctaHoBkK Kali Linux.

e MnHumym 512 M6 onepaTUBHOWM NAMATK, 019 apXUTEKTYyp i386 n amd64.

e Mopnep»xka 3arpy3km c CD-DVD / USB

MoarortoBkKka K yCTaHOBKEe

1. CkavaTtb Kali Linux.

2. 3anucaTb Kali linux 1ISO Ha DVD, nnu O6pas Kali Linux Live, Ha USB.

3. Y6enunTbCs, YTO Ball KOMMNbIOTEP HAacTpPoeH Ha 3arpy3ky ¢ CD / USB.

Mpoueaypa yctaHoBku Kali Linux

1. YT06bl Ha4aTb YCTaHOBKY, HE06XO0ANMMO 3arpy3nTbCs C BbIBPaHHOrO A5 YCTaHOBKN UCTOYHUKA. Bbl
cpa3y yBnauTe MeHio 3arpy3kn Kali (boot menu). BeibepuTte Graphical (rpacgpundecknin) nnn Text-Mode

(TEKCTOBbLIN) peXXuUM yCTaHOBKU. B 3TOM npumMmepe Mbl Bbibpann rpapnyeckmnin pexxnum yCTaHOBKMU.
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COOTBETCTBYIOLLEN pacKNaLKon. N KA'_I lINUX

Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Chinese (Simplified) - A (iEE) (Al

Chinese (Traditional) - Az(%E)

Croatian - Hrvatski

Czech - Cestina

Danish - Dansk

Dutch - Nederlands

Dzongkha - Em

Esperanto - Esperanto

Estonian - Eesti

Finnish - Suomi

French - Francais

Galician - Galego

Georgian - JoGopeo

German - Deutsch

Graalk  FAAmaukd [~
[ screenshot | | GoBack | Continue

3. Mporpamma ycTaHOBKK ByaeT KonnpoBaTb 06pa3 Ha XXeCTKUI ANCK, MPOBEPUT CeTeBble MHTepPdENChI, a
3aTeM NpenJsioXXUT BaM BBECTU UMS XOCTa OS5 Ballel cUcTeMbl. B npnBeeHHOM HUXKe NpuMepe, Mbl
BBenun “Kali” B kayecTBe nmeHum xocta (hostname).
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Y KALILINUX o

Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your

hostname should be, consult your network administrator. If you are setting up your own home network,
you can make something up here.

Hostname:
ol

| screenshot |
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Y KALILINUX o

Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the "sudo”
command.

Note that you will not be able to see the password as you type it.

Root password:

[

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

[

[[Sereenshot Go Back

>+ fanee, yeranosure uacoso nonc AU VTN | 'I1)

Configure the clock

If the desired time zone is not listed, then please go back to the step 'Choose language" and select a
country that uses the desired time zone (the country where you live or are located).

Select your time zone:

Central
Mountain
Pacific
Alaska
Hawaii
Arizona
East Indiana
S5amoa

[ screenshot | [ GoBack | LkContinue

6. Tenepb NporpaMma yCTaHOBKWN NCCeayeT Balun OANCKK, U NPEeaNoXUT YeTbipe BapuaHTa. [ns
YCTaHOBKM C UCMOJIb30BaHMEM LLINGPOBaHHOro gncka, soibepnte “Guided - use entire disk and set
up encrypted LVM” Kak noka3aHO HUXe.

4. BBeanTe HadeXXHbIlA Mapob A8 y4eTHOW 3anucu root.
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Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you
prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM

Manual

| screenshot Go Back Continue

7. BoibepuTte gncK Ha3HavyeHna gnsa yctaHoBku Kali. B HaweMm cnyyae, Mbl BbiIbpann AUCKOM Ha3HavYeHus -

USB-Anck. Mbl 6yaeM Ucnosib3oBaTb 3TOT AMCK USB A8 3arpysku 3alwimdpoBaHHOro aksemnnsipa Kali.

8. MoaTBepanTe Bally cXeMy pasbuBKU, N MPOAOSIKNTE YCTAHOBKY. Y CKALILINOX oo

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(fle system, mount point, etc.). a free space to create partitions, or a device to initizlize its parition table.

Configure encrypted volumes [

¥ LVM VG kali, LV root - 3.5 GB Linux device-mapper (linear)

> # 3.5G8 f exta i
< LVM VG kali, LV swap_1 - 209.7 MB Linux device-mapper (linear)
> 200.7MB f swap swap
< Encrypted volume (sda5_crypt) - 3.8 GB Linux device-mapper (crypt)
> 3.8G8 K vm
< 5CS13(0,0,0) (sda) - 4.0 GB Kingston DataTraveler 2.0
> #1 primary 254.8MB Foext2 Iboot
> #5 logical 3.8G8 K aypto  (sda5_crypt)
< 5CS14(0,0,0) (5db) - 21.5 GB VMware, VMware Virtual §
>  #1 primary  20.5GB B extd
> #5 logical 9227MB swap
Undo changes to partitions
Finish partitioning and write changes to disk

[screenshot | [ Help [ GoBack

9. Nanee, Bam byaeT npennoXXeHo BBECTU Maposib ANs WNHPOBaHNA. BaM HYy>XHO ByaeT 3anoOMHUTb 3TOT

naposib N UCMONb30BaTb €ro KaXKabl pa3, 4Tobbl 3arpy3nTb 3alindpoBaHHbIN 3k3emnnap Kali Linux.
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10. HacTpolika ceTeBbiX 3epKa. Kannm ncnonb3yeT LLeHTpasibHbIA Peno3nTopuin Ans pacnpocTpaHeHus

npunoXxxeHuin. No mepe Heo6XoAMMOCTHU, Bbl JO/KHbLI ByaeTe BBECTU Ntobyi0 COOTBETCTBYHOLLYIO
NHGOPMaLMIO O MPOKCH.

BHUMAHME! Ecnn Bbl Bbibepute " NO ” Ha 3ToM 3KpaHe, Bbl HE cMoXeTe yCTaHOBUTb NakKeThbl N3
penosuTopmes Kali.

Configure the package manager

A network mirror can be used to supplement the software that is included on the CD-ROM. This may also
make newer versions of software available.

Use a network mirror?

- k
| Sereenshot '

Go Back Continue ]

11. Janee, npegnaraetca yctaHosuTb GRUB.
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Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your computer,

modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

) No

3

Go Back | Continue ]

[ screenshot |

12. W, HakoHeL, Ha)xmMnTe KHoNKy Continue pnsa nepe3sarpy3ku 1 Bxoda B ycTaHoBsieHHYto Kali. Ecan Bbl
ncnonbsyete USB-yCTPONCTBO B Ka4yeCTBe LIesIeBOro AnckKa, ybeanTech, YTO Bbl BKAKYUIN 3arpy3Ky C

USB-ycTpowncTs B BIOS. Mpun Kaxxaon 3arpyske y Bac byaeT 3anpalunBaTbCs Napoib WwWngpoBaHus,

KOTOpbI Bbl yCTAaHOBWUIN paHee. \ KAI.I I_INUX

Finish the installation

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media (CD-ROM, floppies), so that you boot into the new system rather than
restarting the installation.

[ Screenshot |

Go Back | Continue ]

Mocne ycTaHOBKM

Tenepb, Nocsne 3aBeplleHns ycTaHoBkM Kali Linux, npuwno BpeMs s HaCTPOMKM Balweln cuctemol. B paspene

Ncnonb3oBaHue Kali Linux Ha Hallem caiTe Bbl HangeTe 6osiee NoApobHY0 NHMOPMAaLMIO, U Bbl TAKXXE MOXXETE
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HaWTWM CoBeTbl O TOM, Kak noJly4nTb MaKCUMaJIbHYHO OTAa4y OT Kali Ha Hawwnx Bpems oT BpemeHwu, y Hac

NOABAATCA YYBCTBUTEbHbIE AaHHbIE, KOTOPble Mbl Bbl Npeanoyaun 3awmndpoBaTb C NCMOAb30BaHMEM NOAHOI0

wmndpoBaHma aucka. C nHctanaropom Kali MOXXHO 3anyCcTUTb YCTaHOBKY LVM € ncnonb3oBaHnem wndpoBaHUs

(LVM encrypted install) Ha Bawi xxectkun auck nam USB-HakonuTeab. [poueaypa YCTAaHOBKM 04€Hb MOX0XKA Ha

“0bbl4HYI0 ycTaHoBKY Kanu Linux Kali Linux”, 3a nckniwodeHmnem Bbibopa Encrypted LVM pa3gena B npoliecce
YCTaHOBKMW.

TpeboBaHua K YcrtaHoBka Kali Linux Ha pBUCK wuUCNosib30BaHUEM

wudpoBaHUA

YctaHoBka Kali Linux Ha Ball KOMMNblOTep OO0BOJILHO HE CJ/IOXKHbIA npouecc. Ons Havana BaMm Heobxogumo
coBMmecTumoe obopynoBaHue. Kak Bbl MOXXETE YBUOETb HUXKe, annapaTHble TpeboBaHNA MUHMMAJIbHbI, XOTS
ncnosb3ya nyywee obopyaoBaHMe Bbl, ECTECTBEHHO, NoNy4YnTe 60s1ee BbICOKYO MPON3BOANTENLHOCTL. Obpa3bl
1386 no ymonvaHuto nmetoT PAE - 94p0, Tak YTO Bbl MOXXETe 3amnyckaTb UX Ha cMcTeMax, nMewLwmx bonee yem

4 I'6 onepaTtuBHOM NaMaTK. CkavaTb Kali Linux nnbo 3anuncate ISO Ha DVD, nnn_noarotosuntsb USB-dasw c Kali

Linux Live B Ka4eCcTBe NCTOYHUKA YCTAHOBKMN.
TpeboBaHusA K yCTaHOBKe
e MnHumym 8 ' oMCKoBOro NpocTpaHcTBa Ang yctaHoBkK Kali Linux.

¢ MyuHMMyM 512 M6 onepaTuUBHOW NaMATW, A8 apxUTekTyp i386 n amd64.
e MMoaopnep»xka 3arpyskm ¢ CD-DVD / USB

MoparoroBkKa K YCTaHOBKe

1. CkayaTtb Kali Linux.

2. 3anucaTtb Kali linux ISO Ha DVD, nnun O6pa3s Kali Linux Live, Ha USB.

3. YbenmTbCs, YTO Ball KOMMbIOTEP HAacTpoeH Ha 3arpy3ky ¢ CD / USB.
Mpoueanypa ycrtanoBku Kali Linux
1. YT06bbl Ha4yaTb YCTaHOBKY, HeOBXOAMMO 3arpy3uTbCs C BblIOpaHHOro Ans YyCTaHOBKU UCTOYHUKA. Bbl

cpa3sy yBmaunTe MeHio 3arpy3ku Kali (boot menu). Buibepute Graphical (rpacuydeckuin) nnm Text-Mode

(TeKCTOBbIN) peXXM YyCTaHOBKMW. B 3ToM npumMepe Mbl BbiBpaan rpadhnyecknii pe>xmm yCTaHOBKU.
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Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Chinese (Simplified) - A (iEE) (Al

Chinese (Traditional) - Az(%E)

Croatian - Hrvatski

Czech - Cestina

Danish - Dansk

Dutch - Nederlands

Dzongkha - Em

Esperanto - Esperanto

Estonian - Eesti

Finnish - Suomi

French - Francais

Galician - Galego

Georgian - JoGopeo

German - Deutsch

Graalk  FAAmaukd [~
[ screenshot | | GoBack | Continue

3. Mporpamma ycTaHoOBKM ByaeT KonupoBaTb 06pa3 Ha XXECTKUN OUNCK, MPOBEPUT CeTeBble NHTepPdENChHI, a
3aTeM NpenioXXUT BaM BBECTU MMS XOCTa AJS Ballel CUCTeMbl. B npuBeoeHHOM HMXKe npumepe, Mbl
BBenun “Kali” B kavyecTBe nmeHum xocta (hostname).
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Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your

hostname should be, consult your network administrator. If you are setting up your own home network,
you can make something up here.

Hostname:
ol

| screenshot |

© Offensive Security 2013
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Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the "sudo”
command.

Note that you will not be able to see the password as you type it.

Root password:

[

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

[

[[Sereenshot Go Back

>+ fanee, yeranosure uacoso nonc AU VTN | 'I1)

Configure the clock

If the desired time zone is not listed, then please go back to the step 'Choose language" and select a
country that uses the desired time zone (the country where you live or are located).

Select your time zone:

Central
Mountain
Pacific
Alaska
Hawaii
Arizona
East Indiana
S5amoa

[ screenshot | [ GoBack | LkContinue

6. Tenepb nporpaMma YCTaHOBKM uccregyeT BaliM AUCKW, N NPeanoXWUT YeTblpe BapuaHTa. [ns
YCTaHOBKM C UCMOMb30BaHMeM WKndpoBaHHOro guncka, eoibepute “Guided - use entire disk and set
up encrypted LVM"” Kak NoOKa3aHo HMXe.

4. BBeanTe HadeXXHbIlA Mapob A8 y4eTHOW 3anucu root.
© Offensive Security 2013 Page: 19/69
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Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you
prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM

Manual

| screenshot Go Back Continue

7. BbibepuTte guCK Ha3HavyeHna gna yctaHoBku Kali. B Hawem cnyyae, Mbl BbIbpann ONCKOM Ha3HayYeHUs -

USB-Anck. Mbl 6yaeM Ucnosib3oBaTb 3TOT AMCK USB A8 3arpysku 3alwimdpoBaHHOro aksemnnsipa Kali.

8. MoaTBepanTe Bally cXeMy pasbuBKU, N MPOAOSIKNTE YCTAHOBKY. Y CKALILINOX oo

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(fle system, mount point, etc.). a free space to create partitions, or a device to initizlize its parition table.

Configure encrypted volumes [

¥ LVM VG kali, LV root - 3.5 GB Linux device-mapper (linear)

> # 3.5G8 f exta i
< LVM VG kali, LV swap_1 - 209.7 MB Linux device-mapper (linear)
> 200.7MB f swap swap
< Encrypted volume (sda5_crypt) - 3.8 GB Linux device-mapper (crypt)
> 3.8G8 K vm
< 5CS13(0,0,0) (sda) - 4.0 GB Kingston DataTraveler 2.0
> #1 primary 254.8MB Foext2 Iboot
> #5 logical 3.8G8 K aypto  (sda5_crypt)
< 5CS14(0,0,0) (5db) - 21.5 GB VMware, VMware Virtual §
>  #1 primary  20.5GB B extd
> #5 logical 9227MB swap
Undo changes to partitions
Finish partitioning and write changes to disk

[screenshot | [ Help [ GoBack

9. Nanee, Bam byneT nNpensioxKeHo BBECTU Naposb AN WndpoBaHUs. Bam Hy)KHO ByaeT 3aNOMHUTbL 3TOT

naposib U UCMONb30BaTb €ro KaXkKabln pas, 4Tobbl 3arpy3nTb 3almndpoBaHHbIn ak3emnnap Kali Linux.
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10. HacTpolika ceTeBbiX 3epKasl. Kanu MCnosib3yeT LeHTPasbHblA Peno3nTopuin Ons pacnpocTpaHeHus

npunoxxeHumn. Mo mMepe HeobxoAUMOCTW, Bbl AOJKHbI byaeTe BBeCTM JNoOyld COOTBETCTBYIOLLYIO
NHGOPMaLMIO O MPOKCH.

BHUMAHME! Ecnn Bbl Bbibepute " NO ” Ha 3ToM 3KpaHe, Bbl HE cMoXeTe yCTaHOBUTb NakKeThbl N3
penosuTopmes Kali.

Configure the package manager

A network mirror can be used to supplement the software that is included on the CD-ROM. This may also
make newer versions of software available.

Use a network mirror?

- k
| Sereenshot '

Go Back Continue ]

11. Janee, npennaraetcaycrtaHoBuTbs GRUB.
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Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your computer,

modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

) No

3

Go Back | Continue ]

[ screenshot |

12. W, HakoHeLU, HaxxMnTe KHoMKy Continue gna nepesarpyskum u Bxoda B ycTaHoBaeHHYto Kali. Ecaun Bbl
ncnonbsyete USB-yCcTpoNCTBO B KayecTBe LLeNeBOro gncka, ybeanmtecb, 4TO Bbl BKAOYUAN 3arpy3Ky C

USB-ycTponcTte B BIOS. lMpu Kakpon 3arpy3ke y Bac byaeT 3anpallnmBaTbCA Maposib LWMKMPOBaHUA,

KOTOpbI Bbl yCTAaHOBWUIN paHee. \ KAI.I I_INUX

Finish the installation

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remove the

installation media (CD-ROM, floppies), so that you boot into the new system rather than
restarting the installation.

[ Screenshot |

Go Back | Continue ]

Mocne ycTaHOBKM

Tenepb, Nocsne 3aBeplleHns ycTaHoBkM Kali Linux, npuwno BpeMs s HaCTPOMKM Balweln cuctemol. B paspene

Ncnonb3oBaHue Kali Linux Ha Hallem caiTe Bbl HangeTe 6osiee NoApobHY0 NHMOPMAaLMIO, U Bbl TAKXXE MOXXETE
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HaWTW COBETLI O TOM, KaK noNy4ynTb MaKCMMaJIbHYIO OTOa4y OT Kali Ha Hawwmnx dopymax.

®dopymax.
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YcTtaHoBKa ¢ USB-c¢pnaw ¢ Kali Linux Live

3arpy3ka u yctaHoBka Kali ¢ USB-¢nsw - cambinn 6bicTpbin cnocob 3anycka u paboTbl. Onsa Toro, 4Tobbl
caenaTb 3TO, B MepByto odepenb Heobxogmmo co3gaTh Kali ISO obpa3 Ha USB HakonuTene. ECAn Bbl XOTUTE
co3paTb USB-HakonuTenb ¢ Kali Linux Live ¢ BO3MOXXHOCTbIO MOCTOAHHOIO CoOXpaHeHus (persistence),

Nno)xasyncTa NpoyYMTaliTe BECb AOKYMEHT, NMpexxAe YeM NpuCcTynuTb K co3AaHuto Bawero obpasa.

MoarortoBKka K KonuposaHuio Ha USB

1. CkayaTtb Kali Linux.

2. Ecnm 3anyweHa Windows, ckadaTb Win32 Disk Imager.
3. Onda Linux He TpebyeTca HMKaKOro crneunanbHOro nporpamMMHoro obecnedyeHus.
4. USB-HakonunTesnb (06beMoM Kak MUHUMYM 2 [6).

Mpouenypa yctaHoBkKUu ¢ USB-c¢n>w ¢ Kali Linux Live
Co3paHue obpasa Kali Ha Windows malwumHe

1. Noakntoynte USB HakonuTesnb B USB-nopT Bawen Windows MallMHbl. 3anycTuTte
nporpamMmMHoe obecnevyeHne Win32 Disk Imager.

2. Bbibepute Kann Linux I1SO cdann gnsa co3paHuns obpasa u ybegutech, 4To USB-gnck
byneT nepe3sanncaH 6e3 ownboK.
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@ Win32 Disk Imager

Image File
|[C:,I'kali—u:|ail‘;.-‘—i386.isn

[~ DS Hash:

—Progress

3. Mocne TOro, Kak 3anncb obpasa byneT 3aBeplieHa, 6eszonacHo nssneknte guck USB B
Windows. Tenepb Bbl MOXeTe ucnosb3oBaTb USB-ycTponcteo ang 3arpysku Kali Linux.

Co3paHue obpasa Kali Ha Linux mawivHe

Co3paTb 3arpys3o4Hyto USB-dnsw ¢ Kali Linux B cpege Linux o4eHb npocTo. lNocne Toro Kak Bbl 3arpysunam

tann Kali ISO, Bbl MoXeTe ucrnosb3oBaTh dd, 4Tobbl CKONMMPOBaTb €ro Ha KapTy namsaTn USB:

MPEOYMNPEXXOEHWE. XoTs npouecc co3gaHue obpasa Kali Ha Linux MalluMHe o4eHb MPOCT, Bbl MOXeETe
NIErKO YHUYTOXNTb MPOU3BOJIbHbIE pa3gensl npu nomowm dd ecam Bbl HE MOHMMaeTe, YTO Bbl AeslaeTe.
ByabTe OCTOPOXKHbI.

1. NogkntoymTe USB-ycTponcTBo kK USB-nopTy Bawero Linux-koMmneoTepa.
2. MNMpoeepbTe Npu nomoLLm dmesg NyTb K ycTponcTey USB.
3. Mpuctynunte (ocTtopoxxHo!) K 3anncm obpasa Kali ISO Ha USB-ycTponcTso:

dd if=kali.iso of=/dev/sdb bs=512k

BoT n Bce, 3TO gencreuTesnibHO nNpocTto! Tenepb Bbl MoXXeTe 3arpy3nTb cpeny Kali Live / Installer ¢ nomouwbto

USB-ycTponcTBa.

© Offensive Security 2013 Page: 25/ 69


http://docs.kali.org
http://www.offensive-security.com
http://www.offensive-security.com

Hﬂll I.I H un Official Kali Linux Documentation

This PDF has been autogenerated on docs.kali.org - Dec 8, 2013

N obaBneHue BO3MO>XXHOCTU NOCTOAHHOIo coxpaHeHusn (Persistence) kK
BawuM Kali Live USB

HobaBneHne persistence (cnocobHOCTU COXpaHATb (habl M U3MEHEHUS BO BpeMs 3arpysku) K obpasy Kali
Linux MoXeT 6bITb 04€Hb MONE3HbIM B ONMpedeneHHbIX cuTyaumnax. 4na toro, 4Tobbl coenatb USB-chnsw ¢ Kali
Linux Live ¢ BO3MOXHOCTbIO MOCTOSAHHOIO COXPaHeHUs, BbINOAHUTE cnefylowmne aenctensa. B atom npumepe
Mbl Nnpeanonaraem, Haw auck USB 3t1o /dev/sdb . Ecnu Bbl xoTuTe fobasuTh persistence, Bam noHagobutcs

USB-¢ 13w 6onbwero obvema, 4em 6bi10 3a8BJ1EHO Bhile TpeboOBaHMAX K YCTaHOBKE.
1. 3anuwuTe Kali Linux ISO Ha Baw USB HakonuTe b, KaK ONMUCaHO BbilLE, C UCMOJIb30BaHNEM
“Linux MeTtopa” n dd.

2. Co3zpanTte n oTopMaTUPYNTE AONOJHUTENbHbIN pa3gen Ha USB HakonuTene. B Hawem

npumepe Mbl UCNosib3yeM gparted:

gparted /dev/sdb

3. Bawa TEKYyLllada CXeMa p636l/|eHI/|ﬂ ONCKa OO0J1>KHa BbIrnaaneTb nNpMMepHO Tak:
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4. NpUcTynnTe K OpMaTMPOBAHMIO HOBOTO pa3desia HY)XHOro pa3Mepa, KoTopblin byaeT
NCMNO/Ib30BaThbCS A1l COXpPaHeHMs. B Hallem npruMepe Mbl UCMOJIb30BaIM BCE OCTaBLLUeecs

NpoCTpaHCTBO. Y6eamTech, 4TO MeTKa TOMa BHOBb CO3[laHHOI0 pa3aena - persistence, u

oTopMaTUpymnTe ero, NCNonb3ys arnnoByto cuctemy exts. d }
Minirmum size: 1 MiB Maxirmum size: 14,143 MiB
Free space preceding (MiB) . Create as: ‘W
Free space following (MiB) [CF, - J

| cancel || Add

5. Kak ToJIbKO NpoLiecc 3aBepLunTcs, NoAMOHTMPYnTe Bawl USB pa3gen persistence, ncnonb3sys

cnenywuine KoMaHAabl:

mkdir /mnt/usb
mount /dev/sdb2 /mnt/usb
echo "/ union" >> /mnt/usb/persistence.conf

umount /mnt/usb

6. Ecnum Bbl XOTUTE 3arpy3nTbCs, BCTaBbTe (b3 B KOMNbloTep. YbeauTech, 4To BIOS HacTpoeH Ha
3arpy3ky c USB ycTponcTtBa. Korga otobpasunTcs 3arpy3o04Hbin 3kpaH Kali Linux, BbibepuTte
“Live” B MeHI0 3arpy3ku (He HaxxmmaunTe Enter), u HaXKMuTe Ha Knasuwly tab. 3To No3BONAUT BaM
N3MeHNTb NapaMeTpbl 3arpy3kun. [lobaBbTe C/10BO “persistence” B KOHLE CTPOKN NapaMeTpoB

3arpyskKu Kaxkablil pas, Korga Bbl XOTUTE CMOHTMPOBaTL Balle persistent ycTpolicTBo.
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YctaHoBka Kali Linux BMmecte ¢ Windows

YctaHoBka Kali Linux Bmecte ¢ Windows

YcTtaHoBka Kali BmecTte ¢ Windows MoxeT 6biTb BeCbMa MNonesHon. TeM He MeHee, HeOb6XOAMMO NPOSABAATL
OCTOPOXXHOCTb BO BpeMs rnpouecca ycTaHoBKN. CHavana ybeamtech, 4TO Bbl CAeNalvn pe3epBHOE KONMpoBaHue
BaXKHbIX AaHHbIX Ha BawweM KoMmnbloTepe ¢ OC Windows. Tak Kak Mbl ByaeM N3MeHSATb Ball XXECTKUA AUCK,
HeobXO0AMMO COXPaHUTb 3TY pPEe3epBHYIO KOMUK Ha BHelwHeM HocuTene. lNocne 3aBeplleHUs pe3epBHOro

KOMMWPOBAHUS, Mbl PEKOMEHAYEeM BaM BHUMATEsIbHO M3y4nTb YcTaHoBKY Kali Linux Ha >XecTKui AUCK, rae

onncaHa obblyHas npouenypa yctaHoBku Kali Linux.

B Hawem npumepe Mbl bygem ycTaHaBnmBaTb Kali Linux Ha kKoMmnbloTep C y)xe ycTaHoBneHHon Windows 7
KOTopas B HacToslwee Bpems 3aHMMaeT 100% ONCKOBOro NpoCcTpaHCTBa Ha HalleM KoMMbloTepe. Mbl Ha4YyHeM C
yMeHbLUEeHNS pa3Mepa Tekyllero pasgena Windows, 4Tobbl 3aTeM NpUCTynNnTb K ycTaHoBKe Kali Linux Bo BHOBb

CO3[aHHbIN NYCTOW pa3aen.

CkayvaTtb Kali Linux nnbéo 3anucaTtb ISO Ha DVD, nnm_noarotoButb USB-chasw ¢ Kali Linux Live B KayecTBe

NCTOYHUKA yCTaHOBKW. Ecin y Bac HeT DVD-npusoza wnu USB-ropTa Ha BaweM KOMMblTepe, NpoBepbTe

CeTeBylo ycTaHoBKy Kali Linux. Y6eautech, 4TO y BaC UMeeTCs:

e MnHumym 8 ' ceoboaHoro AnuckoBoro npoctpaHcTea B Windows

e [Moopnep»xka 3arpyskum ¢ CD-DVD / USB

MoparoroBkKa K YCTaHOBKe

1. CkayaTtb Kali Linux.

2. 3anucaTtb Kali linux ISO Ha DVD, nnun konuto Kali Linux Live, Ha USB.

3. Y6eomnTbCs, 4TO Ball KOMMbIOTEP HAacTpPoOeH Ha 3arpy3ky ¢ CD / USB.

Mpouepnypa ycrtaHoBkM Kali Linux B KayecTtBe BTOpOM onepaLuoHHOU CUCTEMbI

1. YT0o6bl Ha4aTb YCTAHOBKY, HEO6XOAMMO 3arpy3nTbCs C BbIBPAaHHOrO A5 YCTAaHOBKN UCTOYHUKA. Bbl
Cpa3y yBnamnTe 3arpy3o4Hbii akpaH Kali. BoibepuTte Live, n Bbl nepengete K paboyemy ctony no
ymondaHuio (default desktop) Kali Linux.

2. Tenepb 3anycTuTe nporpammy gparted. Mbl 6ygem ncnonb3osatb gparted 4Tobbl COKpaTUTh

cywecTBytowmn pazgen Windows, n oceoboanTb A0CTAaTOYHO MecTa, Ans ycTaHoBkK Kali Linux.
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3. Buibepute pasgen Windows. B 3aBUCMMOCTM OT Ballen CUCTEMbI 3TO, KakK Npasuio, byaeT BTopon,

bonbluni pa3nen. B Hawem npumepe ecTb ABa pa3fena, nepsbin padgen System Recovery, n Windows,

yCTaHoBJIeHHas B /dev/sda2. 1ameHuTe pa3mep pa3gena Windows n octaBbTe gocTaTo4yHo MecTa (8GB

MUHUMYM) ONns yctaHoBkK Kali.

[ ETL-H

Applications

GParted Edit View Device

® | 2l

Partition

/dev/sdal

unallocated

File System

ntfs

unallocated

0 operations pending

/dev/sda - GParted

Sat Jan 26, 7:18 PM

/dev/sda - GParted - | O

Partition Help

Label

System R

[ /dev/sda (60.00GiB) T |

Jdev/sda2

Delete Delete
Used Unused Flags
| 33.59 MiB 66.41 MiB boot
Copy Ctrl+C ]
|
Format to )

Manage Flags
Check

Label

New UUID

Information

4. [locne ToOro, Kak Bbl U3MEHUTE pa3Mep Ballero pasgena Windows, y6e,u,|/|Ter, YTO Bbl MpnMeHnNnN Bce

onepaumn Ha XXeCTKOM gucke, nyteMm Haxatusa kHornku “Apply All Operations” . Beinante us gparted u

nepesarpysuTte KomnboTep.
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Applications Places Sat Jan 26, 7:19 PM

/dev/sda - GParted

GParted Edit View Device Partition Help

[y /dev/sda (60.00 GiB) <

Apply All Operations

/dev/sda2 unallocated
25.76 GiB 34.14 GiB
Partition File System Label Size Used Unused Flags
/dev/sdal ntfs System Reserved 100.00 MiB 33.59 MiB 66.41 MiB boot
/dev/sda2 ntfs 25.76 GiB 11.52 GiB 14.24 GiB
unallocated unallocated 34.14 GiB --- ---

2| shrink /dev/sda2 from 59.90 GiB to 25.76 GiB

1 operation pending

/dev/sda - GParted

Mpoueanypa ycrtaHoBku Kali Linux

1. Mpouenypa yCTaHOBKN C 3TOr0O MOMeHTa Nnoxoxka Ha YcTaHoBKky Kali Linux Ha »XeCTKui AnCK, A0 TOYKMK

pa3buneHnsa gucka, rge Hy>xHo BbibpaTb “Guided - use the largest continuous free space”, gnsa Toro,

4TO06bI NCNOsIb30BaTh cBOHOAHOE MPOCTPAHCTBO, CO34aHHOMO paHee Npu nomoLlln gparted.
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Partition disks

The installer can guide you through partitioning a disk (using different standard schemes) or, if you

prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

Guided - use the largest continuous free space

Guided - use entire disk
Guided - use entire disk and set up LVM

Guided - use entire disk and set up encrypted LVM
Manual

| Screenshot |

Go Back Continue

2. Mocne 3aBeplleHNa YCTaHOBKM, NMepe3arpy3nte KOMMbOTeP. Bbl OKHBI YBUAETb MEHIO 3arpy3Ku
GRUB, koTOpOe no3BonsieT 3arpy»xaTb /00y n3 ycTaHoBAEHHbIX cucteMm (Kali nnm Windows).
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Mocne ycTaHOBKM

Tenepb, Nnocne 3aBepweHns yctaHoBkm Kali Linux, npuwno BpemMs o519 HaCTPOMKM Bawen cuctemsbl. B paszpene

Ncnonb3oBaHme Kali Linux Ha HalweM canTe Bbl HangeTe 6onee NogpobHyo MHOPMaLNIO, N Bbl TaKXXe MOXKETe

HaAWTWN COBETbI O TOM, Kak MOJly4MTb MaKCMMasibHYt0 oTAady oT Kali Ha Hawux ®opymax.
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YcTtaHoBKa Kali Linux Ha >XeCcTKuu guckK

TpeboBaHusa K yctaHoBke Kali Linux

YcTtaHoBka Kali Linux Ha Ball KOMMbTEP AOBOJILHO HE CNOXXHbIA npouecc. Ansg Havana Bam Heobxoammo
coBMmecTumoe obopynosaHue. Kali nogaep>xmBaeTca Ha cnepyowmx nnatdopmax: i386, amd64, u ARM (armel
n armhf). Kak Bbl MOXXeTe yBUAETb HMXKe, annapaTHble TpeboBaHUA MUHMMabHbI, XOTS MCNOMb3YS Jy4llee
obopynoBaHue Bbl, ECTECTBEHHO, MOJy4nTe Bonee BbICOKY Npon3BoanTenbHoCTb. O6pasbl 1386 No ymondaHuto
nmetoT PAE - a4p0, Tak 4TO Bbl MOXeTe 3anyCckaTb UX Ha cucTemMax, umerwmnx bonee 4em 4 ' onepaTmBHOMN

namaTu. CkavaTtb Kali Linux nnbo 3anuncatb I1ISO Ha DVD, wan_noarotosutb USB-disw ¢ Kali Linux Live B

KadecTBe WCTOYHUKa YycTaHoBKW. Ecnm y Bac HeT DVD-npumesoga mnm USB-nopTa Ha BaweM KoMnbloTepe,

npoeepbTe CeTeBYI0 ycTaHOBKY Kali Linux.

TpeboBaHua K yCTaHOBKe
e MuHuMyM 8 I'6 ANMCKOBOro NpPOCTpaHCTBa AN4 ycTaHoBKK Kali Linux.
¢ MnHumym 512 M6 onepaTuUBHOW NAaMATK, 019 apXUTEKTyp i386 n amd64.
e [Moppepxka 3arpysku ¢ CD-DVD / USB

MoarortoBkKka K yCTaHOBKe

1. CkavaTtb Kali Linux.

2. 3anucaTtb Kali linux ISO Ha DVD, nnn O6pa3s Kali Linux Live, Ha USB.

3. Y6eomnTbCs, YTO Ball KOMMbIOTEP HAacTPOeH Ha 3arpy3ky ¢ CD / USB.

Mpouenypa ycraHoBku Kali Linux

1. YTobbl Ha4aTb YCTaHOBKY, HEOBX0ANMO 3arpy3nTbCS C BbIBpaHHOro 4S8 yCTaHOBKM UCTOYHMKA. Bbl
Ccpa3y yBunamnTe 3arpy3o4Hbiii 3kpaH Kali. Boibepute Graphical (rpacdpunyecknnn) nnm Text-Mode

(TEKCTOBbIN) peXnM yCTaHOBKW. B 3ToM npumepe Mbl BbIGpaan rpadnyeckunii pexxmm yCTaHOBKM.
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COOTBETCTBYIOLLEN pacKNaLKon. N KA'_I lINUX

Select a language

Choose the language to be used for the installation process. The selected language will also be the
default language for the installed system.

Language:

Chinese (Simplified) - A (iEE) (Al

Chinese (Traditional) - Az(%E)

Croatian - Hrvatski

Czech - Cestina

Danish - Dansk

Dutch - Nederlands

Dzongkha - Em

Esperanto - Esperanto

Estonian - Eesti

Finnish - Suomi

French - Francais

Galician - Galego

Georgian - JoGopeo

German - Deutsch

Graalk  FAAmaukd [~
[ screenshot | | GoBack | Continue

3. Mporpamma ycTaHOBKK ByaeT KonnpoBaTb 06pa3 Ha XXeCTKUI ANCK, MPOBEPUT CeTeBble MHTepPdENChI, a
3aTeM NpenJsioXXUT BaM BBECTU UMS XOCTa OS5 Ballel cUcTeMbl. B npnBeeHHOM HUXKe NpuMepe, Mbl
BBenun “Kali” B kayecTBe nmeHum xocta (hostname).
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Y KALILINUX o

Configure the network

Please enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't know what your

hostname should be, consult your network administrator. If you are setting up your own home network,
you can make something up here.

Hostname:
ol

| screenshot |
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Y KALILINUX o

Set up users and passwords

You need to set a password for 'root’, the system administrative account. A malicious or unqualified user
with root access can have disastrous results, so you should take care to choose a root password that is
not easy to guess. It should not be a word found in dictionaries, or a word that could be easily
associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be changed at
regular intervals.

The root user should not have an empty password. If you leave this empty, the root account will be
disabled and the system's initial user account will be given the power to become root using the "sudo”
command.

Note that you will not be able to see the password as you type it.

Root password:

[

Please enter the same root password again to verify that you have typed it correctly.
Re-enter password to verify:

[

[[Sereenshot Go Back

>+ fanee, yeranosure uacoso nonc AU VTN | 'I1)

Configure the clock

If the desired time zone is not listed, then please go back to the step 'Choose language" and select a
country that uses the desired time zone (the country where you live or are located).

Select your time zone:

Central
Mountain
Pacific
Alaska
Hawaii
Arizona
East Indiana
S5amoa

[ screenshot | [ GoBack | LkContinue

6. Tenepb NporpaMMa yCTaHOBKWU NCCNeayeT Ballun ANCKUW, U NPefNoXUT YeTbipe BapnaHTa. B npumepe,
Mbl NCMOJIb3YEM BeCb AUCK Ha HalleM KoMnbloTepe, 6e3 NCnonb30BaHUA MeHeaXXepa Nornyecknx ToMoB
LVM (Logical Volume Manager). OnbiTHble MOsb30BaTeNU, 414 Bonee geTasbHOro KOHpUryprupoBaHums,
MOryT MCNOJIb30BaTb Py4YHON pexmnm “Manual”.

4. BBeanTe HadeXXHbIlA Mapob A8 y4eTHOW 3anucu root.
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Y KALILINUX oo

Partition disks

The installer can guide you through partitioning a disk {(using different standard schemes) or, if you
prefer, you can do it manually. With guided partitioning you will still have a chance later to review and
customise the results.

If you choose guided partitioning for an entire disk, you will next be asked which disk should be used.
Partitioning method:

- use entire disk
Guided
Guided

Manual

- use entire disk and set up LVM

- use entire disk and set up encrypted LVM

[ screenshot |

[ GoBack Continue

7. ODanee, y Bac byaeT nocaegHuii WaHc, 4Tobbl MPOCMOTPETh KOHMUIYypaLU Mo ANCKa A0 TOro, Kak

nporpamMmma yCtaHOBKW COENAET H606paTI/IMbIe n3MeHeHus. lNocne HaXxaTng Ha KHOMKY Continue,

NHCTaNNSTOP NPUCTYNUT K paboTe, 1 Bbl MOJly4nTEe NMOYTU 3aBEPLUEHHbI NPOLLECC YCTAaHOBKMU.

8. HacTpoiika ceTeBbIx 3epkas. Kann ncnonb3lyeT LeHTpPaibHbIA Peno3nTopuii Ass pacnpocTpaHeHuns

npunoXeHuin. Mo mepe He0b6XoANUMOCTH, Bbl A0JKHbI ByaeTe BBECTU N0OYI0 COOTBETCTBYIOLLYIO

MHGOPMaLUIO O MPOKCU.

BHWUMAHME! Ecnan Bbl Boibepute " NO ” Ha 3TOM 3KpaHe, Bbl HE cMO>KeTe yCTaHOBUTb MakKeThbl U3

peno3uTopunes Kali.
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A

Configure the package manager

A network mirror can be used to supplement the software that is included on the CD-ROM. This may also
make newer versions of software available.

Use a network mirror?

O No

R o)
| Screenshot Go Back Continue

9. Nanee, npegnaraeTtcsa yctaHosnTb GRUB.
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Y KALILINUX ...

OU ARE ABLE TO HEAR.

Install the GRUB boot loader on a hard disk

It seems that this new installation is the only operating system on this computer. If so, it should be safe
to install the GRUB boot loader to the master boot record of your first hard drive.

Warning: If the installer failed to detect another operating system that is present on your computer,

modifying the master boot record will make that operating system temporarily unbootable, though GRUB
can be manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

) No

L3
Go Back | Continue

[ screenshot |

. . T
10. WU, HakoHeL, Ha)xxMnTe KHoNKy Continue, 4N nepesarpyskn n Bxoda B ycTaHoBseHHY1O Kali.: .

Mocne ycTaHOBKM

Tenepb, Nocsne 3aBeplleHns yctaHoBky Kali Linux, npuwno BpemMs Oaa HaCTPOMKM Baleln cuctemol. B paspene

Ncnonb3oBaHme Kali Linux Ha HaweM canTe Bbl HanaeTe 6osee NogpobHyo MHOPMaLNIO, U Bbl TaK)XXe MOXETE
HaWTW COBETLI O TOM, KaK NoJIy4UTb MakCMMasibHYto oTaady oT Kali Ha Hawnx Popymax.
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04. CeteBas yctaHoBKa Kali Linux

YctaHoBkKa Kali Linux no Cetu ¢ PXE-CepBepa

YctaHoBuTb U HacTtpoutb CepBep PXE

3arpy3ka u yctaHoBka Kali no cetu (PXE) moxeT 6bITb N0NIe3HON /18 YCTaHOBKM Ha HOyTOyk 6e3 CD-ROM unu
USB nopTos.

Bo-nepBbiX, HaM HYXHO YyCTaHOBUTb dnsmasq 4Tobbl npepoctaBuTe DHCP/TFTP cepBep, a 3aTem
pegakTupoBaTb dnsmasq.conf ann.

apt-get install dnsmasq
nano /etc/dnsmasq.conf

B dnsmasq.conf, sBkniounte DHCP, TFTP n PXE-3arpy3ky, Kak nokasaHo Huxe, nsmeHute dhcp-range 4T1o06bl

COOTBETCTBOBATb Balleln cpese:

interface=eth0
dhcp-range=192.168.8.100,192.168.8.254,12h
dhcp-boot=pxelinux.0

enable-tftp

tftp-root=/tftpboot/

Mocne HacTpoiku, cepBuc dnsmasq AosmkeH OblTb nepesanyuleH AAs Toro, 4Tobbl M3MEeHEeHUs BCTYMWAN B

cuny.

service dnsmasq restart
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CkauyaTtb O6pas Kali PXE Netboot

Tenepb HaM HY>XHO co34aTb KaTasjsior Ana xpaHeHus Kali Netboot obpa3a n 3arpy3nTb 06pa3 KOTOPbIA HaM

Heobxoaum n3 penosntopues Kali.

mkdir -p /tftpboot

cd /tftpboot

# for 64 bit systems:

wget http://repo.kali.org/kali/dists/kali/main/installer-amd64/current/images/netboot/netboot.tar.gz
# for 32 bit systems:

wget http://repo.kali.org/kali/dists/kali/main/installer-i386/current/images/netboot/netboot.tar.gz
tar zxpf netboot.tar.gz

rm netboot.tar.gz

Hactpouka 3arpy3ku no Cetu

Korga Bce HAaCcTPOEHO, TeNnepb Bbl MOXKETE 3arpy3nThb CBOIO LIe/IEBYIO CUCTEMY U HACTPOUTL €& A8 3arpys3Ku no

ceTun. Baw KoMnbloTep Jo/KeH nony4duTs IP-agpec ¢ cepeepa PXE 1 HavaTb 3arpy3ky Kali.

© Offensive Security 2013 Page: 42 /69


http://docs.kali.org
http://www.offensive-security.com

Hﬂll I.I H un Official Kali Linux Documentation

This PDF has been autogenerated on docs.kali.org - Dec 8, 2013

YctaHoBka Kali Linux no Cetu ¢ Mini ISO

YctaHoBka Kali Linux ¢ Mini ISO

Kali mini ISO asnseTca yanobHbiM cnocobom yCTaHOBUTb MUHUManbHyto Kali-cuctemy “c Hynsa". YCTaHOBOYHbIN
MUHM SO 3arpy3uT BcCe HeobxoAmMble MNaKeTbl M3 HalIMX XPaHWUAULL, TO eCTb Bbl [OJ/IKHbl MMETb
BbICOKOCKOPOCTHOE nogkJsoyeHue Kk MHTepHeTy, 4Tobbl MCNONb30BaTh 3TOT METOA YCTaHOBKN.
TpeboBaHua K YcTaHOBKe

e MnHumym 8 ' ANCKoBOro NpocTpaHCcTBa Ans yctaHoBku Kali Linux.

e [1na apxmTekTyp i386 N amd64, MuHuMym 512 M6 onepaTuUBHON NaMATH.
e MNopaep»xka 3arpy3km c CD-DVD / USB

MoproroBkKka K YCTaHOBKe

1. CkadaTtb Kali mini ISO.

2. 3anucaTb Kali linux 1ISO Ha DVD, nnu O6pa3s Kali Linux Live, Ha USB.

3. Y6enunTbCs, YTO Ball KOMMNbIOTEP HAacTpPoeH Ha 3arpy3ky ¢ CD / USB.

Mpoueanypa YcraHoBku Kali Linux

Mpw nepson 3arpy3ke MuUHU-ISO, BaM BypeT npenctassieHo HebosiblLIOE 3arpy304HOE MEHIO C Pa3/INYHbIMU
onunsaMu. B aTonm cTaTbe Mbl MPOCTO AenlaeM 6a30BylO yCTaHOBKY.
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Debian GNU/Linux installer boot menu

Advanced options >
Help
Install with speech synthesis

Press ENTER to boot or TAB to edit a menu entry

Hdanee Bam byneT npeasnoxeHo BbiIbpaTb pa3/inyHble BELUW, TaKUX KaK S3blK U TUM KJaBMaTypbl, 3aTEM BaM
Hy>XHO 6yneT BblbpaTb uMA (hostname) ons Bawewn MHCTansauun. Mel 6yaem npuaep>XmMBaTbCss UMEHU MO

yMon4aHuto - kali.
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[!1 Configure the network |

Flease enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hosthame:

<Go Back» <Cont inue>

<Tab> moves; <Space> selects; <Enter> activates buttons

HOanee, BaM Hy>XHO 6yaeT BbibpaTb Ball 4acCOBOW MOSC, 3aTeM BaM byaeT nokasaHbl onuuu pasbuBkM aucka.
YT106bI NONY4YMTb BLICTPLIN pe3ynbTaT, Mbl Bygem ncnonb3oBaTb ‘Guided - use entire disk’ (ncnonb3oBaTh BeCb

OUNCK) 1 BCe BpeM4Aa cnengoBatb MHCTPYKUMAM Ha 3KpaHe, 4TObblI CO34aThb HOBbIE HaCTpOI7IKI/I Pa3nenos.
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[11] Partition disks |

The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. Hith guided partitioning you will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, uou will next be asked which disk
should be used.

Partitioning method:

entire
Guided - use entire disk and set up LVYH
Guided - use entire disk and set up encrupted LWM
Manual

<Go Back>

<Tab> moves; <Space> selects; <Enter> activates buttons

B uensx cHM>XeHunsa nNponyckHon crnocobHoCcTn ceTn, Hebonbluas YacTb NakeToB ByaeT BbibpaHa Mo yMoa4aHuio.
Ecnn Bbl xoTuTe 006aBUTb pa3inydHblie CNy>XObl AN PYHKUWN, 3TO 061aCTb, B KOTOPOM Bbl MOXKETE cAenaTb

cBoW BLIGOP.
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[1] Software selection

At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of
software.

Choose software to install:

op environment

Laptop
Standard system utilities

<Cont inue>

<Tab> moves; <Space> selects; <Enter> activates buttons

Ha [OaHHbI MOMEHT, NMporpaMMa yCTaHOBKW OyaeT ckaumBaTb Bce Tpebyemble MakeTbl, U YCTAHOBUT UX B
cucTeMe. B 3aBUCMMOCTM OT CKOPOCTU MOAKOYEHUA K MIHTEpPHETY, 3TO MOXXET 3aHATb HEKOTOpoe Bpems. B

KOHLIe KOHLL0B, BaM, HakoHeLl, byaeT npennoxxeHo yctaHoBuTb GRUB, 4T0bObI 3aBEPLUNTL YCTAaHOBKY
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[!] Install the GRUB boot loader on a hard disk |

It seems that this new installation is the only operating sustem on this computer. If so,
it should he safe to install the GRUB boot loader to the master boot record of your first
hard drive.

Warning: If the installer failed to detect another operating system that is present on

your computer, modifying the master boot record will make that operating system
temporarily unbootable, though GRUE can bhe manually configured later to boot it.

Install the GRUB boot loader to the master boot record?

{Go Back>

<Tab> moves; <Space> selects; <Enter> activates buttons

Mocne YCTaAaHOBKM

Tenepb, Nnocse 3aBeplieHns yctaHoBkM Kali Linux, npuwno BpemMs o5 HaCTPOMKM Ballen cuctemsbl. B paszgene

Wcnonb3oBaHue Kali Linux Ha HalwieM canTe Bbl HanaeTe 6osiee NoapobHYo MHOPMALNLIO, N Bbl TaKXXe MOXETE

HaAWTWN COBETHI O TOM, Kak MOJIy4MTb MaKCMMasibHYt0 oTAady oT Kali Ha Hawux ®opymax.
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05. Ucnonb3oBaHue Kali Linux

Pe>xum Forensic B Kali Linux

BackTrack Linux npeacTtaBvna pexmm 3arpy3km onepaumoHHom cuctembl “Forensic Boot”, KoTopbi
npucyTcTBoBan B BackTrack 5 u Takxe npucytctByeT B Kali Linux. Pexxum “Forensic Boot” oka3asncs o4eHb
MOMyJISAPHbIM M3-3a LWUMPOKOW AOCTYMHOCTM Hallen ornepaunoHHon cuctembl. MHorme noam nmetoT Kali ISO, a
Korga nosiBisieTcsa HeobxoOAMMOCTb MPOBeAEeHUNsA paccnenoBaHUs, MOXXHO ObICTPO 1 nlerko ncnoss3oBaTb Kali
Linux gna paboTbl. Y>Ke 3arpy>XeHbl CaMbiX NOMYAAPHbIX OTKPbITbIM UCXOAHLIM KOAOM CyaebHO-NporpaMMHoe
obecneveHne, Kali npeacrtaensetr cobon yaoOHbIA WMHCTPYMEHT, C OTKPbITbIM WCXOAHbIM KOAOM, nOJs
npoBeLeHnNsa paccnenoBaHUn 1 3KCNepTu3bl, C MPeayCcTaHOBEHHbIM CaMbiM nonynsapHeiM MO ong nposegeHns

paccneposaHun (forensic).

~

LA CLHBILS

Boot menu

Live (amdbd)
Live (amdbd fail=zafe)

Graphical install
Text—-mnode install

Press ENTER to boot or TAB to edit a menu entry
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Mpw 3arpyske B pexum “forensic boot”, caenaHo HECKOJIbKO 04E€Hb Ba>KHbIX N3MEHEHWIA.

1. Mpexae BCcero, BHYTPEHHUN XECTKNI ANCK He 3aTparnBaeTcs. OTO O3Ha4YaeT, YTO eC/qn ecTb pasgen
nogkaykm, oHa He 6yaeT WMCNONb30BaTbCA, W BHYTPEHHWIA OUCKa He OydeT aBTOMaTU4YeCKwn
MOHTUpPOBaTLCA. YTOObI y6eanTbLCA B 3TOM, Mbl B3I CTaHAAPTHY CUCTEMY U YAANNIN XKECTKUNA AUNCK.
MpucoeanHmnnn K Hen kKommepyeckoe forensic MO, U CHAAM X3W AWCKa. 3aTEM Mbl MOBTOPHO
MOAKOYMNAN OUCK K KOMMbloTepy 1 3arpy3unm Kali B pexunme “forensic boot”. lNMocne ncnonb3oBaHus
Kali 3a onpegeneHHbIn Nepuog BPEMEHMN, Mbl 3aTEM BbIKJIOYUAN CUCTEMY, CHSAJIN XXECTKUA OUCK, U
B3A/IM X3W CHOBA. 3TU X3LWUU coBnapgakoT, YyKa3bliBad, 4TO HU B 0,£I,HOI7I ToYyke He OblsI0 HUKaKux

n3MeHeHUn Ha Aucke soobdLue.

2. Opyroe, He MeHee Ba)KHOe, N3MEHeHUue, KOoTopoe 6bln0 caenaHo 6bI1I0 OTKJIOYEHNE aBTOMATUYECKOro
MOHTNPOBaHNA noboro cbemMHoro HocmTens. Takum o6pa30M, p3W-HakonNuTenn, KOMMNakKT-ANCKN, u
TaK Oanee He 6yﬂ,yT aBTOMaTUYECKN MOHTUPOBaTbLCA MpU NOoAKYeHUU. igea Bcero a3Toro npocra:
HN4Yero He JOJI’KHO CNy4nTbCA C nobbiM HocnTenem 6es npamMoro OencTBuns nonb3oBaTtens. Bce, 4To Bbl

henaeTe, Kak noJsibdoBaTteslb 3aBNCUT OT Bac.

Ecnn Bbl 3anHTepecoBaHbl B ncnonb3oBaHum Kali gna peanbHOM 3KCcnepTu3bl U paccnenoBaHui noboro Tuna,
Mbl PEKOMEHOYEM BaM He TOJIbKO MPUHUMaTb HalnM CJloBa Ha Bepy. Bce MHCTpyMeHTbl npoBeneHus
paccnenoBaHU BCeraa Ao/KHbl ObITb BanuanpoBaHbl, 4Tobbl y6eanTbCs, 4TO Bbl 3HaeTe, Kak OHM ByayT BeCTu

cebs B nobbix 06CcTOATENLCTBAX, B KOTOPbIX Bbl MOXKETE X MPUMEHATDb.

N, HakoHel, kKak Kali coCcpenoTo4eH Ha TOM, YTOObI nyduine kKonnekummn MHCTPyMEeHTOB AONA npoBeneHus
TECTNPOBaHUA Ha NMPOHUKHOBEHNE C OTKPbITbIM UCTOYHNKOM KOa Bbinn OOCTYMNHbI, BMNOJIHE BO3MO>XHO, YTO Mbl,
nponyctmnnn Ball nobumbin forenSiC-I/IHCprMeHT C OTKPbITbIM NCTOYHUKOM Koda. Ecnm 310 Tak, 1O LaniTe HaM
3HaTb! Mbl BCerga B Noncke BbICOKOKa4YeCTBEHHbIX NMHCTPYMEHTOB C OTKPbITbIM NCXOOHbIM KOOOM, KOTOPbIE Mbl

MoxxeM nobasuTb B Kali, 4To6bbl coenaTh ero ewie ayyue.
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06. ARM-apxutekTtypa Kali Linux

Moparoroeka Kali Linux ARM chroot

XoTa Bbl MOXeTe ckadaTb Kali ARM obpa3s B Halwem pa3gene Download, HekoTopble Npeano4YnTaloT co3fgaBaTh

CcBOlO cobcTBeHHYlO OOHOBMIEHHYIO 3arpys3o4dHyto Kali rootfs. Cnepytowas npouenypa MNokKasbiBaeT MpuMep

co3paHuna Kali armhf rootfs.

YcTtaHoBuTte Heobxoaumbie MHCTPYMEHTbI U 3aBUCMMOCTH

apt-get install debootstrap gemu-user-static

Onpepenute ApxutekTtypy u Nonb3oBatenbckue MNakeTobl

30ecb Bbl MOXETE oOnpenennTb HEKOTOpble MepPEMEHHble OKPYXXeHus, HeobxoOumble OAA Ballen arm
apxuTekTypbl (armel npotue armhf), 1 cNMCoOK NakeToB, KOTOPble AO0/KHbI ObIThb YCTaHOBMEHLI B Ball obpas.
OHn 6yOyT MUCMoNb30BaHbl B 3TOW CTaTbe, TaK YTO BaM HeobXo0OAMMO X U3MEHUTb B COOTBETCTBUM C BaLLMMU

notTpebHoCTAMMN.

export packages="xfce4 kali-menu wpasupplicant kali-defaults initramfs-tools uboot-mkimage nmap
openssh-server"

export architecture="armhf"

#export disk="/dev/sdc"

MoctpouTte Kali rootfs

Mbl co3paeM CTaHOAPTHYIO CTPYKTYPY KaTasnoroB M 3arpy3o4dHyto ARM rootfs n3 penosutopues Kali Linux.
3aTteM konupyem gemu-arm-static c Hawen xocT-mawwunHbl B rootfs ona Toro, 4Tobbl HaYyaTb BTOPOW 3Tan

chroot.

cd ~
mkdir -p arm-stuff
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cd arm-stuff/
mkdir -p kernel
mkdir -p rootfs
cd rootfs

debootstrap --foreign --arch $architecture kali kali-$architecture http://archive.kali.org/kali
cp /usr/bin/gemu-arm-static kali-$architecture/usr/bin/

2-u dT1an chroot

34ecb Mbl BbINoJHMM 6a30Bble HAaCTPOMKK obpasa, Takue Kak packnagku (keymaps), penosntopun, noseageHune

CeTeBOro MHTepgenca No ymoa4aHuo (M3MeHnTe, B cJiy4ae HeobxoaMmmMocTu) 1 T.4.

cd ~/arm-stuff/rootfs
LANG=C chroot kali-$architecture /debootstrap/debootstrap --second-stage

cat << EOF > kali-$architecture/etc/apt/sources.list

deb http://http.kali.org/kali kali main contrib non-free

deb http://security.kali.org/kali-security kali/updates main contrib non-free
EOF

echo "kali" > kali-$architecture/etc/hostname

cat << EOF > kali-$architecture/etc/network/interfaces
auto lo

iface lo inet loopback

auto ethO

iface ethO inet dhcp

EOF

cat << EOF > kali-$architecture/etc/resolv.conf
nameserver 8.8.8.8
EOF

3-# 3tan chroot
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30ecb Bbl NPOBOANTE COOCTBEHHbIE HAaCTPOMKKU. Bawn $nakeTsl (packages) ycTaHOBJIEHbI U YCTAHOBJIEH root-

naposib Mo yMoa4aHuUio - “toor”, a TakXxe caenaHbl Apyrne U3MeHeHus 1 NCnpaBieHnst B KOH(Urypauuu.

export MALLOC _CHECK =0 # workaround for LP: #520465
export LC_ALL=C
export DEBIAN_FRONTEND=noninteractive

mount -t proc proc kali-$architecture/proc
mount -o bind /dev/ kali-$architecture/dev/
mount -0 bind /dev/pts kali-$architecture/dev/pts

cat << EOF > kali-$architecture/debconf.set

console-common console-data/keymap/policy select Select keymap from full list
console-common console-data/keymap/full select en-latinl-nodeadkeys

EOF

cat << EOF > kali-$architecture/third-stage

#!/bin/bash

dpkg-divert --add --local --divert /usr/sbin/invoke-rc.d.chroot --rename /usr/sbin/invoke-rc.d
cp /bin/true /usr/sbin/invoke-rc.d

apt-get update
apt-get install locales-all
#locale-gen en_US.UTF-8

debconf-set-selections /debconf.set

rm -f /debconf.set

apt-get update

apt-get -y install git-core binutils ca-certificates initramfs-tools uboot-mkimage

apt-get -y install locales console-common less nano git

echo "root:toor" | chpasswd

sed -i -e 's/KERNEL!="eth*|/KERNEL!="/' /lib/udev/rules.d/75-persistent-net-generator.rules
rm -f /fetc/udev/rules.d/70-persistent-net.rules

apt-get --yes --force-yes install $packages

rm -f /usr/sbin/invoke-rc.d
dpkg-divert --remove --rename /usr/sbin/invoke-rc.d

rm -f /third-stage
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EOF

chmod +x kali-$architecture/third-stage
LANG=C chroot kali-$architecture /third-stage

PyuyHasa Hactpo#ka B chroot

Ecnm Heobxoanmo, Bbl MOXKETE BbIMOAHATL /1t0Oble OKOHYaTebHbIE MoaAu(UKaumn B Ballen rootfs npum noMmoLwin

py4HOro chroot-nHra v BHeceHuna Nobbix HEOO6XO0ANMBIX MOCAEAHUX U3MEHEHUN.

LANG=C chroot kali-$architecture
{make additional changes within the chroot}
exit

OuucTkKa

HakoHel, Mbl 3anyckaem cueHapuin o4ucTkun (cleanup script) B chroot, 4T06bl ocBO6OONTL MPOCTPAHCTBO,
ncnosib3yemoe 4nsa KawmpoBaHua hannos, a Takxe 4n4 3anycka atobon apyrom o4NCTKN, KOTOpas MOXXeT HaMm
notpeboBaThCs:

cat << EOF > kali-$architecture/cleanup
#!/bin/bash

rm -rf /root/.bash_history

apt-get update

apt-get clean

rm -f cleanup

EOF

chmod +x kali-$architecture/cleanup
LANG=C chroot kali-$architecture /cleanup

umount kali-$architecture/proc
umount kali-$architecture/dev/pts
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umount kali-$architecture/dev/

cd ..

Mo3apasndem! Bawa nonb3oBaTtenbckasa Kali ARM rootfs HaxoanTcsa B gupekTopun kali-$architecture. Tenepb
Bbl MOXXeTe apxXMBUPOBaTb 3Ty AMPEKTOPUIO NMPM NoMoLLu tar nnm ckonupoBaTb ee B hann obpasa (image file)

Ons panbHenwen paboTsol.
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07. Passutue Kali Linux

Mepekomnunauusa Appa Kali Linux

B HekoTOpbIX c/y4Yasx, Bbl MOXeTe [o6aBMTb HEKOTOpPbIE ApaiiBepa, NaT4y, NI BO3SMOXKHOCTU AApa, KOTopble
He BktoYeHbl B Kali Linux sapo. B npyBeaeHHOM HM>Xe pyKOBOACTBE onucbiBaeTcs, Kak Aapo Kali Linux Mo)XHO

6bICTPO MOANMDULMPOBATL U NEPEKOMMNUIMPOBATL AJ1S BaluMX Hy>XA. [Moxxanyincta, obpaTtnte BHAMAHME, YTO

rnobanbHble NaTym 6eCcNpPoBOAHbBIX MHBEKLIWMIA Y>Xe NPUCYTCTBYIOT Mo yMondaHuto B sape Kali Linux.

YcTtaHOBUTbL 3aBUCMMOCTU COOpKM

HayHuTe C YCTaHOBKW BCeX 3aBucumocTen gns C60pKI/I, HeobxoauMbIX s nepekoMmnnnaunm aapa.

apt-get install kernel-package ncurses-dev fakeroot bzip2

Ckauvaunte UcxopHbin Kop Appa Kali Linux

Cka4danTe n pacnakymte ncxogHoinn kog aapa Kali Linux.

apt-get install linux-source

cd /usr/src/

tar jxpf linux-source-3.7.tar.bz2
cd linux-source-3.7/

HacTtpouTte Bawe AApgpo

CkonunpynTe KoHpurypaumoHHoln pann aapa Kali (.config) mo ymondaHuto, a 3aTeM U3MEHUTE ero noa CeBou
HY>Abl. 9TO 3Tan, rAe Bbl XOTEAN NPUMEHATb pa3/indHble NaTyM U T.4. B 3ToM npuMepe Mbl MepekoMnuanpyem

64-6uTHOE AQpo.

cp /boot/config-3.7-trunk-amd64 .config
make menuconfig
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CobepuTte Appo

CKOMMUANpynTe Ball U3MeHeHHbIN 0bpa3 aapa. B 3aBUCMMOCTUN OT XapaKTePUCTUK Ballero obopynoBaHus, 3To

MOXeT 3aHATb HEKOTOpPOE BpeEMA.

CONCURRENCY_LEVEL=$(cat /proc/cpuinfo|grep processor|wc -I)
make-kpkg clean
fakeroot make-kpkg kernel_image

YcTtaHoBuTe Appo

Kak TOJIbKO $SApO0 YCMewHO CKOMMWIANMPOBAHO, ABUranWTecb pAasblle U YCTAaHOBUTE HOBOE SAPO U
nepesarpysutecb. ObpaTuTe BHMMaHWe, YTO HOMEp BEpPCUN Afpa MOXKET N3MEHUTbLCS - B HalleM npuMepe 3To
6bin 3.7.2. B 3aBUCMMOCTU OT Tekyllen Bepcum anapa, BaM MoXXeT noTpeboBaTbCA HACTPOUTb €ro

COoOTBETCTBYHOLWMM 06pa30M.

dpkg -i ../linux-image-3.7.2_3.7.2-10.00.Custom_amd64.deb
update-initramfs -c -k 3.7.2

update-grub?2

reboot

lMocne nepesarpyskun, HOBoOe A4P0 LOJIKHO ObITb 3anyuweHo. Ecninm 4To-To nonaeT He Tak 1 Bawe A0P0 He 6y,u,eT

3arpy>xaTbCsl, Bbl BCE PAaBHO CMOXXeTe 3arpy3nTb nepBoHavanbHoe Kali aapo n ncnpasunTb Balwm npobnemsl.
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ARM Kpocc-KoMmnunauus

B npuBeaeHHOM HuXe pykoBoAcTBe byaeT MoKasaHO, Kak co3paTb cpeny ARM kpocc-komnunsauum B Kanm
Linux. 9TO pyKOBOACTBO SIBAAETCHA OTMPABHOM TOYKOM OJ19 MHOIMMX Hawwux cTaTen “lonb3oBaTesnibckme ARM

obpasbl”.

HacTtpouTte Baw Development Box
KoMmnunauuna agpa n cospnaHve obpas3oB 06bIYHO MPOUCXOOUT C UCMOJSIb30OBAHUEM AUCKOBOrO MPOCTPAHCTBA.
Ybepnutech, 4TO Yy Bac eCTb Mo KpawnHen mepe 50 'b cBobogHOro mecta Ha AMCKe Ha BaweM Kali mawmnHe gns

pa3spaboTke (Development Box), a Takxe A0CTaTOYHO OonepaTUBHOM MaMATL N NpoLeccopa.

YCTaHOBUTb 3aBUCUMOCTHU

HayHunTe c ycTaHoBKM TpebyeMbix 3aBUcMMocTein ans ARM KpoCC-KOMMUASALUN.

apt-get install git-core gnupg flex bison gperf libesd0-dev build-essential
zip curl libncurses5-dev zliblg-dev libncurses5-dev gcc-multilib g++-multilib

Ecnn Bbl paboTaeTe B 64-6uTHOM cucTeme Kali Linux, nobaBbTe nonnep>xky i386 apxuTeKTypbl B cpeny
pa3paboTku cnepyownm obpasom.

dpkg --add-architecture i386
apt-get update
apt-get install ia32-libs

CkauaTtb Linaro Toolchain

CkayvanTe Linaro kpocc-koMnunsaTop U3 Hawero Git penosuTtopus.
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cd ~

mkdir -p arm-stuff/kernel/toolchains

cd arm-stuff/kernel/toolchains

git clone git://github.com/offensive-security/arm-eabi-linaro-4.6.2.git

3apauTte NepemMmeHHble Cpeabl

Ona wncnonb3oBaHMA Linaro KpPpOCC-KOMMNMMNATOpPa, BaM Heobxoagumo YCTaHOBUTbL cClieaywouime nepemMeHHble

cpenbl B BalLen ceccuu.

export ARCH=arm
export CROSS_COMPILE=~/arm-stuff/kernel/toolchains/arm-eabi-linaro-4.6.2/bin/arm-eabi-

Tenepb Bawa cpega ARM KpOCC-KOMMOUASUUN SBASETCA MOJIHOW W Bbl MOXETe MPUCTYNUTb K COo3haHuto

cobcTBeHHOro agpa ARM.
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Nepecbopka MNakeTa ns NcxogHUKOB

B HeKOTOpbIX CNyYasaXx, HaM MOXET NMoHafobuTbcsa nepecobpaTh Kali nakeT n3 NCXoA4HbIX TEKCTOB. K cHacTblo,
3TO TakKXXe MpocCcTo, Kak nonaydyeHue (apt-gett) nakeTa MCTOYHUKOB, U3MEHUB UX B COOTBETCTBMM C BalUMMU
noTpebHOCTAMU, a 3aTeM MNEepekKoMMUANPYNTe MX C MOMOLLbI0 MHCTpPyMeHTOoB Debian. B 3ToM npumepe Mbl
bynem nepekomnunanposaTh libfreefare naket gns Toro, 4Tobbl o06aBMTL HEKOTOPLIE AOMNONHUTENbHbLIE Mifare

Ko4KM gocTtyna (access keys) B uHCTpyMeHT mifare-format.

3arpy3ka UcxopHoro lNMNakeTa

# Get the source package
apt-get source libfreefare
cd libfreefare-0.3.4~svn1469/

PepakTuposaHue UcxopHoro Kopa MNMakeTa

CoenanTe Heob6XoAMMblE NU3MEHEHUSI B UCXOLHOM KoJe MakeTa. B Hawem cnyyae, Mbl U3MeHUM ain npumepa,

mifare-classic-format.c.

nano examples/mifare-classic-format.c

MpoBepka 3aBucumocten Coopku

lMpoBepbTe, HET Nn 3aBMcuMocTen ans C60pKI/I naketa. OHN JOJIKHbI BbITb YCTaHOBJIEHbI MNMpexae, 4YeM Bbl

MoxxeTe cobpaThb (build) nakeT.

dpkg-checkbuilddeps
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BbiBo4 Oo0J1KeH ObiTb MOX0X Ha CAeAyloLlmii, B 3aBUCMMOCTU OT TOr0, Kaknme nakeThbl y>XKe YCTaHOBAEHbI. Ecnun
dpkg-checkbuilddeps He Bo3BpallaeT BbIBOAA, 3TO O3HAYaeT, YTO Y BaC HET HELOCTAOLWMNX 3aBUCUMOCTEN U

Bbl MOXKETE NPUCTYNuTb K cObopke.

dpkg-checkbuilddeps: Unmet build dependencies: dh-autoreconf libnfc-dev

YcTtaHoBka 3aBucumocten CoOopkm

YcTaHoBUTe ntobble 3aBUCUMOCTM Asis cbopku, ecnm 3To HeobxoAmmo, Kak nokasaHo B BbiBoge dpkg-

checkbuilddeps:

apt-get install dh-autoreconf libnfc-dev

Cbopka N3meHeHHOro MakeTa

C y4yeTOM BCex YCTaHOBJIEHHbIX 3aBMCMMOCTEN, 3TO NpocTo Bonpoc BbizoBa dpkg-buildpackage 4T06bI

cobpaTb CBOIO HOBYIO BEPCUIO.

dpkg-buildpackage

YctaHoBka HoBoro lNMakeTa

Ecnmn BCe NpoLio XopoLlo, Bbl O0JI>KHbI OblTb B COCTOSIHUN YCTaHOBWUTb BHOBb CO3[aHHbIN NaKeT.

dpkg -i ../libfreefare*.deb
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09. CoobLiecTBO Noanep >XKu

Kali Linux Bug Tracker

Kali Linux nmeeT odpmumanbHbin bug tracker 4yepes KOTOpPbIA HalWK NOJIb30BaTEIN MOTYT OTNPaBAATb OLUMBKU n
/ Wan ncnpaesieHnsa ons pa3paboTyMKOB 1 nMpeanaraTb HOBble MHCTPYMEHThI OJ1 BKJOYEHUS B ANCTPUbYTUB.
Jiobolh xenawwun MOXKET 3aperucTpmpoBaTbCs Ha 3TOM CalTe, HO Mbl NPOCMM Bac 03HAKOMUTbLCHA C
npaBuiamMm HUXxxe, 4Tobbl ybeanTbCs oWnNbKN NPUHUMAOTCS OOJ/IKHLIM 06pa3oM, C MPaBUIbHON MHOPMaLNENR,

M B HY>KHOM bopmaTe.

e Bug Tracker HE pons peweHus npobnem.

e licnonb3ynTe peasibHblA agpec 3NeKTPOHHOW MoYTbl, 4TOObI Mbl MOr/M CBA3aTbCsA C Bamun, ecnn Ham
NoHano6aTCsA AONONHUTENbHbIE PAa3bsACHEHUS.

e BBeauTe onncaHme TeMbi.

e [lpenocTaBbTe Kak MOXXHO 6osiblUe AeTasier, B TOM YUC/1e BbIBOA KOHCOMN, TUM apXUTEKTYPbI, N TOYHYHO
Bepcuto.

e 3anpochbl Ha BKJ/OYEHNE MHCTPYMEHTOB A0J1>KHbI conpoBoxaaTbca URL n ocHoBaHuem gna nobasneHns
WHCTPYMEHTA.

e He Ha3HayvanTe Bally 3asBKY HMKOMY. Pa3paboTunkm onpenensat, KTo byneT Ha3sHadeH Ha obpaboTky

3aABKU.

© Offensive Security 2013 Page: 63 /69


http://docs.kali.org
http://bugs.kali.org
http://www.offensive-security.com

Hﬂll I.I H un Official Kali Linux Documentation

This PDF has been autogenerated on docs.kali.org - Dec 8, 2013

OdumumnanbHbie Cantbl Kali Linux

Kali Linux mnmeeT pan CaI7ITOB, OOCTYNHbIX O 06Cﬂy)KI/IBaHI/I$I Halwunx nonb3oBaTenen. Huxe npmneeneHsbl
O(pI/ILI,I/IaﬂbeIe canTtbl Kali n uesib KaXxxgoro m3 Hux. 06paT|/|Te BHUMaHWNe, 4TO0 3TU CalTbl SABNAKOTCA
€eaUWHCTBEHHbIMU O(pI/ILI,VIaJ'IbeIMI/I Kali Linux -calhTaMm u $aBNAKOTCSH eONHCTBEHHbIM aBTOPUTETHbLIM

NCTOYHUKOM MH(OPMaLMN, AOCTYMHON AN pacnpoCTpaHEHUS.

CanTbl, nepevuncneHHble HUXe, aensaTcs EAUMHCTBEHHBIMUW oduvumanbHbIMU UCTOYHUKAMK MO
anctpubyTtumsy Kali Linux.

O6wecTBeHHble NHTepHeT-CaWlThbl

www.kali.org
docs.kali.org
forums.kali.org
bugs.kali.org
git.kali.org

OcHoBHoW Kali Linux canT aBnsieTCcsA HallMM OCHOBHbIM cpeacTBoM coobuleHns HoBocTel o Kali Linux, ocHOBHOM
WHpopMaumn, U MHPOpMaLUMM O HallemM npoekTe B uUenoM. /IMEeHHO 34ecb Bbl HangeTe MOoCTbl O HOBbIX
WHCTPYMeHTax, (PyHKUMAX M npuemMax cBsA3aHHbIX C Kali Linux, n 3To posmkeH 6biTb Ball €AMHCTBEHHbIN

NCTOYHWUK 3arpyskun /J,I/ICTpI/IﬁyTI/IBa.

3T0 rae Bbl cenmvyac HaxoguTecb. CanT Halwen foKyMeHTauunm cogepxnt 6a3oBbii Habop COOTBETCTBYHOLLEN
OOKyMeHTauum un ydyebHmkoB no Kali Linux. WN3meHeHUs, KoTopble Obinn BHeceHbl c Kali sBnswoTcs
CYLECTBEHHBIMM U Mbl CTapaeMcCs OXBaTUTb LUMPOKMIA CMNEKTP 4acTo 3ajaBaeMbix BOMPOCOB. [MogaoMeHbl

docs.kali.org Takxe cynTaroTCca opuumanbHbIMK (CepBepbl MepeBoaa AOKYMEHTOB).

Ecnmn y Bac BO3HMKAM NMpobaembl UavM CUTyaLumn, KOTOpble He OCBeLLEeHbl B 0duLIMaNbHOK AoKYMeHTauumn Kali

Linux, cyuiecTByeT 04eHb BbICOKAs BEPOSITHOCTb TOro, YTO Te, KTO ABAstoTCS YneHaMm Popyma Kali Linux 3HatoT
oTBeT. Bbl yBuanTe, 4to Kali-hopym BKJIlOHYaeT YJ€HOB CO BCEro MMpa, OXBaTbiBAeT BeCb AManNa3oH YPOBHeW

KBasnuKauum, 1 OHN OTKPbITbl U FOTOBbLI MOMOYb HOBUYKaM, KOTOPbIe FOTOBbI YHUTbLCS.
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HecmoTps Ha BCe HaWwmM yCuUana HanpassieHHble Ha To, 4Tobbl Kali Linux 6bin ngeanbHbIM, owINBKN (B TOM Yncne
HenpeaBUAEHHbIE) Hen3beXxHbl. Mbl BCerga oTKpbIThbl K YYHLLEHUIO 1 MOXKeM 3(hPEKTUBHO caenaTh 3TO, KOorjaa
BOMPOCH! MK NMPeasIoXKeHNS MHCTPYMeHTOB coobuwatoTca HaM. Bam npegnaraeTca npeacraBuTb coobuieHus o6

ownbke B bugs.kali.org 4Tobbl Momo4b HaMm caenaTb Kali Linux ewe nyywe.

[N Hawwux nosib3oBaTesien, KOTopble XOTAT BHUMaTENIbHO CneauTb 3a passuTnem Kali Linux nan gnsa nwogen,
KOTOpble XOTAT 3HaTb, KOrga OHM [OJ/KHbI 3anyckaTb “apt-get upgrade”, Hawe Git- nepeBo peno3nTopus

OOCTYMNHO OJ1d O3HaKoMlieHNA obuwecTBeHHOCTN.

CoumanbHbie CeTn

o twitter
e facebook

Mbl HE “TBUTUM” MHOIO, HO KOr4a Mbl 3TO AeNlaeM, 3TO AENCTBUTENbHO 04eHb BakHO. MIHhopMaumnsa o pennsax

n coobuieHuns B 6nore 6yayT pa3mMellaTbCa Ha Hall TBUTTep-akkayHT, @KaliLinux.

Kak n B Hawem Twitter akkayHTe, Mbl He Byaem nofaBnsaTb Bac MHGopMaumen Ha Hawen Kali Facebook

CTpaHuLe HO Korga Mbl genaem coobueHune, aTo bynet BaxkHoO.
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10. Monutukm Kali Linux

Monuntuka Cynepnonb3oBatens Kali Linux

BonbLWNHCTBO JJ,I/ICTpI/IGyTVIBOB noowpArT CBONX I'IOJ'Ib3OBaTeJ'IEI7I, NCMoJib30BaTb 0bObIYHbIE MOJIb30BATE/IbCKNE
npueBuaernn Bo Bpems paboTbl B onepauMoHHON cucteMe. DTO XOPOLUMA COBET, TaK Kak AaHHOe rnosepeHune
obecneynmBaeT OOMOJIHNTENbHbLIAN YpOBeHb 6e30MacHOCTU Mexay NoJib3oBaTesieM N onepaLnoHHON CUCTEMON.
3710 ocobeHHO BEpPHO ANd MHOronoJib30oBaTe/IbCKNX CUCTEM, rge Tpe6yeTc;| pa3geneHme noJyib3oBaTe/lIbCKNX

npuBUIErnn.

Mo ceoen npupoae, Kali Linux aensietcs nnatgopmon ayanta 6e3o0nacHOCTU, rge MHOMO MHCTPYMEHTOB, HY>KHO
3anyckaTb C NpuBUaeruaMmn cyrnepnosib3oBaTtens. ManoBeposaTHO, 4TO BaM Npuaetcsa ncnonab3sosaTtb Kali Linux,

B MHOIoMNoJib30BaTe/IbCKOMN cpene un, csenpoBaTtesibHO, MO yMOJZIHaHUIO Kali nonb3oBatenem ssnsgetcsa “root”.

Kpome Toro, Kali Linux He pekoMeHAyeTCA AN9 UCMOJb30BaHUA HOBUYKaMum B Linux KoTopble MoryT 6biTb 6onee

CKJIOHHbI K COBEPLUEHNIO Pa3pyLLUNTESIbHbIX ownbok npm ncrnoJib3oBaHNn y‘-IeTHOI7I 3anncum cynepnosib3oBaTenA.
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Monuntuka oTKpbLITbLIX UCXOAHbIX KoaoB Kali Linux
Kali Linux - gnctpnbyTune, KOTOpbIN 06beanHAeT ThicA4n 6ecnnaTHbIX NaKeToB NPOorpaMMHOro obecnevyeHums B
cBoeM mai n pasnene. MNMpousBoaHoe oT Debian, Bce nporpaMmmHoe obecneveHune B Kali cooTBeTcTBYeT Debian

Free Software Guidelines.

B kadecTBe ucknwo4yeHus, non-free pasgen Kali Linux cooepXnT HECKOJSIbKO WMHCTPYMEHTOB, KOTOPbIE HE
ABNAOTCA ANCTPUOYTUBaAMU C OTKPbITbIMU NCXOOHBbIMU KOAaMMN, HO pa3pelleHbl anga peguctpubyumm Offensive
Security mocpenCTBOM JINLEH3NPOBAHUSA MO YMOJYAHUIO WM KOHKPETHbIX JNUEH3MOHHbIX COornalleHun ¢
yKasaHHbIMM BeHgopaMun. Eciam Bbl XOTUTE NOCTPOUTbL AUCTpPMOYTMB npousBoaHbin oT Kali, cnepyet
03HAaKOMUTBCA C JIMLEH3NEN KaXKAoro KOHKpeTHOro non-free nakeTa, npexhe 4eM BKJ/4YaTb €ro B CBOM
anctpnbytue (non-free nakeTbl, KOTOpble wuMMopTUpytoTcs wn3 Debian dasnawTca 6e3onacHbIMM NS

peancTpubyumn).

Bonee Toro, Bce KOHKpeTHble pa3paboTku, KoTopble Kali caenan ans ceBoe MHMPACTPYKTYpbl UAnM Ans

MHTEerpauumn npuaaraemMmoro NporpamMmMHoro obecnevyeHuns 6ol noctabneHsl nog GNU GPL.

Ecnum Bbl XO0TUTe noay4uTb HBonblie nHpopMaumm o nuueHsnm nobon YacTn nporpaMmHoro obecnevyeHuns, Bbl
Mo)xeTe npoBepuTb debi an/ copyri ght B nakeTe mnctodHuka wmnm /usr/share/ doc/ package/ copyri ght Ha

nakeT, KOTOPbI Yy Bac y>Xe yCTaHOBJIEH.
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OTHoweHusa Kali c Debian

Kali Linux 1.0, npon3sogHas oT Debian Ha ocHoBe Debian Wheezy. Taknum obpasom, 6onblunHcTBO nakeTos Kali

UMNOPTUPYIOTCA M3 He MOAUULMPOBaHHLIX Debian-penosuTopueB. B HeKOTOpPbIX Ciy4YasX, HOBbIA MaKeT
nMmnoptupyetca um3 Unstable (HecTtabunbHbix) wnn Experimental (3kcnepuMeHTasbHbIX), MOTOMY, 4TO OH
yJyylweH Ha OCHOBaHUWM MNO0JIb30BaTE/bCKOro OMblTa, WAW MOTOMY, 4TO Heobxoaumo 6bI10 MCNPaBUTb

HeKoTopble oWnbKN.

Forked MNakeTsl

HekoTopble MakeTbl, 04eBNAHO, AOKHO 6blnn 6biThb pa3aBoeHbl (forked) B uenax peanmsaunm HEKOTOPbIX
cneundgunyHbix gna Kali ocobeHHocTen, Ho Kali cTpeMnTCca CcBECTU KOIMYECTBO TakKUX MaKeTOB K MUHUMYMY 3a
cyeT yhaydweHuma upstream nakeToB, Korga 3TO BO3MOXHO (nmMbo nyTemM WHTErpupoBaHusa YyHKUUN
HernocpeacTBeHHO, nnbo nyTem gobasneHnsa Heobxoaumoro nepexsaTta (hooks) 6e3 hakTn4eCcKoro nsMeHeHmUs

upstream nakeToB).

Kaxabln nakeT pasasoeHHbIn (forked) Kali coxpaHseTcsa B Git peno3utopum ¢ “debian” BeTBblO, TakK 4TO
obHoBNeHMe pa3nBoeHHoro (forked) makeTa MOXXHO Nerko caenaTb C MOMOLLbIO NMPOCTOro git merge debian B

OCHOBHOW BeTKe.

HosBblie lNakeTbl

Momumo 3T1oro, Kali npnHocnT MHOro HoBbix Debian makeToB, KoTopble SABASAIOTCA crieundpuyeckmmun nns
obnacTn TeCcTUpoBaHMA Ha MPOHMKHOBEHME U ayduTa 6e30macHOCTW. BONbLIOW MPOLEHT M3 3TUX MaKeToB

apnsATCa 6ecnnaTHbIMKM B cooTBeTCTBUM C Debian’s Free Software Guidelines n Kali HamepeH BHecTu CBOW

Bksan B Debian n nogaepxmneatb nx HenocpeacTseHHo B Debian.

Kak cnenctsue atoro, Kali nakeTbl cTpemMaTcs, 6biTb coBMmecTuMbiMK ¢ Debian Policy n cneposaTh nepenoBomn

NMPaKTuUKe B NCNOJib30BaHNUN B Debian.
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